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2 Copyright and Liability Exclusion

Except where otherwise stated, the contents of this document, including text and images of all types and transla-
tions thereof, are the intellectual property and copyright of Meinberg Funkuhren GmbH & Co. KG (“Meinberg”
in the following) and are subject to German copyright law. All reproduction, dissemination, modification, or ex-
ploitation is prohibited unless express consent to this effect is provided in writing by Meinberg. The provisions
of copyright law apply accordingly.

Any third-party content in this document has been included in accordance with the rights and with the consent
of its copyright owners.

A non-exclusive license is granted to redistribute this document (for example, on a website offering free-of-
charge access to an archive of product manuals), provided that the document is only distributed in its entirety,
that it is not modified in any way, that no fee is demanded for access to it, and that this notice is left in its
complete and unchanged form.

At the time of writing of this document, reasonable effort was made to carefully review links to third-party
websites to ensure that they were compliant with the laws of the Federal Republic of Germany and relevant
to the subject matter of the document. Meinberg accepts no liability for the content of websites not created or
maintained by Meinberg, and does not warrant that the content of such external websites is suitable or correct
for any given purpose.

While Meinberg makes every effort to ensure that this document is complete, suitable for purpose, and free
of material errors or omissions, and periodically reviews its library of manuals to reflect developments and
changing standards, Meinberg does not warrant that this specific document is up-to-date, comprehensive, or
free of errors. Updated manuals are provided at www.meinbergglobal.com.

You may also write to techsupport@meinberg.de to request an updated version at any time or provide feedback
on errors or suggested improvements, which we are grateful to receive.

Meinberg reserves the right to make changes of any type to this document at any time as is necessary for
the purpose of improving its products and services and ensuring compliance with applicable standards, laws &
regulations.
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3 Introduction: meinbergOS Web Interface

3 Introduction: meinbergOS Web Interface

microSync systems with meinbergOS Version 2022.05.7 or later provide a feature-rich Web Interface that can
be used to perform most configuration processes easily and also allows you to monitor your device's status and
condition.

The meinbergOS Web Interface provides access to your microSync system’s most essential configuration func-
tions and also allows you to monitor the status of the system, install new firmware versions, and archive old

versions.

For many operations, the Web Interface therefore eliminates the need to install a desktop application or run a
portable application from a USB flash drive.

The Web Interface will be updated automatically whenever the meinbergOS device firmware is updated.

j0S

Login

Username

Password

Figure 3.1: Login Page of meinbergOS Web Interface

meinbergOS Web Interface Date: September 21, 2022 3
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Once you have entered the |P address of your meinbergOS device into the address bar of your web browser,
the login page will appear (Figure 3.1).

The default settings are:

Username: admin
Password: timeserver

@ If your meinbergOS system is not yet configured for your network, please refer to the Technical

Reference of your meinbergOS system, specifically the chapter "Initial Network Configuration', for
further information on how to configure your meinbergOS system accordingly.

@ In the interest of optimizing the security of your meinbergOS device, it is recommended to carefully

study not only this manual but also the meinbergOS Security Guide, which is available from
Meinberg if you do not already have it.

Date: September 21, 2022 meinbergOS Web Interface



3 Introduction: meinbergOS Web Interface

3.1 Terminology of Navigation Elements in the meinbergOS Web
Interface

The following terminology is used to describe the display and navigational elements that are employed in the
meinbergOS Web Interface:

The Web Interface (always capitalized) denotes the entirety of the meinbergOS configuration and monitor-
ing interface accessible via a conventional web browser.

The Header Bar (always capitalized) is the navigation bar at the top of the page in the standard mein-
bergOS page layout. While in Light Mode, it is distinguished by its dark blue background.

The Sidebar (always capitalized) is the bar located on the left of the page, containing links to the various
subsections of each section.

The User Menu (always capitalized) is the menu available by selecting the user name at the right of the
Header Bar.

Page refers to any complete page layout in the web browser, including Header Bar, Sidebar, and tabs, as
well as the contents of the section. It can also refer to any page that does not conform to the standard mein-
bergOS Web Interface layout (e.g., login page).

The Content Area (always capitalized) is the area in which all content is shown outside of the Header Bar and
Sidebar. In Light Mode it is distinguished by its white background.

Section refers to the four main sections listed in the Header Bar: Dashboard, Configuration, State, Mainte-
nance.

Subsection refers to a subdivision of a section, linked to in the Sidebar and marked by icons on the left.

Tab refers to a subdivision of a subsection, which groups information and options under the horizontally orga-
nized headers beneath the heading of each subsection in the Content Area. The active tab is underlined. Tabs
can also be accessed via the Sidebar, where they are listed (without icons) beneath the open subsection.

Panel refers to any wide rectangular layout element denoted by a title with information or options below
it. Panels may also feature sub-panels. Panels and sub-panels may feature a right-facing arrow ">" on the
left and/or a button marked Expand or Collapse on the right, if space could reasonably be saved by hiding
the content. In this case, a collapsed sub-panel can be expanded by selecting it to reveal more information
or options, and an expanded sub-panel can be collapsed by selecting it again to hide this information and options.

Checkbox refers to any navigational element that can be enabled (denoted by a rounded square with a check-
mark) or disabled (denoted by an empty rounded square).

Button refers to any element that is solely clicked on (using a mouse or touchpad) or pressed (on a touch
display) to perform a given function.

Tile refers to any rectangular or square element that is part of a grid-like layout (such as that on the Dashboard)
and provides a brief overview of the information that can be accessed by selecting it.

Dialog box refers to any prompt that appears inside a page that renders the rest of the page inoperable
until closed (for example, a file selection dialog box).

An element is described as grayed out if a normally black or colored navigation element is deliberately displayed
in a light gray against a white background for the purpose of indicating that it is not modifiable.

meinbergOS Web Interface Date: September 21, 2022 5



3.2 Formatting and Structural Principles of this Manual

This manual applies the following formatting and structural conventions in relation to the meinbergOS Web
Interface:

Structure

Sections of the meinbergOS Web Interface are described in first-level chapters, specifically Chapters 5 (Dash-
board), 6 (Configuration), 7 (State), and 8 (Maintenance).

Subsections of a given section of the meinbergOS Web Interface are described in second-level chapters beneath
that section, for example Chapter 6.2, Configuration - Network.

Tabs under a subsection of the meinbergOS Web Interface are described in third-level chapters beneath that
subsection, for example, Chapter 6.2.2, Configuration - Network - Interfaces.

Where specific guidance regarding selected processes is warranted, it is provided in a corresponding second,
third or fourth-level chapter under the relevant section, subsection, or tab where it is conventionally performed
and prefixed with the word "Guide". Example: Chapter 8.1.3.1, Guide: Installing a New Firmware Version.

Formatting

Names of sections, subsections, and tabs are displayed in bold text. The full navigational path to a given
tab or subsection is shown in quotation marks, bold, and separated by a right arrow symbol (—). Example:
"Configuration — Network — Interfaces".

Field names, and button labels are also displayed in bold text. Example: Install New Firmware.

Filenames, possible values, and listed options for a configuration or status field are conventionally listed in
italics. Example: The firmware is provided as an .ufu file.

References to other chapters in this manual are shown in dark blue and bold, and if the manual is viewed
in a supported PDF reader, can be clicked on to directly jump to that chapter. Example: Formatting and
Structural Principles of this Manual.

6 Date: September 21, 2022 meinbergOS Web Interface



3 Introduction: meinbergOS Web Interface

3.3 Basic Configuration Principles

meinbergOS operates on the basis of a dual-configuration system: the Running Configuration and the Startup
Configuration.

0 Configuration saved
Successfully saved to the running configuration.

Configuration changes detected
The currently running configuration is different from the startup configuration. Any configuration changes made will be
lost on device reboot.

Save as startup Discard changes

Figure 3.2: meinbergOS Web Interface: Saving Changes to the Running Configuration

The Running Configuration is the configuration that is currently active on the meinbergOS device. Whenever
a change to the configuration is applied using a Save button, that change will be confirmed using the green
dialog box shown in the screenshot above, which confirms that it has been applied to the Running Configuration.

The Startup Configuration is the configuration that is applied as the Running Configuration when the mein-
bergOS device is (re)booted. If there are differences between the current Running Configuration and the saved
Startup Configuration, the yellow dialog box shown in Fig. 3.2 will be displayed. To save the Running Configu-
ration as the Startup Configuration, click on Save as Startup and the Startup Configuration will be overwritten
with the current Running Configuration.

Configuration changes detected
The currently running configuration is different from the startup configuration. Any configuration changes made will be
lost on device reboot.

>4 Configuration Changes

- /network/bonding/@
- bondingMode: active-backup
- bondingSlaves:

- lan@

- lanl

- name: bond@

Figure 3.3: meinbergOS Web Interface: Reviewing Changes to the Configuration

If you are unsure which changes have been made to the configuration and wish to review them before adopting
them as the Startup Configuration, click on View Changes to view the changes that have been made (see Fig.
3.3).

To reject all changes to the configuration and re-apply the Startup Configuration, click on Discard Changes.

meinbergOS Web Interface Date: September 21, 2022 7
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) PTP State > m

@% Interfaces Instances @
Currently configured PTP instances. API
Instances (1/2) @ + Add Instance
7 -
2 v Example PTP Instance - PTPv2 Multicast Slave on lan2:ptp — Domain 0 @ Remove
Interface Virtual Interface
lan2 v lan2:ptp v
Alias PortID
Example PTP Instance 1
Operation Mode DSCP Class
PTPv2 Multicast Slave v Best Effort (0x00) v
Unicast TTL Multicast TTL
128 5

PTPv2 @ Collapse

Configuration parameter for a PTPv2 instance.

Profile Networking Protocol
Default P2P IEEE1588-2008 v IEEE 802.3 (L2) v
Domain This profile only supports the P2P delay
0 o mechanism. To use the profile you need to
>> disable One-Step mode on Interface lan2.

Figure 3.4: meinbergOS Web Interface: Detailed Indication of an Error in Configuration

If a configuration cannot be saved due to an error in an entry or a conflict between two settings, the red dialog
box shown in Fig. 3.4 will appear and the source of the conflict or error will be identifiable by a red frame and
red alert symbol around the relevant panels and/or fields.

If the source of the conflict or error is located in another subsection, the corresponding tab will show a red alert
symbol next to it.

ple PTP In = PTPv2 Mult ave on lan2:ptp x

Unicast TTL ci om 256 to 255.

Figure 3.5: meinbergOS Web Interface: Automatic Adjustment of a Parameter

When a parameter is manually adjusted, meinbergOS may automatically adjust another parameter in the same
subsection to ensure consistency and avoid configuration conflicts. When this happens, a notification will appear
at the bottom of the page with a black background (Fig. 3.5), indicating what exactly has been changed.
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4 Header Bar

4 Header Bar

melnb,e,l'g Dashboard Configuration State Maintenance Q Finc M os-target-0310 ‘% acimin
microSync RX10

Figure 4.1: meinbergOS Web Interface: Header Bar

The Header Bar (Fig. 4.1) is the primary method of navigation throughout the meinbergOS Web Interface. It
can be used to navigate to any of the Web Interface’s four main sections, and provides a Find Anything tool
for locating a certain option in the Web Interface’s many sections, subsections, and tabs. It also provides a
summary of the configured network interfaces, and a user menu for managing the visual design of the interface
and the current user account.

Find Anything

memberg Dashboard Configuration State Maintenance

£5: Device Configuration

& Refer Q irig Esc
Configure nterfaces and
sources.

@ Configuration / 10 Ports / Port 4 [ Timecode / IRIG Code D

Port 4 / Timecode / IRIG Code

@ NTP
Configure Port 29 / Timecode / IRIG Code 2 juration.
server par

@ Port 30 / Timecode / |RIG Code e
7 10 Pa
Detailed configuration of the device ports. - Create and manage the user accounts on this device.

Figure 4.2: meinbergOS Web Interface: Find Anything

The Find Anything tool (Fig. 4.2) can be used to quickly find and immediately jump to any option found in any
section, subsection, or tab of the Web Interface. As the field suggests, it can also be accessed from a keyboard
using the CTRL+K shortcut (or Command+K if using a browser under MacOS). Enter the search term, then
click on the desired entry in the search results dialog box that appears in the middle of the page.

meinbergOS Web Interface Date: September 21, 2022 9
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Network Summary

Dashboard

meinberg

Dashboard

System Overview

Clock
Brief state of the currently used clock
LOCKED

Selected Reference

GPS1 (CLK1)

Estimated Quality
100 ns

Current Local Time

2022-05-30 17:27:51

Current UTC Time
2022-05-30 15:27:51

Configuration State

Interfaces

lan2:ptp
1an0:0 (bond0)
lan1:0 (bond0)

@] Netw bond0:autoconf (bond0)

Ethernet port state

lan0
Link detected
1 GBit/s Full Duplex

lan1
No link

lan2
No link

lan3
No link

Maintenance QF

5 os-target-0310

L admin

192.166.166.166/24
172.16.100.50/16
172.28.100.48/16

fe80::ee46:70ff:fe0c:e648/64

NTP service state

Synchronized
NTP service synchronized

MRS
Stratum: 0
Offset: O ns

172.27.19.100
Selected
Stratum: 1

Offset: 38.000 ps

Figure 4.3: meinbergOS Web Interface: Network Summary

The Network Summary (Fig. 4.3) displays the current hostname of the meinbergOS device (os-target-0310 in
the example above) and can be selected to display an overview of the currently configured network interfaces.

User Menu

CtriK M@ mssb100

admin

Theme

User Settings

Logout

AL admin

Figure 4.4: meinbergOS Web Interface: User Menu

The User Menu (Fig. 4.4) shows the current username. One of its functions is to change the account password
(via User Settings), which we urgently recommend you do once the system is set up.

The Theme switch can be used to change the meinbergOS color scheme between Light Mode and Dark Mode.
Dark Mode may be easier on the user’s eyes when working in poorly lit environments.

10
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5 Dashboard

5 Dashboard

Dashboard Configuration

State Maintenance

e}

B os-target-0310

X admin

Dashboard

System Overview

Clock
Brief state of the currently used clock
LOCKED [ ]

Selected Reference

GPS1 (CLK1)

Estimated Quality
100 ns

Current Local Time

2022-05-30 14:40:19

Current UTC Time
2022-05-30 12:40:19

Details >

PTP

PTP service state

6

Master

lan2:ptp (Example PTP Instance)
Custom Profile

Domain: 0

Protocol: UDP/IPv4 (L3)

Details >

Network
Ethernet port state

lan0
Link detected
1 GBit/s Full Duplex

lan1
No link

lan2
No link

lan3
No link

Receiver

GNNS receiver information

Operation Mode
Normal Operation

Position

Details >

51.98267 9.22623 165m

Satellites in View

10

Satellites Used

10

Details >

NTP

NTP service state

Synchronized
NTP service synchronized

MRS
Stratum: 0
Offset: 1.000 ps

172.2719100

Selected
Stratum: 1
Offset: 25.000 ps

Details >

System

System information

Uptime
0d, 3h, 42m

CPU Utilization
RAM Utilization

Serial Number
025911000390
Software Version

202111.0-devel-u

Details >

Figure 5.1: meinbergOS Web Interface Dashboard

The Dashboard (Figure 5.1) provides an overview of the most important system information, including:

Clock Status:

Network:

The synchronization status of the receiver currently in use. The color of this tile

makes the synchronization status of the meinbergOS device immediately apparent. If it
is green, the reference source is locked and synchronized. If it is yellow, the clock

is still synchronizing or locking, or is temporarily in Holdover Mode. If it is red,

there is a problem with the reference clock that requires attention and the meinbergOS
device will operate in free run mode until appropriate action has been taken.

This tile shows a brief overview of the available Ethernet links. A green indicator
shows an active and functional link and the link mode is displayed beneath it. Gray
denotes the absence of a link.

meinbergOS Web Interface
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NTP: This tile briefly indicates the state of the internal NTP service, and if synchronized
with external NTP servers, the state of the main NTP server.

PTP: This tile shows the state of the PTP service, indicating the virtual interface,
protocol in use, and the current PTP profile.

Receiver: This tile provides information on the meinbergOS device’s primary receiver, including
its current mode of operation (normal, cold boot, etc.), the current calculated position,

the number of satellites in view, and the number of satellites currently in use.

System: This tile provides system information such as the serial number and firmware version.

Below these Dashboard tiles there is also an overview of all active and inactive reference sources, input and
output signals, communication interfaces, and configured virtual network interfaces.

12 Date: September 21, 2022 meinbergOS Web Interface



6 Configuration

6 Configuration

CONFIGURATION
@% References
@ Network
@ NP

PTP

v7 10 Ports

2R Users

52 Device Configuration

@& References (@] Network

Configure and prioritize the available reference Manage general network settings, virtual

time sources. interfaces and redundancy.

@® NTP PTP

Configure external NTP servers and this devices Manage PTP interface and instance

NTP server parameters. configuration.

«7 10 Ports 22 Users

Detailed configuration of the device ports. Create and manage the user accounts on this
device.

<< Collapse sidebar

Figure 6.1: meinbergOS Web Interface: "Configuration" Section

The Configuration section (Figure 6.1) is where the fundamental system parameters are configured and

managed.

References:

Network:

NTP:

PTP:

10 Ports:

Users:

This is where you can configure the reference sources supported by your system. It also
provides options for the prioritization of references, the ability to compensate for
propagation delays, and an option to manually define static precision values for each
reference.

The network connectivity of your meinbergOS device is configured here. This subsection
also provides options for PRP support, network bonding, and configuration of virtual
interfaces, as well as the ability to make advanced modifications to your network
configuration via the integrated text editor (e.g., for static routing).

This subsection is used to configure the NTP server functionality of your meinbergOS
device as well as external NTP servers. You can also enter symmetric keys here for
authenticating NTP packets and enter advanced NTP configuration options using the
integrated text editor.

The PTP subsection contains all options relating to the PTP functionality of your
meinbergOS device, in particular the physical interfaces, the operating mode
(Master/Slave), and also PTP multicast and unicast transmission settings.

This subsection provides a visual representation of all physical inputs and outputs to
enable you to make suitable port-specific adjustments, to allow you to find the
appropriate configuration subsection more easily, and also to obtain information about
pin assignments with GP1O connectors.

The Users subsection provides options for user and password management, and also
allows you to set a user security policy and user permissions.

meinbergOS Web Interface Date: September 21, 2022 13
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6.1 Configuration - References

@ Configuration > References
& (& References sute > B
© Sources
®
Supported reference sources. API
;) You can change the source prioritization by reordering the sources listed below.
7 To change the relative priority of a source drag it to the desired location.
A
> GPS1(CLK1) Expand
> NTP1 (lan) Expand
> « Disabled PPS1 (CLK1) Expand
> e Disabed TCR1 (CLK1) Expand
> e Disabled PTP1 (lan2) Expand
> episabed  FIXED_FREQ1 (CLK1) Expand
> e Disabled STRING+PPS1 (CLK1) Expand
»

Figure 6.2: meinbergOS Web Interface: "Configuration — References" Tab

This list in this subsection (Fig. 6.2) allows you to prioritize the handling of input signals; the priorities dictate
how clock switching is handled if a master reference ceases to be available. The prioritization of the input
signals should be in descending order with respect to the accuracy of the signals.

The reference prioritization can be modified by dragging any reference to another position in the list.

14 Date: September 21, 2022 meinbergOS Web Interface



6 Configuration

> 0@ %S

2
N

»

Configuration > References

& References ste > | ([0

Sources

Supported reference sources. API

e You can change the source prioritization by reordering the sources listed below.
To change the relative priority of a source drag it to the desired location.

v GPS1(CLK1) Collapse

Enabled Priority
Specify, whether this reference shall be used for

synchronization 0
Bias Precision
0 ns 0 ns
Quantify Quantifier
Enable/Disable quantification of the reference source 0
Auto-Bias Master Is Trusted Source
Allow the source to operate as zero asymmetry master Allow the source to be used as a trusted source for

spoofing detection

Use Trusted Source
Use a trusted source for consistency check and spoofing
detection

Figure 6.3: meinbergOS Web Interface: Expanded Reference Source

The configuration options for each reference source can be displayed by clicking on the panel or the corre-
sponding Expand button (Fig. 6.2). This panel enables the available references of your meinbergOS device to
be configured in detail.

An expanded panel can of course be collapsed again by clicking on the panel, or on the corresponding Collapse
button (Fig. 6.3).

Enabled:

Priority:

Bias:

Precision:

Specifies whether this reference should be used for synchronization.

The priority index of the selected reference, which must be a unique value. The values
are automatically renumbered to the lowest available value at the same priority level

for ease of management (i.e., if a reference is set to Priority 6 and Priorities 3, 4, and

5 are still available, that reference will be renumbered to Priority 3).

Used to specify a static delay offset (e.g., to account for path delays).

This parameter is used to define a manual precision value for this time reference.

When switching between different time sources, this value and the precision class of the
oscillator is used to calculate a holdover time, after which the actual switchover is

performed.

There is usually little point in switching straight from a more precise reference to a
less precise one right after losing synchronization with a precise source.

If the time inaccuracy caused by a drift in the holdover source is less than the
fundamental precision of next best available time reference, the most precise time
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reference will continue to be used.

If, on the other hand, there is a time reference available with a higher priority and
better precision value, it will be switched to immediately.

If the precision value is 0, no holdover period will be calculated and the reference
will be switched immediately.

The switching algorithm calculates the appropriateness of switching using the following
formula:

(Precision of the next reference | precision of the current master) * (constant [s))
The parameter constant here is dependent on the quality of the internal oscillator.
Quantify: Enables/disables quantification of the reference source (see Quantifier below).
y q
Quantifier: The quantifier can be used to minimize switching operations between redundant clocks.
q gop

If a reference with a better priority and the same quantifier value becomes available
on the currently unused clock, the system will continue using its current reference
clock instead of switching to the other clock. This value is ignored in systems without
redundant clocks.

Auto-Bias Master: Allows the source to operate as a zero-asymmetry master. Auto-Bias Master can be
used to automatically determine static time offsets of other reference sources if the
function Auto-Bias Slave is activated for those sources.

Auto-Bias Slave: Forces the slave to accept static bias correction from a zero-asymmetry master. If this
(PTP only) function is activated, any static time offset of the time source can be compensated by
measuring against a source with the Auto-Bias Slave function enabled.

Is Trusted Source: Designates the source as a Trusted Source for spoofing detection and consistency
checks. See Use Trusted Source below for further information.

Use Trusted Ensures that only a Trusted Source is used for consistency checking and spoofing
Source: detection. The Trusted Source functionality of meinbergOS ensures that only trusted
reference sources are used to verify the integrity of a primary reference source’s signal.

For example, if GPS is used as the primary reference source and the precision of this
source exceeds 100 ns, selecting Use Trusted Source will cross-reference the data with
the next highest-priority reference which has Is Trusted Source enabled.

Therefore, sources considered to be beyond reproach (e.g., PPS) should be marked as

Is Trusted Source, while primary sources considered to be "at risk" (e.g., GNSS)
should be marked as Use Trusted Source.

Information:

The checkbox Is Trusted Source must be checked for at least one source for Use Trusted Source

to have any effect.
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6 Configuration

Asymmetry Asymmetry Step Detection is used to detect clock jumps. This function enables
Step Detection: automatic bias correction in the event that a clock jump is detected so that the clock
(PTP only) refrains from following this clock jump and instead tries to maintain its current phase.
For this purpose, the time offset of the source (bias) will be re-measured.
meinbergOS Web Interface Date: September 21, 2022
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6.2 Configuration - Network

In this subsection you can perform all of the main network configuration processes for your meinbergOS device.

Main:

Interfaces:

PRP:

Bonding:

Extended Configuration:

These are the main parameters for the general network configuration, notably
the hostname, default gateways, and DNS servers.

This is where the physical network interfaces and associated virtual interfaces
are managed. It also provides options for Synchronous Ethernet (SyncE) and
the Network LED on the device itself.

The Parallel Redundancy Protocol (PRP) settings are used to set which physical
network interfaces are connected to two redundant networks for a PRP
implementation.

The bonding options can be used to select the physical interfaces that you wish
to use for link aggregation, and also enable selection of the bonding mode so
that you can prioritize bandwidth optimization or interface redundancy as
needed.

This is where manual network configuration entries are entered for your
meinbergOS device (e.g., for static routing).

18
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6 Configuration

6.2.1 Configuration -

Network - Main

@ Configuration > Network
& [ Network sate > | ([
@ Main Interfaces PRP Bonding Extended Configuration
Main network configuration parameters. API
Hostname Default Gateway (IPv4)
v
os-target-0310 172.16.3.3
R
Default Gateway (IPv6)
DNS Servers (3/3) + Add DNS Server
Domain name servers used for name resolution.
>> 172.16.3.11 Edit Remove

Figure 6.4: meinbergOS Web Interface: "Configuration — Network — Main" Tab

The "Configuration — Network — Main" tab (Fig. 6.4) is used to modify the essential network configuration

for your meinbergOS device

Hostname:

Standard Gateway
(1Pv4):

Standard Gateway
(IPv6):

DNS Servers:

DNS Search Domain:

that enables it to actually reach other devices in the network.

The hostname under which the meinbergOS device is advertised and can be
found in the network. This can also be a fully qualified domain name (FQDN).

System-wide default gateway for IPv4 addresses. This parameter allows you to
configure a system-wide gateway to be used for IPv4.

A gateway only needs to be configured if network traffic needs to be routed
between multiple different logical networks (subnets); in other words, if your
meinbergOS device needs to communicate with other devices outside of the
network it is located in.

The gateway for the subnet must be configured to allow the exchange of data
traffic with other networks.

System-wide default gateway for IPv6 addresses. This parameter allows you to
configure an interface-specific gateway to be used for IPv6.

This configuration is only necessary if the |IP address of the interface is not
located in the same subnet as the default gateway.

The domain name servers to be used for name resolution. Up to three DNS servers
can be configured. These servers translate the hostname to an IP address to
enable identification of an IP address based on that hostname.

A DNS server must be configured in particular if a hostname is specified
elsewhere as the address of a network device, such as an external NTP server.

Domains used to form fully qualified domain names when performing cleartext
searches in DNS. You can specify up to three DNS search domains.

meinbergOS Web Interface
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| MEINBERG

6.2.2 Configuration - Network - Interfaces

@ Configuration > Network
& [@ Network sete > | [0
@ Main Interfaces PRP Bonding Extended Configuration
Physical network interfaces. API
o7 v Interface lan0 Collapse
A3 MAC Address Link Mode
EC:46:70:0C:E6:48 Autonegotiation v
Front LED Indication 10 MBit/s Half Duplex
Consider/Ignore this network interface for the front LED
link indication 10 MBit/s Full Duplex
100 MBit/s Half Duplex
100 MBit/s Full Duplex
SyncE
SyncE facilitates the transference of clock signals over the physid | GBit/s Half Duplex
1 GBit/s Full Duplex

Virtual Interfaces (1/63) + Add Virtual Interface
Virtual Interfaces as carriers of address configurations for physical network interface.

> 1an0:0-172.16.100.50/16 Remove

-+ Add Virtual Interface

»

Figure 6.5: meinbergOS Web Interface: "Configuration — Network — Interfaces" Tab

The physical and virtual network interfaces and Synchronous Ethernet functionality are configured in this tab
(Fig. 6.5).

Physical Network Interfaces

The available physical network interfaces are listed here and can be selected.

MAC Address: The Media Access Control (MAC) address—the unique identifier for a Network
Interface Controller (NIC). This is used as a physical (OSI Layer 2) network
address.

Link Mode: Transmission parameters that define the link speed and duplex mode; auto-

negotiation enables two linked ports to negotiate the link speed and duplex
mode automatically.

You can select one of seven available modes:

- Autonegotiation (automatic detection) (default)
- 10 Mbit/s Half Duplex (10BaseT)

- 10 Mbit/s Full-Duplex (10BaseT)

- 100 Mbit/s Half Duplex (100BaseT)

- 100 Mbit/s Full Duplex (100BaseT)

- 1 Gbit/s Half Duplex (1000BaseT)

- 1 Gbit/s Full Duplex (1000BaseT)
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6 Configuration

Front LED Indication:

LED Indicator
Not activated

Enabled for LAN 0 Interface (for example)
Enabled for LAN 0 Interface (for example)
Enabled for interfaces (such as LAN 0/LAN 1)
Enabled for interfaces (such as LAN 0/LAN 1)

SyncE

Specifies whether the state of this network interface should be indicated via the
LED link indicator on the front of the device or not.

It is possible to have the link status of individual interfaces indicated visually
via the LED on the front.

Network Status Front LED Status

- Yellow
Link Up Green
Link Down Red

LAN 0: Link Up / LAN 1: Link Up Green

LAN 0: Link Up / LAN 1: Link Down Red

SyncE enables clock signals to be transmitted over the physical Ethernet layer. SyncE-specific parameters
will be displayed once SyncE is enabled.

@ Information:

For more information regarding the SSM Quality Levels used in SyncE, refer to the appendix
'SSM Quality Levels".

Active:

Quality Level Detection:

SDH Network Option:

Fixed Input SSM:
Fixed Output SSM:

Minimum Input SSM:

Enables/disables SyncE for this network interface.

If this function is enabled, the Quality Level is automatically detected based
on the clock status. In Master mode, it is transmitted within the ESMC
(Ethernet Synchronization Message Channel), while in Slave mode, it is used
as the received level.

The selected values for the Quality Levels are dependent on the SDH network
options: Option 1 for SDH and E1-based systems, or Option 2 for SONET and
T1-based systems.

This is used to set a fixed Quality Level for the SyncE input signal.

This is used to set a fixed Quality Level for the SyncE output signal.

This specifies the minimum Quality Level of an input signal for it to be usable
as a clock reference.

This is where you can select the lowest SSM Quality Level of the incoming signal

(e.g., QL-SSU-B) that is considered acceptable as an incoming signal. If the
clock reports a lower Quality Level (e.g., QL-EECT/SEC) than the set minimum
SSM Quality Level, the system will not use it for synchronization.

meinbergOS Web Interface
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Local Priority:

RJ-45 GBit Clock Mode:

Virtual Interfaces

This is used to locally prioritize clocks in Master mode that have the same
Quality Level and identical datasets. This can be done, for example, to manually
prioritize a certain physical Ethernet port for SyncE even if Quality Levels are
consistent among multiple sources.

When using RJ45 GBit copper links, the master and slave need to be defined.
A port can be used as a slave or as a master. SFP ports with fiber-optic

connections can synchronize automatically in both directions and therefore do
not need to be configured.

Virtual Interfaces are used to transport address configurations for physical network interfaces; it is possible
to have to 63 Virtual Interfaces for each physical network interface.

Interface Label:

DHCP:

IP Address:

Netmask / Prefix Bits:

Gateway:

A unique interface identifier to enable the state to be unambiguously attributed
to the configuration addresses. This identifier must begin with the name of the
physical interface (e.g., lan2) followed by a colon, then a meaningful suffix
consisting of one or more letters or numbers (e.q., lanZ:ptp). The complete
virtual interface identifier must thus be at least six characters long. The name
is case-sensitive.

Dynamic Host Configuration Protocol (DHCP); this is used to have a server
dynamically assign IPv4/IPv6 addresses as well as additional network
parameters in the network.

If the DHCP option is enabled, the fields for static IP configuration will be
disabled, as the address is automatically assigned by the DHCP server. It is
still possible to configure a VLAN, however.

This is the IPv4 or IPv6 address to be set manually for this virtual interface.
If DHCP is enabled, this field will not be displayed, as the address is
automatically assigned by the DHCP server.

The number of prefix bits denoting the subnet address range within which the
network address resides. If DHCP is enabled, this field will not be displayed,
as the subnet address range is managed by the DHCP server.

The interface-specific gateway for this virtual interface through which outbound
traffic from that interface is routed to addresses outside of the subnet. If

left empty, the virtual interface will route this traffic through the Default
Gateway defined under "Configuration — Network — Main". If DHCP is
enabled, this field will not be displayed, as the gateway is specified by the
DHCP server.

Information:

@ The netmask in this case is not specified in decimal dot notation (e.g., 255.255.255.0), but rather
as the number of bits that define the address prefix of the subnet. For example, if your subnet en-
compasses the addresses 792.168.1.128 to 192.168.1.255 and your netmask in decimal dot notation
is thus 255.255.255.128, the first 25 bits of the subnet address range form the prefix.

22
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6 Configuration

VLAN:

VLAN ID:

VLAN Priority (PCP):

Static Routes

This checkbox enables VLAN tagging. VLANs ensure that network applications
remain isolated from one another, despite being connected to the same physical
network, without the need for multiple sets of cables and multiple devices.

A 12-bit value (0-4096) that enables VLAN network traffic to be separated into
discrete VLANSs so that VLAN packets can be uniquely assigned to their
respective VLANSs.

A general priority level that relates to the IEEE 802.1p Class of Service (CoS).
This can be used to prioritize VLAN packets.

Static routes to specified networks or hosts for this virtual interface. A static route can be defined by clicking
on the Add Static Route button in the Static Routes panel inside the Virtual Interfaces panel.

Destination Type:

Destination Network:

Destination Host:

Netmask / Prefix Bits:

Gateway / Router Address:

Specifies whether this route points to a network or host address.

If Network is selected as the Destination Type, this is the network
address that this route leads to.

If Host is selected as the Destination Type, this is the address
to which this route leads.

The number of prefix bits denoting the subnet address range within which the
destination network address resides. The netmask is to be specified as the
number of prefix bits, not in decimal dot notation. See note above for more
information.

The address of the gateway/router used to route traffic to the specified
network or host.

meinbergOS Web Interface
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6.2.3 Configuration - Network - PRP

@ Configuration > Network
& (@ Network State >
@ Main Interfaces PRP Bonding Extended Configuration
PRP is a network protocol standard for ethernet that provides seamless failover against failure API
of any network component - This redundancy is invisible to the application.
77
PRP (1/2) + Add PRP Interface
R
v Interface prp0 (lanQ,lan1) Remove
Interface Name LAN A
prp0 lan0 v
lan1
LANB lan2
lan3
lan1 v
+ Add PRP Interface

Figure 6.6: meinbergOS Web Interface: "Configuration — Network — PRP" Tab

PRP (Parallel Redundancy Protocol) is a network protocol standard for Ethernet networks that provides seam-
less failover to a redundant network in the event of the failure of any network component. This redundancy is
invisible to applications.

PRP has been defined since 2010 in the standard IEC 62439-3. It is based on Layer 2 and was devel-
oped for computer networks that require a reliable solution to ensure high availability and operational capacity.
A microSync, for example, is capable of operating as a DAN ('Dual Attached Node"), i.e., as a device that is
connected to both redundant networks.

You can ensure network redundancy using the Layer 2 PRP protocol by connecting two separate network

interfaces (e.g., LAN 2 and LAN 3 on a microSync) to two physically redundant networks, LAN A and LAN B
(Fig. 6.6).

Interface Name: ~ Name of the interface as specified by the Kernel.

It is possible to create one or multiple PRP interfaces; this enables, for example, the use of a
microSync as a PRP end device to create one or more PRP networks.

LAN A: The physical interface that is connected to LAN A (lan0O - lan3).

LAN B: The physical interface that is connected to LAN B (lan0 - lan3).

To set up a redundant network with PRP support, the networks LAN A and LAN B each need to be assigned
to their own network ports.

24 Date: September 21, 2022 meinbergOS Web Interface



6 Configuration

6.2.4 Configuration - Network - Bonding

@ Configuration > Network
& [ Network sate > | ([
@ Main Interfaces PRP Bonding Extended Configuration
Bonding provides various methods of aggregating network connections in order to increase API
throughput, and to provide redundancy in case one of the links should fail.
77
Bonding (1/2) + Add Bonding Interface
R
v Interface bondO (Active Backup - lan0,lan1) Remove
Interface Name Bonding Mode
bond0 Active Backup v ]
Round Robin
Bonding Slaves (2/4)
Two or more physical interfaces being aggregated and used as o8
Broadcast
lan0 802.3ad (LACP)
lan1 Edit Remove
+ Add Bonding Slave
+ Add Bonding Interface

Figure 6.7: meinbergOS Web Interface: "Configuration — Network — Bonding" Tab

The tab "Network — Bonding" (Fig. 6.7) enables two or physical network connections to be bonded (grouped)
into a single, joint interface.

Bonding mode is used to ensure physical interface redundancy or optimize the bandwidth usages of the inter-
faces. Various bonding modes are provided to suit your application requirements, and these are explained in
more detail below.

Bonding Modes

Active Backup:

A physical interface in the bonding group acts as an "active slave". All network traffic in a meinbergOS device’s
bonding group passes through this interface. The other physical interfaces in the bonding group are passive. If
the active interface loses its link-up, the bond will switch seamlessly to the passive interface, in which case the
MAC address of the network interface will also remain unchanged.

Round Robin:

Packets are transmitted over each slave interface in sequence, starting with the first interface, ending with the
last, then beginning from the first again. All interfaces must be connected to the same switch. The switch ports
must be trunked.

This mode enables bandwidth optimization and provides fault tolerance.
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XOR:

The transmitting interface is determined using an XOR hash of the MAC address of the destination and the
MAC address of the source. All interfaces must be connected to the same switch. The switch ports must be
trunked.

This mode enables bandwidth optimization and provides fault tolerance.

Broadcast:
All packets are transmitted to all interfaces. All interfaces must be connected to the same switch. The switch
ports must be trunked.

This mode only provides fault tolerance and does not enable bandwidth optimization.

802.3ad (LACP):

802.3ad (Link Aggregation Control Protocol, LACP) enables multiple physical connections to be combined into
a single, logical connection. This allows for load distribution while also providing better security than Active
Backup, should an interface fail. Other connected network devices also need to support LACP in this case and
the network ports must be configured accordingly.

6.2.5 Configuration - Network - Extended Configuration

@ Configuration > Network
& [© Network sate > | ([
@ Main Interfaces PRP Bonding Extended Configuration

Extended network configuration script (i.e. /etc/mbg/network.conf.add) offering the API
specification of individual network parameters.
77

#1/bin/sh

A

#route add -net 192.168.162.6 netmask 255.255.255.0 gw 192.168.19.1

> m Reset

Figure 6.8: meinbergOS Web Interface: "Configuration — Network — Extended Network Configuration" Tab

The Extended Configuration tab (Fig. 6.8) is a basic text editor for an Extended Network Configuration Bash
script that enables custom network parameters to be specified. This script is saved on the meinbergOS de-
vice's storage as /etc/mbg/network.confadd and is executed automatically each time the meinbergOS device is
(re)booted or a change is made to a network-related configuration.

Important!

This subsection is intended solely for use by qualified system administrators and must be han-
dled with care. Commands entered here will be executed as root user with the corresponding
comprehensive rights. Improper usage of this input option may cause privileges to be improperly
conferred upon other processes or users (privilege escalation), compromising the security of your
meinbergOS device.
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6 Configuration

6.3 Configuration - NTP

This subsection provides the means to configure your meinbergOS device's NTP functionality. The type and
number of configurable parameters depends on the module or device selected.

Server: This is where the meinbergOS device is configured in relation to how it operates
as an NTP server.

Client: This tab provides configuration options for the meinbergOS operating as an NTP
client or peer.

Symmetric Keys: Configuration options for NTP server/client authentication using symmetric
MD5, SHA-1 and AES-128-CMAC keys are provided here.

Extended Configuration:  This tab provides a text editor for entering custom NTP configuration
parameters.
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6.3.1 Configuration - NTP - Server

@ Configuration > NTP
= @ NTP
@ Server Client Symmetric Keys Extended Configuration

NTP server configuration parameters. API /configuration/ntp/server
7 Reference Clocks
R NTP reference clocks to be used for synchronization of this device.

> Reference Clock 0 — Parse Driver 0

Miscellaneous
Miscellaneous NTP server configuration parameters.

Orphan Mode
Configuration parameters for NTP orphan mode.

Enabled Stratum

Enable/Disable orphan mode
12

Wait Time

10 s

Figure 6.9: meinbergOS Web Interface: "Configuration — NTP — Server" Tab

These options relate to how your meinbergOS device operates as an NTP server or peer and not
to your meinbergOS device as a client.

For the configuration of NTP server/client relationships where your meinbergOS device is the
client, please open the subsection "Configuration — NTP — Client" and refer to the guidance
provided in the corresponding chapter of this manual.

Many configuration options for the NTP server in this subsection are grayed out and are thus not
editable. This is entirely normal as they relate solely to meinbergOS’ internal handling of NTP
traffic and there is no reason to adjust these. They are only displayed for reference purposes. This
chapter will therefore only address the options that are editable.
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Reference Clocks

The NTP reference clocks to be used to synchronize this device.

Time 2:

Miscellaneous

Driver-specific Time 2 for the reference clock (e.g., Trust Time).

For the Parse driver, this value specifies the Trust Time (provided that
flagl = 1 in /etc/ntpd.conf).

The Trust Time specifies how long the NTP service will continue to ‘trust’ a
desynchronized receiver to continue providing accurate time based on an oscillator
that is in free-run mode. This period starts from the time at which the receiver
ceases to be synchronized with its time source.

Trust Time is not supported for the reference clock if any driver other than the
PARSE driver is used for the reference clock (e.g., NMEA driver, shared memory
driver). There are reference clock drivers that do not support Trust Time, which is
why the specified values may be interpreted differently.

Miscellaneous NTP server configuration parameters.

Orphan Mode:

Stratum:

Wait Time:

The configuration parameters for NTP Orphan Mode.

Orphan Mode is a 'fallback’ mode that applies, for example, when a GPS receiver
ceases to have reception. In this case, some NTP clients would expect the stratum
value of this server to switch to a less favorable value while there is no GPS
reception available. However, with NTPv4 clients, this is not necessary and may
even be counterproductive.

The client recognizes that its time is drifting based on the increasing root
dispersion value provided by the server’s responses, and it can react by 'switching’
to another server if one is available.

The stratum level to be announced if no reference source is available.

This parameter’s value specifies the stratum that NTP will announce in the network
if the service has lost synchronization and the Trust Time has expired. Enter a

custom value into this field, or leave it at the default value of 12.

The value Time 2 (see above) should thus only be set for the purpose of adjusting
the Trust Time.

You can set the stratum value to a less favorable stratum, but in general, this value
should not be modified.

Time to wait until stratum demotion when Orphan Mode becomes active.
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6.3.2 Configuration - NTP - Client

@ Configuration > NTP
= @ NTP
@ Server Client Symmetric Keys Extended Configuration
NTP client configuration parameters. API /configuration/ntp/client
7 External Servers (1/7) + Add External Server
@R NTP servers to be used for synchronization of this device.
~ Server 0-172.27.19.100 Remove
Hostname / Address Initial Burst (iburst)
If activated, the device will initially send a burst of eight
172.2719.100 packets instead of the usual one packet to speed up the
synchronization acquisition. This option is
recommended to be used and therefore activated by
default.
Min. Polling Interval Max. Polling Interval
64s (6) v 1024s (10) v
Burst Authentication Enabled
If activated, the device will always send a burst of eight If enabled, NTP symmetric key authentication is used for
packets in two-seconds intervals per each polling this server.
interval instead of the usual one packet. This option is
necessary in rare occasions, only, i.e. if a telephone line
(ACTS) or dial in is used.
+ Add External Server

Figure 6.10: meinbergOS Web Interface: "Configuration — NTP — Client" Tab

These options relate to how your meinbergOS device operates as an NTP client and not to clients
connected to your meinbergOS device (in its capacity as a server).

For the configuration of NTP server/client relationships where your meinbergOS device is the
server, please open the subsection "Configuration — NTP — Server" and refer to the guidance
provided in the corresponding chapter "Configuration - NTP - Server" of this manual.
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External Servers

NTP servers to be used for synchronization of this device.

Hostname / Address:

Initial Burst (iburst):

Min. Polling Interval:
Max. Polling Interval:

Burst:

Authentication Enabled:

Authentication Key ID:

Hostname or IP address of the server.

If enabled, the device will initially send a burst of eight packets instead of the
usual one packet in order to speed up the synchronization acquisition. Enabling
this option is recommended and it is therefore activated by default.

The minimum polling interval for NTP messages.

The maximum polling interval for NTP messages.

If enabled, the device will always send a burst of eight packets at two-second
intervals upon each polling interval instead of the usual one packet. This option
is only necessary on rare occasions, for example if a telephone line (ACTS) or
dial-in is being used.

If enabled, NTP symmetric key authentication will be used for this server.

Only appears if Authentication Enabled is checked. This option allows you
to select the trusted symmetric key to be used for NTP authentication.

meinbergOS Web Interface Date: September 21, 2022

31



MEINBERG

6.3.3 Configuration - NTP - Symmetric Keys

Configuration > NTP

® NTP state > | [N

&
@ Server Client Symmetric Keys Extended Configuration
®

Symmetric keys to be used for authentication. API

&7 Symmetric Keys (1/255) + Add Symmetric Key
A
v Symmetric Key 1 SHA1:95e93de8c07184a2413b3c714beb293af22e724d Remove
ID Type
1 SHA1 v
Trusted Key

Mark the key as trusted, so that it may be used for

authentication 95293d68c07184a2413b3c714beb293af22e724d

+ Add Symmetric Key

»

Figure 6.11: meinbergOS Web Interface: "Configuration — NTP — Symmetric Keys" Tab

This tab (Fig. 6.11) can be used to configure symmetric keys to provide authenticated NTP clock synchro-
nization. The keys can be used both for communication with NTP clients and for communication with external
servers. The system supports MD5, SHA-1 and AES-128-CMAC keys.

The button Add Symmetric Key is used to create a new entry for configuring a symmetric key.

ID: Unique ID of the symmetric key (7-65535). A symmetric key can be assigned an ID that will be used
later to refer to this key when configuring trusted keys and external servers.

Type: The message-digest or cryptographic algorithm (MD5, SHA-1, or AES-128 CMAC) to be used for
this key.

Trusted:  This marks the configured symmetric key as trusted so that it can be used for authentication. If

the device receives an NTP request from a key that is not recognized as trusted, the request will
be rejected.

Key: The key phrase itself. Keys can consist of a series of up to 20 printable ASCII characters
(except '#’) or 40 hexadecimal characters (0-9, A-F).
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6.3.4 Configuration - NTP - Extended Configuration

@ Configuration > NTP
= @ NTP e ([0
@ Server Client Symmetric Keys Extended Configuration

Extended NTP configuration parameters, which will be appended to the automatically generated API /config
NTP configuration file.
77

#Add your additional ntp config parameters below #

fers #This file will be appended to the ntp config file #

Figure 6.12: meinbergOS Web Interface: "Configuration — NTP — Extended Configuration" Tab

This tab (Fig. 6.12) enables you to add any custom configuration parameters that are not provided in the
other configuration subsections. These parameters will be appended to ntp.conf after application of the main
configuration.
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6.4 Configuration - PTP

This subsection enables you to configure all of the main PTP parameters for your module or device. The level
of configurability will depend on the interface/license.

Interfaces:

Instances:

This tab hosts the PTP-specific configuration options for the virtual network interfaces
to be used for PTP applications.

This tab provides the configuration options for the PTP instances, including industry-
specific profile settings.

6.4.1 Configuration - PTP - Interfaces

@ Configuration > PTP
& PTP S 5
@ Interfaces Instances
Physical PTP interfaces (timestampers). API
o7 v Interface lan2 Collapse
nterface Name ime Protoco
A Interface N Time P |
lan2 PTPv2 v
One-Step Hardware Packet Generator
If enabled, PTP event messages get the accurate If enabled, PTP messages will be generated in hardware
timestamp placed in the message on-the-fly. Otherwise, (FPGA-based), which leads to a much better
a second message carries the accurate timestamp (two- performance allowing to support very large numbers of
step). PTP Slaves
Hybrid Mode
If enabled, Delay Request and/or Delay Response
messages are being transmitted via unicast, while
multicast is being used for all other PTP messages

Figure 6.13: meinbergOS Web Interface: "Configuration — PTP — Interfaces" Tab

This tab (Fig. 6.13) is used to configure the PTP-specific parameters for the virtual interfaces used by the PTP

instances.

Interface Name:

One-Step:

Hardware Packet:

Generator:

Name of the physical PTP interface.

If enabled, PTP event messages will have an accurate timestamp placed directly in the
message on the fly. If disabled, the accurate timestamp will be transmitted in a second
message (two-step).

If enabled, PTP messages will be generated in hardware (FPGA-based). This can vastly
improve performance and allow a very large number of slaves to be supported.
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6 Configuration

@ The Hardware Packet Generator is only compatible with one-step PTP and Layer 3 network

protocols (UDP/IPv4 and UDP/IPv6). It can therefore not be used with any PTP profile that
requires Layer 2 IEEE 802.3 communication.

Hybrid Mode: If enabled, Delay Request and/or Delay Response messages will be sent in unicast
transmissions, while all other PTP messages will be sent as multicast
transmissions.
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6.4.2 Configuration - PTP - Instances

Configu

@ 0@ %

RS
Sy

ration > PTP

PTP

Interfaces Instances

Currently configured PTP instances.

Instances (1/2)

v Example PTP Instance — PTPv2 Multicast Master on lan2:ptp - Domain O

Interface Virtual Interface

lan2 v lan2:ptp

Alias Port ID

Example PTP Instance

Operation Mode DSCP Class

PTPv2 Multicast Master v Best Effort (0x00)

PTPv2 Multicast Slave
PTPv2 Unicast Slave Multicast T,
5

PTPv2 Unicast Master
PTPv2 Multicast Auto

PTPv2 Mixed Master

»

API

+ Add Instance

Remove

Expand

Figure 6.14: meinbergOS Web Interface: "Configuration — PTP — Instances" Tab

This tab (Fig. 6.14) is where the PTP instances are created, assigned to a pre-defined virtual interface, and
(re)configured. Specifically, the configuration options listed here relate to the transmission and handling of
PTP messages in the network functions. There are also a number of PTPv2-specific options when PTPVZ is

selected.

Interface:

Virtual Interface:

Alias:

Port ID:

Operation Mode:

The physical PTP interface that this instance is running on.

by this instance.

The virtual interface (i.e., IP address) of the selected physical interface to be used

An optional, descriptive name for this instance, purely for informational purposes.

The read-only port ID of this instance, as assigned by the management process.

This is used to select the appropriate operation role that the PTP stack should assume.

The available options are dependent on the hardware support of the physical PTP

interface.

The possible roles are:

- Multicast Slave (lan2 only)

- Unicast Slave (lan2 only)

- Multicast Master (lan2 and lan3)
- Unicast Master (lanZ and lan3)
- Multicast Auto (lan2)

- Mixed Master (lan2 and lan3)
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@ Information:

Unicast Slave mode requires the unicast masters to be entered manually in the PTPv2 panel. See

below for further information.

DSCP Class:

IPv6 Multicast
Scope:

Unicast TTL:
Multicast TTL:
Delay Asymmetry

Compensation:

Asymmetry

Compensation Value:

Enable Packet
Counters:

Log Level:

6-bit differentiated services code point (DSCP) in the Differentiated Services field
of the IP header for packet classification purposes.

The address range to be used for IPv6 multicast frames.
TTL (time-to-live) value for IPv4 or hop count limit for IPv6 unicast
packets.

TTL (time-to-live) value for IPv4 or hop count limit for IPv6 multicast
packets.

Enables/disables compensation for known delay asymmetry.

If Delay Asymmetry Compensation is enabled, this specifies the offset to be
applied by the instance to compensate for delay asymmetry in nanoseconds.
Enables/disables packet counter statistics. This data can be viewed under
"'State — PTP — Instances — Packet Counters". Refer to the chapter

"State - PTP - Instances" for more information.

The log level of the PTP instance. Valid values range from O (Error) to 4 (Debug).

Information:

@ The PTP stack logs are not accessible via the Web Interface or Meinberg Device Manager. The
files must be acquired manually by logging into the meinbergOS device through a terminal, be it

through SSH or a wired connection to the console interface. The log files are located at /var/log

and have the filename ptpstack_<virtualinterfacename>.log.

Temporarily
Disabled:

Select this option to temporarily disable an instance without removing its
configuration.
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Additional configuration parameters for PTPv2 instances.

Profile:

Networking Protocol:

Domain:

Delay Mechanism:

Priority 1 (Master/
Auto Mode only):

Priority 2 (Master/
Auto Mode only):

Announce Receipt
Timeout:

Announce Interval:
Sync Interval:

(Peer) Delay Request
Interval:

Enable PTP Timescale:

Enable Path Trace
TLV (Master/Auto
Mode only):

Enable V1 Hardware
Compatibility (Master/
Auto Mode only):

Enable Management
Messages:

Enables the selection of a specific PTP profile that sets specific operating
parameters for defined PTP performance requirements.

The IP addressing protocol used for UDP/IP communication. This can be UDP/IPv4
or UDP/IPv6 communication (OSI Layer 3 communication). /EEE 802.3 Layer 2
communication is also supported, but requires the FPGA-based Hardware Packet
Generator to be disabled.

This is the domain number used for this PTP device. Only devices with the same
domain number will communicate with each other in a network; this allows multiple
PTP instances to be operated concurrently in isolation from one another within a
single network.

The delay measurement mechanism for path delay calculation. This can either be
peer-to-peer (P2P) or end-to-end (E2E). The mechanisms available will depend on
the selected profile.

This field is used by the PTP Best Master Clock algorithm for selection of the
grandmaster. Conventionally this is set at 728 for devices designed to serve as
master clocks and 255 for devices designed to serve exclusively as slaves, but can
be fine-tuned if you wish to define priorities among multiple individual master
clocks.

This field is also used by the PTP Best Master Clock algorithm for selection of
the grandmaster, but is only considered by the algorithm if the Clock Class,
Accuracy, and Variance values are essentially identical. This value is generally
used to determine which master clocks serve as primary and backup clocks when
multiple redundant master clocks are in place.

Establishes how many Announce intervals the receiving device will wait until it
stops listening for Announce messages.

Specifies the requested average interval between Announce messages.
Specifies the requested average interval between Sync messages.

Specifies the minimum interval at which Delay Request messages should be sent
from PTP master to slave or between peers.

Specifies whether the standard PTP timescale (TAI) should be used (checkbox
enabled) or if an arbitrary timescale should be applied instead (checkbox
disabled). This will be grayed out if the selected profile mandates the use of the
TAI timescale.

If enabled, this option will cause PTP messages to follow a Path Trace TLV.

This should be enabled if using PTP clocks in a network that only support PTPv1.
This causes sync messages to be padded with enough bytes to ensure that the
messages meet the PTPv1 message size requirement. Enabling this will increase
the bandwidth requirement.

Enabling this checkbox will cause PTP Management Messages to be sent and
parsed. Disabling it will cause all Management Messages to be ignored.
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6 Configuration

PTPv2 Fixed Quality

If Master or Auto mode is selected, the Fixed Quality parameters can be opened within the PTPv2 panel
to enable the quality parameters to be forced for the Best Master Clock algorithm. These settings do not
appear or apply in Slave mode.

@ Information:
It is possible to have only individual quality parameters forced and the remainder calculated

automatically. Parameters that are to be left unforced (calculated automatically) should be set (or
left at) a value of 0.

Clock Class (Sync):
Clock Class (Holdover):
Clock Class (Free
Running):

Clock Accuracy:

Clock Variance:

Time Source:

Specifies which fixed BMC Clock Class is to be reported while the meinbergOS
device is synchronized with its reference.

Specifies which fixed BMC Clock Class is to be reported while the meinbergOS
device is still (re)synchronizing.

Specifies which fixed BMC Clock Class is to be reported while the meinbergOS
device is in free-run mode (running solely off the oscillator).

Specifies which BMC Clock Accuracy is to be reported.
Specifies which BMC Clock Variance is to be reported.

Specifies what type of Time Source the clock declares itself to be.

PTPv2 Unicast Masters

Instances operating as a unicast slave require the manual entry of the unicast masters that the slave will
use for synchronization. These can be entered in this panel by clicking on Add Unicast Master.

Address:

Clock ID:

Port ID:

Announce Interval:
Sync Interval:
Delay Request Interval:

Transmission Duration:

Specifies the address of the unicast master. This can be the MAC address or, if
using UDP/IPv4 or UDP/IPv6, the IP address.

Specifies the PTP Clock ID of the unicast master. If this ID is unknown, you may
enter the wildcard ID ff:AffEAf A Af:Af.

Specifies the port ID of the unicast master. If the port is unknown, you may enter
the wildcard port 65535.

The interval to be requested of the unicast master for Announce messages.
The interval to be requested of the unicast master for Sync messages.
The interval to be requested of the unicast master for Delay Request messages.

Specifies how long in seconds Announce, Sync, and Delay Request messages may
be requested for before the subscription must be renewed by the device.
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6.4.2.1 Guide: Creating a PTP Instance

Because the process of setting a PTP instance on an interface is rather more involved than the configuration
of NTP or other signal outputs, this chapter will briefly explain how to create a PTP instance and assign it to
a virtual interface.

1. Create a virtual network interface by opening "Configuration — Network — Interfaces", selecting the
physical interface that you wish to create a new virtual interface on, and then clicking on Add Virtual Interface.
Proceed as described in the chapter "Configuration - Network - Interfaces". Please ensure that you select an
interface that supports PTP.

2. Configure the PTP interface by opening "Configuration — PTP — Interfaces’, opening the panel for the
corresponding physical interface. Define whether you wish to use one-step or two-step message transmission
(depending on your network configuration), hardware packet generation, and hybrid unicast/multicast transmis-
sion for PTP messages. For more information, refer to the chapter "Configuration - PTP - Interfaces".

3. Configure the PTP instance by opening "Configuration — PTP — Instances'. Select the physical in-
terface, the virtual interface on that physical interface that you have just created, and configure the instance
accordingly as described in the chapter "Configuration - PTP - Instances'.
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6 Configuration

6.5 Configuration - 10 Ports

»

Configuration > 10 Ports

«7 10 Ports sate > | [N

Selected Port

Port 30 - TC DCLS Out v

Timecode
Specific configuration parameters for timecode ports.

IRIG Code Use Local Time

Use local time instead of UTC for IRIG generation
B002+B122 v

Figure 6.15: meinbergOS Web Interface: "Configuration — 10 Ports" Subsection

This subsection (Fig. 6.15) provides an overview of the available interfaces and visual status indicators on the
front of your meinbergOS device (e.g., a microSync).

Selecting a interface, plug, or socket will open the corresponding panel or subsection used to configure that
connector (if configurable).

The interfaces shown in this subsection will vary depending on the specific meinbergOS device. Therefore,
please refer to your meinbergOS device’s manual for further information.
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6.6 Configuration - Users

The "Configuration — Users" subsection can be used to create new users and to edit or delete existing users.
oder geldscht werden.

Accounts: This tab is where the meinbergOS device's user accounts are managed. It
provides functions for creating and deleting accounts as well as assigning or
revoking permissions.

Levels: This tab provides the ability to manage templates for the creation of new user
accounts.

Important!

The Users subsection is only visible to users with the Read Configuration permission for Users and
can only be modified by accounts with the Write Configuration permission for Users. Accordingly,
new accounts can also only be created and existing accounts can only be deleted by accounts
with the Write Configuration permission for Users.

It is therefore essential for at least one accessible account to always have Write Configuration
permissions for Users. If no accounts have Write Configuration permissions for Users, it will
become impossible to create or delete accounts and you may be permanently locked out of certain
functions.
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6 Configuration

6.6.1 Configuration - Users - Accounts

@ Configuration > Users
& R Users S - |
@ Accounts Levels
List of currently configured user accounts. API
7 Accounts (5/32) + Add Account...
PR List of currently configured user accounts.
~ admin
=& Update Password...
Name Password Expiraton Days
admin 0
Password Warning Days Allow Multiple Sessions
Indicates, whether the user is allowed to login more
0 than once at the same time (i.e. via Device Manager
and Web Interface)

Figure 6.16: meinbergOS Web Interface: "Configuration — Users — Accounts" Tab

Important!

Assigning the Write Configuration permission Users to any account will enable that account to
modify not only their own permissions but also the permission of every account on that system.

This permission should therefore only ever be assigned to users who are completely trusted.

The following settings can be modified in this tab (Fig. 6.16):

Name: The unique name of the user account.
Password Expiration Days: The number of days after which the password becomes invalid (0 = Never).
Password Warning Days: The number of days after which the user is to be warned that their

account password will be expiring imminently (0 = Never).

Allow Multiple Sessions: Specifies whether the account can be used to log in more than once at the
same time (for example, one via Meinberg Device Manager, another via the Web
Interface).

Channels: Specifies the channels via which this account can connect to the device:

- Web Interface

- Device Manager
- Shell

- SNMP

An Admin account can be used to assign the channels to each account based
on the user’s specific needs.
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Allow "sudo" in Shell: Specifies whether the account is allowed to gain elevated privileges in a shell
session by using the sudo tool.

Channels

The channels specify which interfaces the user may use to connect and interact with the meinbergOS de-
vice.

Web Interface: Allows access to the meinbergOS Web Interface via a web browser.
Device Manager: Allows access to the meinbergOS device using Meinberg Device Manager.
Shell: Allows access to the Linux command line interface (CLI) via terminal software.

This channel is also required for viewing the system log and kernel log, even
through the meinbergOS Web Interface.

SNMP: Allows access to the meinbergOS device’'s SNMP interface for remote monitoring
and control of the meinbergOS device using an SNMP tool.
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6 Configuration

User Permissions

Specifies the read and write permissions of this user.

Figure 6.17: meinbergOS Web Interface: User Permissions

READ STATE
Database
Firmware
10 Ports
Monitoring
Network
NTP
Password
PTP
Receiver
Ref. Sources
Sensors
Serial Ports
Services
System
Users
All
Database: Read Configuration:

READ CONFIGURATION WRITE CONFIGURATION

[ < T < B < T <

< I < I <)

[ < T < B < I <)

This currently has no function.

Write Configuration:

O 0 O O OO OOBGB

[ N < O < O < I < |

ALL

O 0o O 0O 0 O O O O O OO ODODO O

Allows the user to reset the satellite statistics database. This process is performed
using Meinberg Device Manager and is currently not possible in the meinbergOS Web

Interface.

Read State:

This currently has no function.

@ Information:

Access to the satellite statistics database in Meinberg Device Manager also requires access to

the Shell channel and the Allow "sudo" in Shell permission.

meinbergOS Web Interface
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Firmware: Read Configuration:
Provides access to view all meinbergOS firmware information, including information on
the currently active firmware build, the clock module firmware, and the installed
firmware versions.
Write Configuration:
Allows the user to select one of the installed firmware versions and to install new
versions.
10 Ports: Read Configuration:
Allows the user to view the physical I/O port configuration options and status information
from the Configuration section including input/output signal specifications and communi-
cation protocols (except Ethernet ports, which are governed by Network permissions).
Write Configuration:
Specifies the ability to modify the communication/output settings of the physical 1/O
ports (except Ethernet ports, which are governed by Network permissions).
Read State:
Allows the user to view the same information as with the Read Configuration permis-
sion, but must be accessed from the State section.
Monitoring: Read Configuration:
Grants the account access to the Monitoring configuration tab in Meinberg Device
Manager, allowing it to read the SNMP, syslog, and events monitoring configurations
through Meinberg Device Manager. This is currently not possible through the
meinbergOS Web Interface.
Write Configuration:
Allows the user to modify the settings of the Monitoring configuration tab in Meinberg
Device Manager, allowing it to modify the SNMP, syslog, and events monitoring config-
urations through Meinberg Device Manager. This is currently not possible through the
meinbergOS Web Interface.
Information:
SNMP, syslog, and events monitoring currently cannot be configured through the meinbergOS
Web Interface.
Read State:
Provides access to the Monitoring status tab in Meinberg Device Manager. Much of
the information contained therein is already provided on the Web Interface Dashboard
even without this permission.
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NTP:

Network:

PTP:

Password:

Receiver:

Read Configuration:
Allows the user to view (but not modify) the configuration options for the NTP service
available in the Configuration section.

Write Configuration:
Allows the user to modify the configuration options for the NTP service available in the
Configuration section.

Read State:
Allows the user to open the NTP subsection in the State section and thus view NTP-
related status information.

Read Configuration:
Allows the user to view (but not modify) the configuration options for network connec-
tivity available in the Configuration section.

Write Configuration:
Allows the user to modify the configuration options for network connectivity available
in the Configuration section.

Read State:
Allows the user to open the Network subsection in the State section and thus view
network-related status information.

Read Configuration:
Allows the user to view (but not modify) the configuration options for the PTP service
available in the Configuration section.

Write Configuration:
Allows the user to modify the configuration options for the PTP service available in the
Configuration section.

Read State:
Allows the user to open the PTP subsection in the State section and thus view PTP-
related status information.

Write Configuration:

Specifies whether the user is permitted to modify the account’s password.

Read Configuration:

Allows the user to view (but not modify) options related to the internal clock module in
Meinberg Device Manager. These options are currently not accessible via the
meinbergOS Web Interface.

Write Configuration:

Allows the user to modify options related to the internal clock module in Meinberg

Device Manager. This permission does not affect access to configuration options in the
meinbergOS Web Interface; some of these options (simulation mode, compensation for cable
length) are also available via the 10 Ports permission.

Read State:

Allows the user to open the Clock Module subsection in the State section and thus view
status information related to the receiver, such as information on its antenna
connection and satellite reception.
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@ Information:
It is possible to enable Simulation Mode and compensation for cable length-related signal propa-

gation delays via the 10 Ports configuration subsection and thus with the 10 Ports configuration
permissions.

Ref. Sources: Read Configuration:
Allows the user to view (but not modify) the configuration options for the reference
sources available in the Configuration section.

Write Configuration:
Allows the user to modify the configuration options for the reference sources available in
the Configuration section.

Read State:
Allows the user to open the References subsection in the State section and thus view
status information related to the reference sources.

Sensors: Read State:
Provides access to hardware temperature readings viewable in Meinberg Device
Manager.

@ Information:

Temperature sensor information is currently not available in the meinbergOS Web Interface.

Serial Ports: Read Configuration:
This permission is required to provide the user with read access to the 10 Ports
configuration options in the meinbergOS Web Interface.

Write Configuration:
This permission is required to provide the user with write access to the 10 Ports
configuration options in the meinbergOS Web Interface.

Information:

The Serial Ports permissions, which govern access to the time string output from the serial ports,
and the 10 Ports permissions, which govern access to the 1/O ports in general, provide access
to different options when using Meinberg Device Manager, but these options are combined in a
single subsection in the meinbergOS Web Interface. It is therefore necessary to have both Read
Config and/or both Write Config permissions activated if a user is intended to access and/or make
changes in the 10 Ports configuration subsection.
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Services:

System:

Read Configuration:
This permission affects access to certain options available in Meinberg Device Manager
relating to the control of the SNMP, Web Interface, and NTP services.

Write Configuration:

This permission mostly relates to the ability to modify certain options in Meinberg
Device Manager relating to the control of the SNMP, Web Interface, and NTP services.
For the purposes of the meinbergOS Web Interface, it is required to restart the NTP
service from the Maintenance section. Refer to "Maintenance" for more

information.

Information:

With the exception of the Restart NTP function provided in the Maintenance subsection, the
functions that the Services permissions relate to are currently only accessible from Meinberg
Device Manager and are currently not accessible via the meinbergOS Web Interface.

Read Configuration:

This permission does not have any bearing on the functions of the meinbergOS Web
Interface. It only affects access to the System sections of Meinberg Device Manager,
which are used to create system snapshots and upload SSL certificates.

Write Configuration:

This permission relates to the execution of system-wide maintenance operations, specifi-
cally rebooting, saving the current configuration as the Startup Configuration, recovering
the Startup Configuration by discarding the current configuration, and performing a factory
reset. It is also required to download a diagnostics file.

Read State:

This permission relates to the display of the System tile on the Dashboard and the
Overview subsection of the Maintenance section, both of which contain hardware-related
information such as the serial number. This permission is also required to view the system
log and kernel log.

Information:

A user without the System Write permission cannot save changes to the Startup Configuration,
so any changes made by that user to the configuration will be lost if the system is rebooted or
unexpectedly powered down, unless another user with the appropriate permission logs in to save
the Startup Configuration.
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Users: Read State/Read Configuration:
Specifies whether the user is permitted to view configuration information for all users on
the system.

Write Configuration:
Specifies whether the user is permitted to create new users and modify the configuration
of existing users.
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6.6.2 Configuration - Users - Levels

@ Configuration > Users
& A Users soee > | [0
@ Accounts Levels
List of currently configured user levels. API
7 Levels (4/32) + Add Level...
List of currently configured user levels.
2 yees
~ admin
% Remove Level
Name Level ID
admin 100
Channels + Add Channel
Channels, this user level is allowed to use to connect to the device.
Web Interface Edit Remove
Device Manager Edit Remove
Shell Edit Remove
SNMP Edit Remove

Figure 6.18: meinbergOS Web Interface: "Configuration — Users — Accounts" Tab

The "Configuration — Users — Levels' tab (Fig. 6.18) is used to define or modify user levels to enable more
efficient creation of user accounts. User levels are essentially customized user profiles that serve as templates
for the creation of new user accounts. When a new user account is created, one of these levels can be selected
so that the new user account inherits the level's permissions configuration.

Important!

User accounts only inherit a level’s defined configuration upon creation of that account. Any
changes made to the level template after the fact will not be carried over to existing accounts
created using that level. Therefore, please note that this function cannot be used to add or revoke
permissions to multiple users concurrently and/or retroactively.
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The button Add Level can be used to add a new level, while the Levels panel shows the list of currently defined
levels, each of which can be expanded and collapsed as necessary.

Name: The unique name of the user level.

Level ID: The unique ID (0-999) of the user level.

Channels: The channels that this user level is allowed to use to connect to the device.
Channels

The channels specify which interfaces the user may use to connect and interact with the meinbergOS de-
vice.

Web Interface: Allows access to the meinbergOS Web Interface via a web browser.
Device Manager: Allows access to the meinbergOS device using Meinberg Device Manager.
Shell: Allows access to the Linux command line interface (CLI) via terminal software.

This channel is also required for viewing the system log and kernel log, even
through the meinbergOS Web Interface.

SNMP: Allows access to the meinbergOS device’s SNMP interface for remote monitoring
and control of the meinbergOS device using an SNMP tool.

Important!
Removing Web Interface access from the current user account will cause the account to be imme-

diately logged out, and it will only be possible to regain access either through another account
or via a channel that has been enabled for the modified account!
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7 State

7 State

>0 8% O

e

o

Q. Device State

&, References [©] Network

Information about the device synchronization state and Detailed information about the current network settings

details of the used sources. > and interface state.

@ NTP PTP

Comprehensive NTP state information for this device and In-depth view of the running PTP instances, their states

the external servers. and datasets.

«7 10 Ports Clock Module

Overview of the device ports and their states. Information about the receiver and clock module of this
device.

22 Users

List of the user accounts set up on this device.

Figure 7.1: meinbergOS Web Interface: "State" Section

The State section of the meinbergOS Web Interface (Fig. 7.1) provides you with a wealth of information about
the status of your microSync device, including an overview of the various reference sources, network connectivity
and redundancy, NTP and PTP functionality, I/O ports, and user access.

Note:

The pages for these subsections are reqgularly refreshed automatically. If you wish to disable this
automatic refresh for a specific page for any reason, you can do so by clicking on the link Disable
auto-refresh at the top of each page. The auto-refresh will then remain disabled for that page

even after it is closed, until it is actively re-enabled for that page.
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7.1 State - References

The "State — References" subsection provides general information about the system’s reference clocks, includ-
ing the signal availability and phase lock, accuracy, and jitter status.

Overview: This tab provides a list of all available references, both enabled and disabled,
showing their availability, offset, and other states.

Global: This tab provides more detailed information on the current master reference.

Sources: This tab provides more detailed information on all of the available reference sources.

7.1.1 State - References - Overview

O\ State > References
& @% References Configuration >
@ Disable auto-refresh
® Overview Global Sources
7 Name ki ) Offset State
Is Locked i Is Accurate EEERVER(]
2 Low Jitter
Not Settled  Not Phase Locked
NTP1 (lan) . . -45.000 ps
Low Jitter
PPS1(CLK1) Disabled
TCR1 (CLK1) Disabled
PTP1 (lan2) Disabled
FIXED_FREQ1 (CLK1) Disabled
» STRING+PPS1 (CLKT)  Disabled

Figure 7.2: meinbergOS Web Interface: "State — References — Overview" Tab

The "State — References — Overview" tab (Fig. 7.2) provides a summary of your clock references and their
synchronization status.
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7 State

Name

The designation of the clock source. The interface connector is shown in parentheses:

CLK1: Signal transmitted through internal reference clock.
(e.g., GPS antenna, PPS, time string)

lan: NTP data communication over any configured Ethernet interface.

lan2: PTP data communication over the input-enabled PTP interface.

@ Information:

As of Version 2022.05.1, lan2 is the only input-enabled PTP interface and is therefore the only

interface that can be operated as a PTP slave.

The reference source that is currently being used to adjust the clock is designated by a blue Master tag.
Clock sources that have a gray Disabled tag appended to them have been explicitly disabled in the "Configu-
ration — References" subsection.

Connection Detected

U

Green:

Red:

Signal Available

()

Green:

Red:

Offset

Indicates that a wired connection is established with the signal source.
Indicates that no wired connection is established to the signal source, or that

the connection is faulty (e.g., coaxial cable from time server to antenna may be
defective).

Indicates that a viable signal has been detected over the connected cable.

Indicates that no viable signal can be detected over the connected cable.

Reports the difference between the local system clock and the clock signal.

meinbergOS Web Interface
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State

This column may show any number of tags indicating the status of the clock and its signal:

Is Locked:

Is Accurate:

Is Master:
Is External:

Low Jitter:

Not Settled:

Not Phase Locked:
No Connection:

No Signal:

Num. Sources Exceeded:

ITU Limit Violated:

TRS Limit Violated:

MTTF Limit Violated:

The clock is locked with the external reference signal and is using it to adjust
the oscillator.

The external clock signal is judged to be accurate (i.e., the minimum required
accuracy of the oscillator has been reached).

This reference source is currently being used to adjust the clock.
This reference source has been connected externally.

The system has detected minimal jitter in the external clock signal, so that the
accuracy of the reference source is acceptable.

The internal oscillator is not (yet) frequency-locked with the external clock
signal.

The internal oscillator is not (yet) phase-locked with the external clock signal.
No wired connection with the signal source is detected.

A wired connection with the signal source has been detected, but there is no
viable signal detected over this cable.

The maximum limit for the number of allowed time sources has been exceeded.

The input source is of poor stability such that it is not in compliance with a
specified ITU-T mask (e.g. PRC or SSU-A).

The time error limit for the Trusted Reference Source feature has been exceeded.
This indicates that the reference exceeds the defined maximum offset ("Maximum

Time to Follow") relative to the current reference and will therefore not be
used in the event that the system falls back to Holdover Mode.
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7.1.2 State - References - Global

Q State > References
&y @Q References Configuration >
@ Disable auto-refresh
® Global Sources
Global references state. API
' Master Reference GPS1 (CLK1) Master Reference Type GPS
Master Clock Index 0 Clock State LOCKED
R
Estimated Time Quality 100 ns Oscillator Type OCX0 sQ
Holdover State Not in holdover
Clock State Details
UTC correction OK

Figure 7.3: meinbergOS Web Interface: "State — References — Global" Tab

The "State — References — Global' tab (Fig. 7.3) provides a summary of your general clock status.

Master Reference: Indicates the source of the external master clock signal. The information in
parentheses is the interface through which this clock signal is being passed.

Master Clock Index: The index number of the currently selected master clock. In meinbergOS
systems without clock redundancy, this value will always be 0.

Estimated Time Quality: An estimate of the quality of the system time relative to the external clock
source.
Holdover State: Indicates whether the system is in Holdover Mode. Holdover Mode is defined

as the state where the system is temporarily without an external clock
synchronization source, meaning that the system is effectively de-synchronized,
but the system is attempting to re-synchronize. In Holdover Mode, the system will
attempt to maintain accurate time using the internal oscillator until it can be

resynchronized.
Master Reference Type: The type of external signal received by the master clock interface.
Clock State: The synchronization and communication status of the master clock.
Oscillator Type: The type of oscillator installed inside your meinbergOS device

(e.g., OCXO SO, OCXO HQ).
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Clock State Details

This provides detailed information on the status of the master clock.

Time Not Verified:

Clock Synchronized:

Clock Not Synchronized:

Antenna Connected:

Antenna Short Circuit:

Antenna Disconnected:

Position Not Verified:

Oscillator Warmed Up:
Oscillator Not Warmed Up:
UTC Converted to Local
Time:

UTC Correction OK:
Daylight Saving Change
Announced:

Daylight Saving In Effect:

Leap Second Announced:

Leap Second is Inserted:

Leap Second is Negative:

Invalid Time:
Synchronized Externally:

Holdover Mode:

While the clock is synchronized with this reference source, meinbergOS is
not using the time from it as the trustworthiness of it is in question.

The clock is synchronized with the reference signal.

The clock is not (yet) synchronized with any reference signal; accordingly,
the clock time is not deemed to be correct.

There is a functioning wired connection between the microSync system and
the antenna used to receive the signal.

The receiver has detected a short circuit in the antenna connection.

The antenna has been disconnected from the receiver or is not drawing any
power.

The GNSS receiver has not (yet) been able to calculate its position.

The oscillator has reached its target frequency and is phase-locked with the
reference PPS and 10 MHz signals.

The oscillator is not yet aligned with the phase and frequency of its reference
signal.

The UTC time obtained from the reference signal is converted to the local
time.

The current UTC adjustment parameters (including current leap second data)
isdeemed valid.

A change in Daylight Saving Time has been announced at least one hour
before the change is due to come into effect.

The current local time includes the offset for Daylight Saving Time.

A leap second has been announced at least 12 hours before it is due to take
effect.

The current second is a leap second (second 60 added to a minute).

The current leap second insertion is negative (second 59 of a minute
suppressed).

The clock time has not yet been initialized since startup.
The clock time has been set by external source.

The clock is temporarily running off its internal oscillator as all of the
previously used input source signals have been lost.
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7 State

7.1.3 State - References - Sources

Q State > References
& (% References
@ Last Disable auto-refresh
® Global Sources
Supported reference sources.
77
v GPS1(cLK1) [
R Name GPS1 (CLK1) Offset
SSM 0 Priority
> NTP1 (lan)
> e Disabled PPST(CLK1)
> e Disabled TCR1 (CLK1)
> e Disabled PTP1 (lan2)
> e Disabled FIXED_FREQ1 (CLK1)
> e Disabled STRING+PPS1 (CLK1)
»

Configuration >

API

Collapse

Expand

Expand

Expand

Expand

Expand

Expand

Figure 7.4: meinbergOS Web Interface: "State — References — Sources" Tab

The "State — References — Sources' tab (Fig. 7.4) provides more detailed information on each of the reference
sources. Click on the panel of a specific reference to expand it and display the information. Click on the name
or arrow again to collapse the panel and hide the information.
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Name: The reference source name and interface through which it is provided.
Offset: Difference in time between the time source and the main reference.

SSM: Synchronization Status Message. Specifies the quality of the time source
and is relevant for SyncE.

Priority: Priority of the source as defined under
"Configuration — References — Sources'".

Mean Offset The mean offset calculated during the previous statistical polling interval.
(PPS/PTP/Fixed Freq. only):

Standard Deviation The standard deviation of the offset values calculated during the previous
(PPS/PTP/Fixed Freq. only):  statistical polling interval.

Current Record The timestamp of the most recent statistical record.
Timestamp:
(PPS/PTP/Fixed Freq. only):

Span: The difference between the minimum and maximum offset values recorded
(PPS/PTP/Fixed Freq. only):  during the last statistical interval.

Step Compensated: Specifies whether a time jump has been compensated for at the input
(PPS/PTP/Fixed Freq. only):  source.

State: A series of tags illustrating the status of the source. See chapter
"State - References - Overview" for more details.

Additional Info: Provides additional information about the source as supported (such as
IP address).
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7 State

7.2 State - Network

The "State — Network" subsection provides general information about your network connectivity, including PRP
network path redundancy and network bonding.

Main: This tab shows the main general network configuration parameters, notably
the hostname, default gateways, and DNS servers.

Interfaces: This tab provides information on the physical network interfaces and associated
virtual interfaces. It also provides options for Synchronous Ethernet (SyncE) and
the Network LED on the device itself.

PRP: The PRP (Parallel Redundancy Protocol) tab provides information on the
physical network interfaces connected for a PRP implementation.

Bonding: The bonding tab shows which physical interfaces are used for link aggregation,
and also provides information on the bonding mode used.
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7.2.1 State - Network - Main

a8 % O

x @

»

State > Network

(@] Network

Disable auto-refresh

Main Interfaces PRP

Bonding

Main network configuration parameters.

Hostname os-target-0310 Default Gateway (IPv4)

DNS Servers
Domain name servers used for name resolution.

172.16.3.11

172.16.312

172.16.313

DNS Search Domains
Domains used to form fully qualified domain names when looking up bare names in DNS.

py.meinberg.de

Configuration >

APT

172.16.3.3

Figure 7.5: meinbergOS Web Interface: "State — Network — Main" Tab

The "State — Network — Main" tab (Fig. 7.5) provides a summary of your primary network configuration.

Hostname:

Default Gateway

(1Pv4):

Default Gateway

(IPv6):

DNS Servers:

DNS Search Domains:

The current hostname of the meinbergOS device, as defined under

"Configuration — Network — Main".

The IPv4 address of the default network gateway.

The IPv6 address of the default network gateway, provided that IPv6 is

configured. If IPv6 is not configured, this field will show n/a.

Shows the DNS servers used for domain name resolution.

The domains to be appended to bare (unqualified) hostnames for DNS queries.
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7 State

7.2.2 State - Network - Interfaces

»

State > Network

(@ Network

Disable auto-refresh
Main Interfaces PRP Bonding

Physical network interfaces.

v Interface lanO

Interface Name lan0
Link Detected Yes
SyncE

Synck facilitates the transference of clock signals over the physical ethernet layer.

Active Yes

Current SSM (Out) QL-STU/UKN

Virtual Interfaces

Virtual Interfaces as carriers of address configurations for physical network interface.

> lan0:0-172.16.100.50/16

> lanO:autoconf - fe80::ee46:70ff:fe0c:e648/64

MAC Address

Link Mode

Current SSM (In)

Configuration >

Collapse

EC:46:70:0C:E6:48

1 GBit/s Full Duplex

QL-STU/UKN

Figure 7.6: meinbergOS Web Interface: "State — Network — Interfaces" Tab

The "State — Network — Interfaces" tab (Fig. 7.6) provides details of the status of each individual Ethernet
interface in your meinbergOS device. Each interface panel can be opened and closed by selecting it.

Interface Name:

MAC Address:

Link Detected:

Link Mode:

SyncE:

PRP Master:

The internal system designation for the Ethernet interface.

Indicates the MAC address for the network interface controller (NIC) managing that

Ethernet interface. If two Ethernet interfaces are bound to a PRP interface, the
MAC address for those two Ethernet interfaces will be identical.

Indicates whether a physical Ethernet connection has been detected ('link-up").

Specifies the link speed and duplex mode of the Ethernet connection. This may
have been autonegotiated or manually set under "Configuration".

Specifies whether Synchronous Ethernet has been enabled for this Ethernet
interface, and if so, the current Quality Level in Master (output) and Slave
(input) mode. Refer to "SSM Quality Levels" for further information.

If PRP is enabled for this interface, this indicates the PRP interface that this

Ethernet interface is currently bound to. For a functional PRP implementation, two
of the Ethernet interfaces listed here must have the same PRP master.
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PRP Path: If PRP is enabled for this interface, this specifies which of the two paths in the
PRP configuration this Ethernet interface is used for.

Virtual Interfaces: The virtual interfaces configured for this physical interface are displayed in this

panel, showing the interface name, DHCP state, set or assigned IP address, and
prefix bits for the netmask.

7.2.3 State - Network - PRP

O\ State > Network
& @] Network Configuration >
@ Disable auto-refresh
® Main Interfaces PRP Bonding
PRP is a network protocol standard for ethernet that provides seamless failover against failure of any API
o network component - This redundancy is invisible 1o the application.
v Interface prpO (lan0Q,lant) Collapse
A
Interface Name prp0 LAN A lanQ
LANB lan1
Virtual Interfaces
Virtual Interfaces as carriers of address configurations for physical network interface.
> lan0:0-172.16.100.50/16
> prp0O:autoconf - feB0::eed46:70ff:fe0c:e648/64

Figure 7.7: meinbergOS Web Interface: "State — Network — PRP" Tab

The "State — Network — PRP" tab (Fig. 7.7) provides details for configured PRP interfaces. PRP is a network
protocol standard for Ethernet that enables seamless network path failover in the event of failure of any network
components.

Interface Name: The internal system designation for the PRP interface.

LAN A: The physical Ethernet interface that serves as the first PRP path, as configured
under "Configuration — Network — PRP".

LAN B: The physical Ethernet interface that serves as the second PRP path, as configured
under "Configuration — Network — PRP".

Each PRP interface panel also features a sub-panel showing the virtual interfaces assigned to that PRP
interface. Refer to the chapters "Configuration - Network - Interfaces" and "State - Network - Interfaces" for
more information.
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7 State

7.2.4 State - Network - Bonding

Q
&
@
®

77

b

»

State > Network

(@) Network

Disable auto-refresh

Main Interfaces PRP Bonding

Bonding provides various methods of aggregating network connections in order to increase
throughput, and to provide redundancy in case one of the links should fail.

v Interface bondO (Active Backup — lan0,lan1)

Interface Name bond0 Bonding Mode

Bonding Slaves
Two or more physical interfaces being aggregated and used as one bonding interface.

lan0

lan1

Configuration >

API

Collapse

Active Backup

Figure 7.8: meinbergOS Web Interface: "State — Network — Bonding" Tab

The "State — Network — Bonding' tab (Fig. 7.8) provides information on aggregated (‘bonded’) network
connections. Bonded network connections are used to increase throughput and provide redundancy by various
means in case one of the links fails.

Interface Name:

Bonding Mode:

Bonding Slaves:

Virtual Interfaces:

The internal system designation assigned by the Kernel for the bonding interface.

The mode set for the Linux bonding driver (network interface aggregation mode).

This is the mode defined under Configuration, and may be "Round Robin",
"Active Backup', "XOR", "Broadcast', or "802.3ad (LACP)'.

The slave interfaces in the bonding group are listed here.

The virtual interfaces assigned to this bonding group.
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7.3 State - NTP

The "State — NTP" subsection provides general information about the system’s NTP functionality, both as a
server and as a client.

Main: This tab provides general information about the meinbergOS device’s own NTP
service.

Server: This tab provides information about the local NTP server as used to serve external
clients.

Client: This tab provides information about remote NTP servers serving this meinbergOS
device.
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7.3.1 State - NTP - Main

State > NTP

® NTP

Main Server

Q
&
©
®
o7

22 Operating System

Implementation

Service State

System Time

Reference ID

Offset

Min. Polling Interval

Stratum
Root Delay
Frequency Offset

> Clock Jitter

Disable auto-refresh

Clien

Main NTP state parameters.

t

Network Time Protocol daemon
(ntpd)

Linux

NTP service synchronized

2022-05-31, 07:56:07.116

MRS

-329ns

8s (3)

Opus

Oppb

2us

Version

CPU

Sync Source

Selected Server (Assoc.

D)

Reference Time

Polling Interval

Leap Indicator

Precision

Root Dispersion

Combined Jitter

Clock Wander

Configuration >

APL

4.2.8p15

arm

VHF/UHF radio/satellite

55264

2022-05-31, 07:56:01.038

8s (3)

None

1.907 us

1090 us

2us

O0ppb

Figure 7.9: meinbergOS Web Interface: 'State — NTP — Main" Tab

The "State — NTP — Main" tab (Fig. 7.9) provides general information about the meinbergOS device's own

NTP service.

Implementation:

Version:

Operating System:

CPU:

Service State:

The NTP implementation being used by the system. This should always read
"Network Time Protocol daemon (ntpd)'.

The version of the NTP implementation of the system. This version number relates
to the version numbering system employed by the official NTP Project.

The operating system used for your system. This should always read "Linux".

The type of CPU used in the device. For most systems, this will usually be

The current synchronization status of the NTP service. This can be:

- NTP service initializing
- NTP service synchronized

- NTP service not synchronized
- NTP service stopped
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Sync Source:

System Time:

Selected Server
(Assoc. ID):

Reference ID:

Reference Time:
Offset:

Polling Interval:

Min. Polling Interval:

Leap Indicator:

Stratum:

Precision:

Root Delay:

Root Dispersion:

Frequency Offset:

Combined Jitter:

Clock Jitter:

Clock Wander:

The "source" of the signal used to synchronize the system. This will usually read
"VHF|UHF radio/satellite" due to how the NTP service operates within the
meinbergOS device. The actual reference source for the NTP service can be
identified under "State — References'. Refer to chapter "State - References'
for further information.

The current system time as at the time this page was last loaded.

The association ID of the current system peer. This references a relationship
(association) between an NTP server and NTP client.

The reference ID of the current NTP system peer. This will usually be "MRS",
which refers to the internal clock module of meinbergOS devices.

The last time the system time was adjusted.
The cumulative offset relative to the current system peer.

The current polling interval for NTP system peers. This is the value currently
applied by this system for querying the selected system peer.

The minimum polling interval for system peers.

The latest leap indicator announcement, if provided by the NTP service. The leap
indicator may specify if a leap second is to be inserted ('Insert second") or removed
("Delete second"), or if leap indicators cannot be acquired due to loss of
synchronization ("Alarm").

The current stratum level of the system. A clock that is synchronized directly
against a Stratum 0 clock such as a GPS signal is a Stratum 1 clock; therefore,
provided that your system has a stable Stratum 0 lock, this value should be 7.

If the system becomes desynchronized, the NTP service will enter "orphan mode’,
and the corresponding stratum level defined under
"Configuration — NTP — Server" will be displayed here.

The current accuracy of the system clock.

The total estimated round trip delay (time to transmit messages to current system
peer plus time to receive acknowledgement of receipt).

The additional dispersion time in communication with the system peer, representing
delays caused by other factors such as clock frequency inaccuracy.

The current frequency offset relative to the hardware clock. This value is
calculated automatically to account for possible drift in the hardware clock.

The total combined jitter of the system. This value corresponds to the ntpg value
sys_jitter.

The current jitter of the clock. Clock jitter refers to phase deviations in the actual
clock waveform edge positions relative to the expected waveform edge positions.

The frequency wander of the clock. Clock wander refers to long-term frequency
variations in the clock, is measured in parts per billion (ppb) and is an indicator
of overall system clock stability. It corresponds to the ntpq value clk_wander.
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7.3.2 State - NTP - Server

Reference Clocks

Persistent

N e 0@% o

Reach

Selection State

x @

Authentication Enabled

Authentication Key ID
System Time

Source Address
Offset

Polling Interval

Leap Indicator
Precision

Root Dispersion
Jitter

Host Mode

»

State of the configured NTP reference clocks.

Yes

377

PPS Peer

2022-05-31, 07:56:01.038

127127.8.0:123

8s (3)

None

1.907 us

Ops

2us

Client

Association ID

Unreach

Broadcast

Authentication OK

Reference ID

Reference Time

Destination Address

Delay

Host Polling Interval

Stratum

Root Delay

Dispersion

Mode

v Reference Clock 0 (127.127.8.0:123 - Stratum 0 - Offset: 0 ns — Delay: 0 ns - Jitter: 2 us)

55264

No

MRS

2022-05-31, 07:56:01.000

127.0.0.1:123

Ops

118 us

Server

Figure 7.10: meinbergOS Web Interface: "State — NTP — Server" Tab

This information relates to how your meinbergOS device operates as an NTP server or peer and
not to your meinbergOS device as a client.

For information on NTP server/client relationships where your meinbergOS device is the client,
please open the subsection "State — NTP — Client" and refer to the information provided in the

corresponding chapter of this manual.
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Reference Clocks

State of the configured NTP reference clocks.

Persistent:

Association ID:

Reach:

Unreach:

Selection State:
Broadcast:
Authentication Enabled:
Authentication OK:
Authentication Key ID:
Reference ID:

System Time:
Reference Time:

Source Address:

Destination Address:

Offset:

Delay:

Polling Interval:

Host Polling Interval:

If this source is configured as a persistent server (i.e., not accessed as part of a
pool server), this entry will show Yes.

The unique association ID for this source assigned by NTP.

This is a reachability shift register for the last eight polling intervals, expressed
as a three-digit octal value. This octal value can be used to easily derive each
individual bit of the 8-bit shift register by converting each digit to its correspond-

ing binary value.

It should always be "377" in this case, as the local NTP client is polling the local
NTP server. Any other value may be indicative of an internal system error.

The total number of unsuccessful polling intervals since last (re)boot or since the
last restart of the NTP daemon. This should generally be 0. Any other value may
be indicative of an internal system error.

The current peer selection status of the source.

Indicates if the peer association with this source is a broadcast association.
Indicates if authentication is enabled for this source.

Indicates if authentication was successful for this source.

This is the ID of the symmetric key being used for authentication.

The reference 1D of this system as a source.

The current system time of this source as at the time this page was last loaded.
This shows when the time of this source was last adjusted.

IP address and port of the local clock. This will generally read 7127.127.8.0:123,
as this is the address of the NTP server as accessible from the NTP server itself
and relates to the internal clock of the meinbergOS device.

IP address and port of the local system. This will generally read 727.0.0.1:123,
which is the address of the NTP client residing on the NTP server itself

and relates to the internal clock of the meinbergOS device.

The filter offset between the reference clock and the current system time for
this NTP source. This value should be 0 as long as the clock is synchronized.

The filter path delay between the reference clock and the current system time for this
NTP source. This value should be 0 when using the meinbergOS device's
internal clock module and the clock frequency is stable.

The polling interval currently used internally by this source from the perspective of
the local NTP server and applied to associations with external NTP clients and
peers.

The polling interval currently used internally by this source from the perspective of
the local NTP client. This will be identical to the host polling interval, which is the
polling interval used internally by this source from the perspective of the local NTP server.
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Leap Indicator:

Stratum:

Precision:

Root Delay:

Root Dispersion:

Dispersion:
Jitter:
Mode:

Host Mode:

The latest leap indicator announcement of this source. The leap indicator may
specify if a leap second is to be inserted or removed, or if leap indicators cannot
be acquired due to loss of synchronization ("Alarm").

The current stratum level of this NTP server in relation to its own NTP client. This
will always be a fictitious 0 and has no bearing on the actual stratum of the
meinbergOS device in use as an NTP server.

The current accuracy of this source.

The total estimated round trip delay (time to transmit messages to current system
peer of this source, plus time to receive acknowledgement of receipt). This should
generally be 0, as there is no round trip involved in the internal communication.
The additional dispersion time in communication with the system peers of this
source, representing delays caused by other factors such as clock frequency inaccu-
racy. This should generally be 0.

The filter dispersion for this source.

The filter jitter for this source.

The NTP mode for this source. This will always be Server.

The NTP mode of the requesting host. This will always be Client.
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7.3.3 State - NTP - Client

O\ External Servers
State of the configured external servers.
(?20 g
© v Server 0 (172.2719.100:123 - Reach: 003)
® Persistent Yes Association ID 55265
7 Reach 003 Unreach 0
Selection State Not valid Broadcast No
A
Authentication Enabled No AltREHHEAtOROK NG
Authentication Key ID 0 Reference ID MRS
System Time 2022-05-31, 07:55:30.757 Reference Time 2022-05-31, 07:55:30.036
Source Address 172.27.19.100:123 Destination Address 172.16.100.50:123
Offset 34.000ps Delay 358.000 us
Polling Interval 64s (6) Host Polling Interval 64s (6)
Leap Indicator None Stratum 1
Precision 3814 us Root Delay Ops
Root Dispersion 122 ps Dispersion 63387 s
Jitter 47 us Mode Server
Host Mode Client

Figure 7.11: meinbergOS Web Interface: "State —+ NTP — Client" Tab

This information relates to how your meinbergOS device operates as an NTP client and not to
clients that your meinbergOS device may be a server to.

For information on NTP server/client relationships where your meinbergOS device is the server,
please open the subsection "State — NTP — Server' and refer to the guidance provided in the
corresponding chapter of this manual.
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External Servers

Shows the state of the external servers configured for the meinbergOS device's NTP client.

Persistent:

Association ID:

Reach:

Unreach:

Selection State:

Broadcast:

Authentication Enabled:

Authentication OK:
Authentication Key ID:
Reference ID:
System Time:
Reference Time:
Source Address:
Destination Address:
Offset:

Delay:

Polling Interval:
Host Polling Interval:

Leap Indicator:

Stratum:

Precision:

If this source is configured as a persistent server (i.e., not accessed as part of a
pool server), this entry will show Yes.

The unique association ID for this source assigned by NTP.

This is a reachability shift register for the last eight polling intervals, expressed as
a three-digit octal value. This octal value can be used to easily derive each individ-
ual bit of the 8-bit shift register by converting each digit to its corresponding
binary value.

For example, a value of "377" indicates that all of the last eight polling

intervals were successful, because 3 = 77 and 7 = 171, making 377 equivalent to

the binary value 717771711.

The total number of unsuccessful polling intervals since last (re)boot or since the
last restart of the NTP daemon.

The current peer selection status of the source.

Indicates if the peer association with this source is a broadcast association.
Indicates if authentication is enabled for this source.

Indicates if authentication was successful for this source.

This is the ID of the symmetric key being used for authentication.

The reference ID of this source.

The current system time of this source as at the time this page was last loaded.
This shows when the time of this source was last adjusted.

The IP address and port of this source (server or peer).

The IP address of this system’s NTP client.

The filter offset for this NTP source.

The filter delay for this NTP source.

The polling interval currently used by this peer or server.

The polling interval currently used by the meinbergOS device.

The latest leap indicator announcement, if provided by the NTP service. The leap
indicator may specify if a leap second is to be inserted ('Insert second") or removed
("Delete second"), or if leap indicators cannot be acquired due to loss of
synchronization ("Alarm").

The current stratum level of this NTP source. Servers directly synchronized with a
Stratum 0 clock will be Stratum 7. If an NTP server or peer is unable to reach

any of its sources, it will generally be Stratum 76.

The current accuracy of this source.
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Root Delay:

Root Dispersion:

The total estimated round trip delay (time to transmit messages to current system
peer of this source, plus time to receive acknowledgement of receipt).

The additional dispersion time in communication with the system peers of this
source, representing delays caused by other factors such as clock frequency
tnaccuracy.

Dispersion: The filter dispersion for this source.

litter: The filter jitter for this source.

Mode: The NTP mode for this server.

Host Mode: The NTP mode for the meinbergOS device in respect of its association with the
server or peer.
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7 State

7.4 State - PTP

The "State — PTP" subsection provides general information about the system’'s PTP functionality, both as
a master and a slave. It also provides two tabs—Interfaces, which provides information on the PTP-related
states of the PTP-enabled virtual interfaces, and Instances, which provides information on the configured PTP
instances and comprehensive readouts of the relevant datasets.

The panels at the top of the Content Area provides an overview of the PTP service at each assigned vir-
tual interface. The header shows the name set under "Configuration — PTP — Instances’, the virtual interface,
and the EUI-64 clock identifier.

Network Interface: Indicates the link state of the physical network interface.

Domain: The PTP domain set for this PTP instance.

GM Clock Class: An 8-bit value (0-255) specifying the class of the grandmaster. The Clock Class
indicates the clock’s suitability as a master clock (lower value = more suitable).

GM Clock Accuracy: The accuracy range of the grandmaster clock relative to UTC.

GM Clock Variance: A statistical value representing clock jitter and wander between two sync

message intervals.

GM Clock ldentity: The EUI-64 identifier of the grandmaster clock.
UTC Offset: The current UTC offset of this instance.
Offset from Master Specifies the current offset from the master clock.

(Slave only):

Offset from Reference Specifies the current offset from the internal reference.
(Slave only):

Path Delay Specifies the current mean path delay relative to the current master clock.
(Slave only):

Time Properties

These are the time property flags that may be displayed in relation to the current PTP time:

Time is traceable: This specifies whether the master clock’s time can be traced back to a primary
reference other than itself.

Frequency is traceable:  This specifies whether the master clock’s frequency can be traced back to a
primary reference other than itself.

UTC offset is valid: This specifies whether the master clock’s UTC offset (or the instance’s own UTC
offset if the instance is itself in Master Mode) is valid.

Is PTP Timescale: This specifies whether the master clock is using the PTP timescale (TAI).

Leap 59 announced: This specifies that a negative leap second has been announced by the instance’s
reference source.

Leap 61 announced: This specifies that a positive leap second has been announced by the instance’s
reference source.
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7.4.1 State - PTP - Interfaces

@) State > PTP
& PTP Configuration

@ Disable auto-refresh
® Example PTP Instance on lan2:ptp  ec:46:70:fffe:0ce6:da
@® Master
s Network Interface Domain GM Clock Class
0 6
GM Clock Accuracy GM Clock Variance GM Clock Identity
R <100 ns 13563 ec:46:70:ff:fe:0c:e6:4a
UTC Offset
37
Time Properties
Time is traceable Frequency is traceable UTC offset is valid Is PTP timescale
Details >
Interfaces Instances
Physical PTP interfaces (timestampers) API /s
v Interface lan2 Collapse
Interface Name lan2 Current Time 2022-05-31T07:56:49.633 TAI
Offset From Internal Ref.
Utilization 0%
> Interface lan3 Expand

Figure 7.12: meinbergOS Web Interface: "State — PTP — Interfaces" Tab

The tab "State — PTP — Interfaces" (Fig. 7.12) provides information about the physical PTP interfaces (times-
tampers) supported by your meinbergOS device.

Interface Name: The name of the physical PTP interface of the meinbergOS device.
Current Time: The current time of the timestamper, formatted according to 1SO 8601.
Offset From Current time offset between the timestamper time and the internal reference time.

Internal Ref.:

Utilization: Current resource utilization (messages per second) of this timestamper in percent.
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7.4.2 State - PTP - Instances

Q v Example PTP Instance - lan2:ptp — Master ec:46:70:f:fe:0c:e6:4a Collapse
&
@ Virtual Interface lan2:ptp Alias Example PTP Instance
® Is Running Yes Profile Custom
Networking Protocol UDP/IPv4 (L3)
77
Py Default Dataset Expand
Status values of the default dataset, defined in IEEE1588-2008.
Current Dataset
Status values of the current dataset, defined in IEEE1588-2008.
Offset From Master Ons Mean Path Delay Ons
Steps Removed 0]
Parent Dataset Expand
Status values of the parent dataset, defined in IEEE1588-2008.
Time Properties Dataset Expand
Status values of the time properties dataset, defined in IEEE1588-2008.

Figure 7.13: meinbergOS Web Interface: "State — PTP — Instances" Tab

The tab "State — PTP — Instances" (Fig. 7.13) provides information about the defined PTP instances.

Virtual Interface:
Alias:
Is Running:

Profile:

Networking Protocol:

Utilization:

The virtual interface (i.e., IP address) that the instance is using.

A manually assigned descriptive alias of this instance (if configured).
Indicates whether the PTP stack of this instance is currently running.
The PTP profile that this instance is currently running in.

The networking protocol used by this instance. This may be UDP/[IPv4 (L3),
UDP/IPv6 (L3), or IEEE 802.3 (L2).

Current resource utilization (messages per second) in percent.
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Default Dataset
These are the status values of the default dataset as defined in [IEEE 1588-2008.
Number Ports: The number of PTP ports on the device.

Is Two-Step: Indicates whether the clock is a two-step clock (sync and timestamp are sent in
two separate PTP messages). In end-to-end networks this should be No, as two-
step clocks require predictable latency values with a singularly defined peer-to-
peer connection.

Is Slave-Only: Indicates whether the clock is a slave-only clock.

Clock Class: The Clock Class attribute as defined by IEEE 1588-2008 or specific PTP profiles.
It reflects the current synchronization state of the local clock. A lower class
generally means a better master clock.

Clock Accuracy: One of the Clock Accuracy classes defined in IEEE 1588 reflecting the current
accuracy of the local clock.

These classes are: < 25 ns, < 100 ns, < 250 ns, < 1 us, < 25 us, < 10 us,
< 25us, < 100 us, < 250 us, < 1 ms, < 25 ms, < 10 ms, < 25 ms, < 100 ms,
<250 ms, < 1s, < 10 s, more than 10 s

Clock Variance: The Offset-Scaled Log Variance representing the time stability of the local clock. This
value provides a basis of estimating the precision of the timestamping while not
synchronized.

Priority 1: The Priority 1 attribute of the local clock. This value dictates the absolute priority

of the clock as a master candidate above any other operational factors.

Priority 2: The Priority 2 attribute of the local clock. This value determines the priority of the
clock as a master candidate, but is generally disregarded if the Best Master Clock
can be other determined using Clock Class, Clock Accuracy, and
Clock Variance. It is generally applied for backup or redundant master clocks.

Clock ID: The unique ID of the local clock. This is a 64-bit extended unique identifier
("EUI-64") that is normally based on the MAC address of the network device.

Domain Number: The PTP domain number of the local clock. The clock will ignore PTP messages
with domain numbers other than this.
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Current Dataset

These are the status values of the current dataset as defined in IEEE 1588-2008.

Offset From Master: The current difference between the master time and slave time.
Mean Path Delay: The current mean propagation time for messages between the master and slave.
Steps Removed: The number of hops between the local clock and the PTP grandmaster. If the local

clock is connected directly to the grandmaster, this value will be 7.

Parent Dataset

These are the status values of the parent dataset as defined in IEEE 1588-2008, relating to the parent of the
local clock (the master clock most directly connected to the local clock).

Parent Clock ID: The clock ID of the master clock from which the local clock is currently directly
receiving PTP messages. This is a 64-bit extended unique identifier ("EUI-64") that
is normally based on the MAC address of the network device.

Parent Port ID: The port number of the master clock from which the local clock is currently directly
receiving PTP messages.

Is Statistics Valid: Indicates whether the local clock has computed statistically valid estimates of the
log variance and phase change rate of the parent clock.

GM Priority 1: The Priority 1 attribute of the current grandmaster clock. This value dictates the
absolute priority of the grandmaster as a master candidate above any other opera-
tional factors.

GM Priority 2: The Priority 2 attribute of the current grandmaster clock. This value determines the
priority of the clock as a master candidate, but is generally disregarded if the Best
Master Clock can be other determined using Clock Class, Clock Accuracy,
and Clock Variance. It is generally only applied for backup or redundant master

clocks.

GM Clock Class: The Clock Class attribute for the grandmaster clock as defined by IEEE 1588-2008
or specific PTP profiles. It reflects the current synchronization state of the grandmas-
ter clock.

GM Clock Accuracy: One of the Clock Accuracy classes defined in IEEE 1588 reflecting the current
accuracy of the grandmaster clock.

GM Clock Variance: The Offset-Scaled Log Variance representing the time stability of the grandmaster
clock. This value provides a basis of estimating the precision of the timestamping
while not synchronized.

GM Clock ID: The Clock ID of the current grandmaster clock. This is a 64-bit extended unique
identifier ("EUI-64") that is normally based on the MAC address of the network
device.
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Time Properties Dataset

These are the status values of the time properties dataset as defined in IEEE 1588-2008.

Is UTC Offset Valid:

Is Leap 61:

Is Leap 59:

Is PTP Timescale:

Is Time Traceable:

Is Frequency Traceable:

Time Source:

Port Dataset

Specifies whether the current UTC offset is known to be valid.

If this is Yes, the last minute of the current UTC day will last 61 seconds (thus
adding a leap second).

If this is Yes, the last minute of the current UTC day will last 59 seconds (thus
removing a leap second).

If this is Yes, the timescale applies by the current grandmaster is the PTP
timescale (International Atomic Time, TAI).

If this is Yes, the timescale and UTC offset can be traced back to a primary
reference.

If this is Yes, the frequency determining the timescale can be traced back to a
primary reference.

The time source currently used by the grandmaster clock.

These are the status values of the port dataset as defined in IEEE 1588-2008.

Clock ID:

Port ID:

Port State:
Announce

Receipt Timeout:
Announce Interval:

Sync Interval:

Delay Mechanism:

Version Number:

The clock ID of the local port. This is a 64-bit extended unique identifier
("EUI-64") that is normally based on the MAC address of the network device.

The local port through which the local clock is currently communicating PTP
messages.

The current state of the protocol engine currently associated with this port.

The number of message intervals that has to pass without receipt of an Announce
message before a network path or device is considered to possibly be failed.

The mean time between individual Announce messages.

The mean time between successive Sync messages when transmitted as multicast
messages.

The method used to calculate the propagation delay when computing the mean
path propagation delay. This can be PZP (peer-to-peer) or EZE (end-to-end).

The PTP version in use on this port.
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Unicast Slaves

Unicast slaves connected to this meinbergOS device (serving as the PTP unicast master) are listed here.

Packet Counters

This list provides detailed packet counter statistics for all types of PTP messages, both incoming and

outgoing.
Is Enabled:

Announce Receipt
Timeouts:

Specifies if packet counting is enabled for this PTP instance.

This counts how many Announce receipt timeouts there have been so far.

Receive and Transmit Counters

The packet counters for incoming and outgoing packets respectively are explained below.

Total Messages:

Total Messages
Per Second:

Announce Messages:

Announce Messages
Per Second:

Sync Messages:

Sync Messages
Per Second:

Follow Up Messages:

Follow Up Messages
Per Second:

Delay Request
Messages:

Delay Request
Messages Per Second:

Delay Response
Messages:

Delay Response
Messages Per Second:

Peer Delay
Request Messages:

The total number of messages received/sent.

The number of messages currently being received/sent per second.

The total number of Announce messages that have been received/sent.

The number of Announce messages currently being received/sent per second.

The total number of Sync messages that have been received/sent.

The number of Sync messages currently being received/sent per second.

The total number of Follow-Up messages that have been received/sent.

The number of Follow-Up messages currently being received/sent per second.

The total number of Delay Request messages that have been received/sent.

The number of Delay Request messages currently being received/sent per second.

The total number of Delay Response messages that have been received/sent.

The number of Delay Response messages currently being received/sent per second.

The total number of Peer Delay Request messages that have been received/sent.
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Peer Delay Request The number of Peer Delay Request messages currently being received/sent per
Messages Per Second: second.

Peer Delay The total number of Peer Delay Response messages that have been received/sent.
Response Messages:

Peer Delay Response  The number of Peer Delay Response messages currently being received/sent per
Messages Per Second: second.

Peer Delay Response
Follow Up Messages:  The total number of Peer Delay Response Follow-Up messages that have been

received/sent.

Peer Delay Response  The number of Peer Delay Response Follow-Up messages currently being

Follow Up Messages received/sent per second.

Per Second:

Signaling Messages: The total number of Signaling messages that have been received/sent.
Signaling Messages The number of Signaling messages currently being received/sent per second.
Per Second:

Management Messages: The total number of Management messages that have been received/sent.

Management Messages The number of Management messages currently being received/sent per second.
Per Second:

Management Errors: The total number of Management message errors.
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7.5 State - 10 Ports

@ Configuration > 10 Ports
& <7 10Ports soee > | [0
(mEmngeRG ) microSync™
Nl - [ [ 1® © @ 6) .
- KRk
L
R
Selected Port
Port 5 - PP1 Out v
Prog. Output
Specific configuration parameters for programmable pulse output ports.
Mode Invert
Specify, whether the outgoing signal shall be inverted or
DCLS Time Code A not
Activation
Always enabled v

Figure 7.14: meinbergOS Web Interface: "State — 10 Ports" Subsection

The "State — 10 Ports" subsection (Fig. 7.14) provides a graphical representation of your physical mein-
bergOS device (for example, a microSync). Hovering with the mouse over any indicator or connector (or, in
the case of multi-pin connectors, over an individual pin of a connector) will provide a brief explanation of the
purpose of that component.

Clicking on a configurable connector or pin will open the corresponding configuration panel for that connector
or indicator or provide a link to the relevant Configuration or State section.

@ Information:

Configuration options are not available for all I/O ports.

For more information, please refer to the chapter "Configuration - 10 Ports".
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7.6 State - Clock Module

Q Receiver
API
&
Time Expand
@ State parameters of the current receiver time.
e
Antenna
Antenna connection state parameters.
R
Is Connected Yes Has Short Circuit No
Satellites
GNSS satellites state parameters.
Operation Mode NORMAL OPERATION Total Used n
Total In View 1"
Position Expand
Information about the geographic position of the receiver.
Oscillator
>> Calibration values of the equipped oscillator.

Figure 7.15: meinbergOS Web Interface: "State — Clock Module" Subsection

The Clock Module subsection provides information about the receiver integrated into the meinbergOS device.

Time

The Time panel provides status information regarding the time provided by the receiver.

Timestamp:

UTC Offset:

Is Local Time:
Is Daylight Saving

Time:

Positive Leap
Second Announced:

Negative Leap
Second Announced:

The current time provided by the receiver.

If the receiver is providing local time, this will show the current offset from UTC of
the receiver’s time.

Indicates if the time provided by the receiver is the local time (not UTC).

This indicates if Daylight Saving Time is currently active, assuming that the
receiver is providing local time. If the receiver is providing UTC time, this will of
course show No.

This indicates if the upstream time source has provided the receiver with an
announcement of an imminent positive leap second (61 seconds in last minute of
day).

This indicates if the upstream time source has provided the receiver with an
announcement of an imminent negative leap second (59 seconds in last minute of
day).
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GPS Week Number: This is the current GPS week number; this scale runs from the time the GPS system
first entered service.

GPS Week Second: This is the current second in the current GPS week as of the last page refresh.

Antenna

The Antenna panel provides information on the connection between the clock module and the antenna.

Is Connected: Indicates if a connection with the antenna has been detected. Specifically, it
establishes if a closed DC circuit is established with the antenna via the coaxial
cable.

Has Short Circuit: Indicates if the clock module has detected a short circuit in the connection with the

antenna (i.e., short from core to outer conductor of the coaxial cable).

Satellites

This Satellites panel provides information on the satellites found by the integrated GNSS receiver.

Operation Mode: This indicates the satellite lock status of the receiver. If this shows "NORMAL
OPERATION', the receiver is locked into at least four satellites and is therefore
able to establish its own geographical position. If this shows "WARM BOOT", it
has not (yet) located enough satellites for geolocation, but is relying on existing
almanac data to locate previously detected satellites. If "COLD BOOT" is displayed
here, the receiver has not located enough satellites and does not have almanac data
to refer to, which means that a GPS lock will take much longer to establish.

Total Used: This is the total number of satellites currently in use by the receiver for
synchronization.

Total In View: This is the total of number of satellites currently detected by the receiver.

Position

The Position panel provides detailed information about detected geographical position of the antenna. The
Brief Information shows the geographical coordinates in decimal degrees and the altitude above sea level in
meters. The Latitude and Longitude panels can be expanded accordingly to obtain more precise geolocation
information.

Oscillator

The Oscillator panel provides calibration information on the receiver’s internal oscillator, specifically the coarse
and fine calibration values of the digital-to-analog converter (DAC).
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7.7 State - Users

O\ State > Users
& 22 Users Configuration >
@ Disable auto-refresh
O] Accounts
State information about currently configured user accounts. APT
]
v admin Collapse
2 Name admin Active Sessions i
Unsuccessful Login 0 Password Warning No
Attemps
Password Expired No Disabled (Expired) No
D\sab\ed_ (Fé\led No Is External No
Authentications)
READ STATE READ CONFIGURATION WRITE CONFIGURATION
Database (/] (] (]
Firmware (/] (/] (]

Figure 7.16: meinbergOS Web Interface: "State — Users" Subsection

The "State — Users" subsection (Fig. 7.16) provides a summary of all users currently configured on the system.
Click on the user name or the "Expand" or "Collapse" buttons to expand or collapse the panel for that user

account accordingly.

Name:

Active Sessions:

Unsuccessful Login
Attempts:

Password Warning:
Password Expired:

Disabled (Expired):

Disabled (Failed

The name used to log into the meinbergOS device.
The number of sessions currently using the account as a login. If Allow Multiple
Sessions is disabled under "Configuration — Users" this should

never be more than 7.

The number of failed attempts to log in using this account.

If Yes, a warning of the need to change the password has been issued.
If Yes, the password for this account has expired.

This will show Yes if the account has been disabled due to the expiry of the
password.

This will show Yes if the account has been disabled due to the number of failed

Authentications): login attempts exceeding the defined limit.

Is External: If the meinbergOS device is only able/configured to use local user profile
information, this will display No. If the meinbergOS device supports and is
configured for an external directory service (such as LDAP), this will show Yes.
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User Permissions

The permissions listed here show the permissions assigned to the user to view and/or modify various as-
pects of the meinbergOS device’s configuration. Read State refers to the ability to view the corresponding
status information in the State section. Read Configuration refers to the ability to view the corresponding
configuration in the Configuration section. Write Configuration refers to the ability to view and modify the
corresponding configuration subsection in the Configuration section.

Please note that to view this user status subsection in the first place, the user must be configured to have
Read State access to Users.

Please refer to the chapter "Configuration - Users" for more information.
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8 Maintenance

®  {¢f Maintenance

= 1B Inventory [=] system Log

View the device hardware and software, diagnostics View the system's message log file.
|§| information and install new firmware updates.

[Z] Kernel Log

View the system's recent messages.

Actions
(® Restart NTP {7 Reboot Device
Restart the NTP service. Restart Perform a device reboot. Reboot

f\,«i\, Factory Reset

Reset the device to factory defaults. Factory Reset

References
[&] API Reference SNMP MIBs
Open the REST API reference. Download SNMP MiIBs.

»

Figure 8.1: meinbergOS Web Interface: "Maintenance" Section

The Maintenance section (Fig. 8.1) hosts general system-related monitoring, diagnostic, logging, and man-
agement functions that are not directly related to your meinbergOS device’s function as a timekeeping or clock
management system and are, as the name suggests, purely related to the maintenance and care of your system.
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8 Maintenance

8.1 Maintenance - Inventory

The "Maintenance — Inventory" subsection provides general information about the hardware of the
meinbergOS device, the option to download a diagnostics file for support purposes, and information about the
installed firmware, along with the ability to install new firmware versions or re-enable past versions of installed

firmware.

8.1.1 Maintenance - Inventory - Overview

@ Maintenance > Inventory
B |B Inventory
Overview Modules Firmware
Hardware
Information about the equipped hardware of the device.
Model Code 75
Serial Number 025911000390
FPGA Type Cyclone5 SoC
2 Diagnostic File
device information. It is useful for diagnosing system issues.
Hardware

Model Name microSync RX101

Processor Type Cortex A9

' Download

The diagnostics file contains a collection of current device configuration and state, system log files and general

Figure 8.2: meinbergOS Web Interface: "Maintenance — Inventory — Overview" Tab

Information about the hardware underlying your meinbergOS device.

Model Code:

Model Name:

Serial Number:

Processor Type:

FPGA Type:

The specific product identifier for this meinbergOS device. This relates specifically
to the Model Name below.

The brand name of this meinbergOS device under which it is marketed.

The unique serial number of the device. This information is relevant when contacting

Meinberg for support or downloads.

The type of central processing unit (CPU) in the device.

The type of field-programmable gate array (FPGA) in the device.
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Diagnostics File

This option allows you to download a diagnostics file containing a collection of files providing up-to-date
device configuration and status information, system log files, and general device information that is often useful
for diagnosing system issues. The diagnostics file is provided as a .tar.gz archive.

When contacting Meinberg Technical Support for assistance with your meinbergOS device, you may be prompted
to download and send this archive for further analysis.
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8.1.2 Maintenance - Inventory - Modules

Maintenance > Inventory

@
& |B Inventory
=
El

Overview Modules Firmware

v Clock Module (GPS180) Collapse

Firmware
Information about the currently running firmware on the receiver module.

FPGA Version (legacy)

Version (legacy) 2.54 csgpsv13
Hardware

Information about the receiver module hardware.

Model Code 30 Model Name GPS180
Serial Number 035811016990 Oscillator Type OCX0 sQ
Channels 12 Serial Ports 2

String Types 17 Programmable Outputs

Ticks per second 10000000

»

Figure 8.3: meinbergOS Web Interface: "Maintenance — Inventory — Modules" Tab

This tab provides information about the hardware and firmware of the modules integrated into your meinbergOS
device, specifically the clock module and any other 1/O modules that your device may feature.

meinbergOS Web Interface Date: September 21, 2022 9



Clock Module

Information on the receiver module integrated in the meinbergOS device.

Firmware

Version (Legacy): This is the version number of the clock module firmware.

FPGA Version This is the version number of the integrated FPGA.

(Legacy):

Hardware

Model Code: The manufacturer’s product model code for the clock module.

Model Name: The product name assigned by the manufacturer for the clock module.

Serial Number: The serial number of the clock module.

Oscillator Type: The type of oscillator integrated into the clock module.

Channels: This value specifies how many satellites the clock module is capable of
tracking simultaneously.

Serial Ports: Number of serial interfaces provided by the internal clock module.

String Types: Number of string types supported by the clock module and outputtable
through the serial port.

Programmable Number of programmable outputs provided by the device.

Outputs:

Ticks per Second: The maximum timing resolution supported by the clock module.

O Modules

Information on any I/O modules integrated into the meinbergOS device.

Firmware

Version (Legacy): This is the version number of the |/O module firmware.

FPGA Version This is the version number of the integrated FPGA.

(Legacy):

Hardware

Model Code: The manufacturer’s product model code for the 1/O module.

Model Name: The product name assigned by the manufacturer for the 1/O module.

String Types: Number of string types supported by the 1/O module and outputtable
through the serial port.

Ticks per Second: The maximum timing resolution supported by the 1/O module.
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8.1.3 Maintenance - Inventory - Firmware

@ Maintenance > Inventory

& [B Inventory

E Overview Modules Firmware
Firmware
Information about the currently running firmware.
Version 2021.11.0-devel-u Version (long) Eli 2021.11.0-devel-u a79b833e
meinbergOS Type micro meinbergOS Name Eli
meinbergOS Target 0x0310 Commit Hash Oxa79b833e
Kernel Version 4.9.307 FPGA Version 1.0.6
Betommenced, 7.0 API Version 110
mbgdevman Version
Installed Versions Install new firmware...
List of currently installed firmware versions.
> 2020.01.1 Expand
> 202111.0-devel-5053 [ Expand
> 2021.11.0-devel-5009 Expand

Figure 8.4: meinbergOS Web Interface: "Maintenance — Inventory — Firmware" Tab

This tab (Fig. 8.4) provides information on the currently installed and activated firmware version, as well as
any other installed versions that are not active. It also provides the ability to install a new firmware version, to
re-activate a previously installed and disabled version, and to remove old versions that are no longer needed.
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Firmware

This provides information on the currently activated firmware.

Version:
meinbergOS Type:

meinbergOS Name:

Kernel Version:

FPGA Version:

Recommended
mbgdevman Version:

API Version:

Installed Versions

The firmware version number that is currently activated and running.
The type of meinbergOS build that is currently running on this device.

The code name of the meinbergOS main version that is currently activated and
running.

meinbergOS is based on the Linux Kernel, and this is the version of the Linux
Kernel currently installed. Please note that the Linux Kernel is updated
concurrently with firmware updates; it cannot be updated individually.

The version of the FPGA firmware currently running.

The version of Meinberg Device Manager that is recommended for the configuration
and monitoring of this device. Meinberg Device Manager is a freely available

tool designed to facilitate the management of multiple Meinberg devices in a

single network. Please visit http://www.mbg.link/mbgdevman for more information.

The version of the RESTful API used in the currently activated firmware.

This is the list of currently installed firmware versions. The version that is marked with a green Active tag is
the firmware version that is currently activated on your meinbergOS device. The version that is marked with a
blue OSV tag is the firmware version that your meinbergOS device was originally shipped with.

The following information is provided for each firmware version installed:

Version:

Build Number:

Build Date:

Is OSV:

Is Active:

Is Erasable:

Is Mutable:

Module Updates:

The version number of this firmware.

The Build Number of this firmware version. This is a development-specific value
that you may be prompted to provide when contacting Meinberg Technical Support.

The date and time of this build of the firmware version.

If this firmware version is the version that the meinbergOS device shipped with,
this will show Yes. To ensure that your system always has a stable build to

fall back in the event of problems, this version cannot be erased from your system.

If this is the currently activated version of meinbergQOS, this will show Yes.

If this firmware version can be erased, this will show Yes. Any firmware can
generally be erased if it is not the OSV and not the currently activated version.

If individual files within this firmware version (i.e., module firmware updates) can
be updated, added, deleted, etc. this will show Yes.

This shows which individual module firmware updates are included in this firmware
version (e.g., clock receiver), specifically the name of the module and the firmware
version.
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8 Maintenance

8.1.3.1 Guide: Installing a New Firmware Version

Install a new firmware x Install a new firmware X

Toinstall a new firmware version upload the firmware update file Toinstall a new firmware version upload the firmware update file
(.ufu) below. (.ufu) below.

Browse..  micro0S-2021.11.0-devel-nightly-4593.ufu Uploading micro0S-2021:11.0-devel-nightly-4593.ufu.

meinbergOS meinbergOS

Update in progress Update installed successfully

Finishing update installation...

Go back to inventory Activate new firmware now

Figure 8.5: meinbergOS Web Interface: Installing a New Firmware Version

@ Before activating another version of meinbergOS, remember to save any configuration changes as
the Startup Configuration if you wish to keep them; any unsaved changes will be lost.

You may have a maximum of five meinbergOS versions installed at any one time.

Firmware updates are provided by Meinberg for your meinbergOS device in the form of files with a .ufu exten-
sion. If you wish, you may install a meinbergOS firmware update by clicking on the Install New Firmware...
button at the top right of the Installed Versions panel (Fig. 8.4). You will then be prompted to select the .ufu
firmware update file; click on Browse... in the dialog box that appears (Fig. 8.5, top left) and select the file
using the file browser. Confirm that the correct file name appears in the corresponding field, then click on the
blue Install Firmware button to proceed (Fig. 8.5, top right).

The installation process will take a brief moment (Fig. 8.5, bottom left) . Once completed, you will be in-
formed that the update has been successfully installed and can now select whether you wish to activate this
new firmware or return to the Firmware Inventory for now (Fig. 8.5, bottom right).

Please note that it can take a few moments to activate the newly installed firmware because the system needs
to be rebooted for this purpose. As soon as the system is available again, your browser should automatically
load the login page. If the login page does not appear after two minutes, try and force a reload by refreshing
your browser.
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8.1.3.2 Guide: Removing a Firmware Version from the Inventory

€ Remove firmware X

Are you sure you want to remove firmware version 2021.11.0-

devel from this device? This can not be undone.

Cancel | Remove from device

Figure 8.6: meinbergOS Web Interface: Removing a Firmware Version

If you wish to remove an old firmware version from your inventory, you can do so by clicking on the red Remove
from Device button under the corresponding firmware version in the list. Please note that this process is per-
manent and cannot be undone; if you do not have the corresponding .ufu firmware update file stored elsewhere,
you will not be able to recover this version again.

It is not possible to remove the Original Shipped Version (OSV) or the currently active version of the firmware;
the Remove from Device button will therefore be grayed out for that version of the firmware.
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8.1.3.3 Guide: Activating an Installed Firmware Version

@ Activate firmware x

Are you sure you want to activate firmware version 2021.11.0-
devel?

This device will reboot automatically after the activation and
any configuration changes that are not saved to the startup
configuration will be lost.

[=L,CIMl Activate firmware

Figure 8.7: meinbergOS Web Interface: Activating a Firmware Version

If you wish to activate a different firmware version that is already installed on your system, you can do so by
clicking on the firmware version in the list to open it, then clicking on the green Activate Firmware button
underneath the relevant firmware version (Fig. 8.7). The system will then advise you that it will need to reboot
in order to apply the firmware version and that any configuration changes will be lost if they are not saved as
the Startup Configuration.

@ Activating an older version of meinbergOS in which newer features are missing will cause the

configuration for those features to be lost as soon as a new configuration is saved under that older

meinbergOS version.

Important!

Older versions of meinbergOS prior to 2022.05.1 did not feature a Web Interface and were only
accessible using Meinberg Device Manager or over SSH/Telnet. Activating a version of meinber-
gOS older than 2022.05.1 that pre-dates the introduction of the Web Interface will cause you to
lose access to the Web Interface. In this case, you will need to reactivate or reinstall a newer
version of meinbergOS using Meinberg Device Manager to regain access to the Web Interface.

Visit https://mbg.link/mbgdevman for more information.
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8.2 Maintenance - System Log

@ Maintenance > System Log
B [Z] System Log
E J Reload < Previous 1 2 28 29 30 31 E Next >

May 31 12:18:38 os-target-8318 user.info kernel: EXT4-fs (mmcblk@p3): mounted filesystem with ordered data mode. Opts: (null)
May 31 12:18:3@ os-target-@31@ daemon.info microd[1@16]: storage: Saved file "/etc/mbg/daemon.cfg” to storage "/dev/mmcblk@p3"
May 31 12:18:30 os-target-8310 daemon.info microd[1016]: sysinfo: Runtime config successfully saved as startup

May 31 12:21:85 os-target-831@ authpriv.notice microd[1816]: {"evt_type":{"value":13,"descr":"Login"},"evt_data":
{"user":"admin","value":1,"descr":"login success"},"evt_meta":{"severity value": 1,"severity_descr": "Info","unix_ts":
1653999665, "datetime”: "2022-85-31T12:21:85Z"}}

May 31 12:41:108 os-target-8318 authpriv.notice microd[1816]: {"evt_type":{"value":13,"descr":"Login"},"evt_data":
{"user”:"admin","value":1,"descr":"login success"},"evt_meta":{"severity_value": 1,"severity_descr": "Info","unix_ts":
1654000870, "datetime”: "2022-85-31T12:41:10Z"}}

May 31 12:57:01 os-target-8310 authpriv.notice microd[1016]: {"evt_type”:{"value":13,"descr”:"Login"},"evt_data":
{"user":"admin","value":1,"descr":"login success"},"evt_meta":{"severity_value": 1,"severity_descr": "Info","unix_ts":

1654001821, "datetime™: "2022-05-31T12:57:01Z"}}

< Previous 1 2 28 29 30 31 E Next >

3101-3107 of 3107 Lines per page: 100 32 Go to page

»

Figure 8.8: meinbergOS Web Interface: System Log

The "Maintenance — System Log" subsection (Fig. 8.8) provides access to the device's system log, which
provides information such as past logins (both successful and failed), file system access, and cryptographic pro-
cesses. This information can be useful for security and other analyses, and when contacting Meinberg Technical
Support, you may be prompted to provide a copy of it.

Information:

The user must have the Shell channel permission to be able to read the System Log. Refer to the

chapter "Configuration - Users" for further information.
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8.3 Maintenance - Kernel Log

=] Kernel Log

J Reload < Previous 1 2 a Next >

syn1588nic: eth2: Grp_list_head bf@2eacd
syn1588nic: detected syn1588(R) Clock version M232.

[ [ = &

syn1588nic: reg_value 11, value 32
syn1588nic: configured clock frequency: 1250880 kHz.
syn1588nic: setting initial clock step size to 8.8 ns.
syn1588nic: detected syn1588(R) NIC revision 2 (eth2).
syn1588nic: rev id: 2 - 2
syn1588nic: allocating device resources.
syn1588nic: remapped memory I/0 region to address 8x(C@91300@.
syn1588nic: registered PCIe-NIC adapter c00848880.unknown.
syn1588nic: PCI-NIC MAC version 3146, build 4008.
syn1588nic: Found MAC with timestamper, FakeFifo enabled
synl1588nic: Using burst lenght: 32
syn1588nic: c@@480@0.unknow: error reading HW MAC address, using generated @xACDE48118EFF!
synl1588nic: c@@430@0.unknow: overriding HW MAC address with AC:DE:48:11:8E:FF.
syn1588nic: c@B480080.unknow: using MII managment data clock 580 kHz (div.: 5@).
syn1588nic: c0@48000.unknow: Marvell 88E1111 initialization sequence done.
syn1588nic: c@048008.unknow: detected PHY (@x@1418CC2) with ID @x12.
syn1588nic: eth3: Grp_list_head bfB2dacs
syn1588nic: detected synl1588(R) Clock version M232.
syn1588nic: req_value 11, value 32
syn1588nic: configured clock frequency: 125000 kHz.
syn1588nic: setting initial clock step size to 8.0 ns.
syn1588nic: detected syn1588(R) NIC revision 2 (eth3).
syn1588nic: rev id: 2 - 2
Oregano Systems syn1588(R) Clock Synchronization Driver (SyncD) $Revision: 1.5 %
Copyright (C) 2@06-2811 Oregano Systems - Design & Consulting GesmbH
In cooperation with
Austrian Academy of Sciences, Institute for Integrated Sensor Systems
syn1588nic: device callback (8x7f817438) registered.
SyncD: preparing device file.
SyncD: device file syncD@ setup (minor #53) for device handle @xbed@8fc® complete.
SyncD: preparing device file.

SyncD: device file syncD1 setup (minor #58) for device handle @xbed@8a@® complete.

< Previous 1 2 B Next >

201-235 of 235 Lines per page: | 100 v 3 Go to page

»

Figure 8.9: meinbergOS Web Interface: Kernel Log

The "Maintenance — Kernel Log" (Fig. 8.9) subsection provides access to the device's Linux Kernel log, which
mainly provides hardware-related information. This information can be useful for system diagnosis, and you
may be prompted to provide a copy of it when contacting Meinberg Technical Support.

Information:

The user must have the Shell channel permission to be able to read the Kernel Log. Refer to the

chapter "Configuration - Users" for further information.
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8.4 Maintenance - Restart NTP

@ Restart NTP

Are you sure you want to restart the NTP service?
This will cause a disruption to the NTP service provided by this
device.

If this device is synchronized by an external NTP server it will
cause the clock to briefly switch into HOLDOVER mode if no
other sources are available.

Cancel Restart NTP

Figure 8.10: meinbergOS-Webinterface: Restart NTP-Service

If the meinbergOS device's NTP service is malfunctioning in any way and you do not wish to disrupt the other
timekeeping or clock synchronization functionality, you may restart the internal NTP service individually using

this button.

@ If the meinbergOS device is exclusively synchronized by an external NTP source, restarting the
NTP service will briefly cause the clock module to switch to Holdover Mode until the NTP service

is re-established.
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8.5 Maintenance - Reboot Device

(5 Reboot Device

Are you sure you want to reboot this device?
Any configuration changes that are not saved to the startup

configuration will be lost.

Cancel Reboot

Figure 8.11: meinbergOS Web Interface: Reboot Device

The Reboot Device button can be used to restart the meinbergOS device as needed (Fig. 8.11). A reboot
may help to resolve certain problems and can reset certain other states; for example, if a short-circuit has been
detected in the antenna connection, the meinbergOS device will need to be rebooted once the cause of the

short-circuit has been eliminated.

Changes to the current configuration will be lost upon rebooting the device unless they have been

saved as the Startup Configuration.
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8.6 Maintenance - Factory Reset

{A Factory Reset

You are about to perform a full factory reset!

This will reset the device configuration to the factory defaults in
which you received it.

You will have to perform a new provisioning of the device.

Most likely the IP address of this device will change and it will
no longer be reachable.

After the factory reset has been performed the device will
automatically reboot.

Cancel Perform Factory Reset

Figure 8.12: meinbergOS Web Interface: Factory Reset

This option will perform a full factory reset of the meinbergOS device and restore the configuration as it
was at the time of shipping. This will cause the erasure of all data, namely the system configuration (including
the Startup Configuration), almanac data, system and kernel logs. It will also delete all user profiles and
reinstate the admin account with its default password timeserver.

After a factory reset, all installed firmware versions remain installed and the activated version remains ac-
tivated. The Factory Reset function does not restore the activated firmware version to the Originally Shipped
Version (OSV).

Important!

Depending on your network configuration, a factory reset may render your meinbergOS device
inaccessible from the device from which you perform the factory reset. In this case, you may need
to establish a direct wired connection with the meinbergOS device.

Please refer to the manual of your meinbergOS device for further information on re-configuring
your meinbergOS device's network settings.
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8.7 Maintenance - APl Reference

0s Logged in as admin
Q

Introduction API Reference

Authentication

Structure The meinbergOS AP! is organized around BASE UAL

JSON Schema REST. The API has predictable, resource-

Errors oriented URLs, accepts JSON-encoded https://172.16.100.50/api/
payload, responds with JSON-encoded

STATE
responses, and uses standard HTTP response

CONFIGURATION codes, authentication, and verbs.

COMMANDS The device API root endpoint is reachable at

FEATURES https://172.16.100.50/api/.

This API reference is a dynamic reference
where the contents depend on the
permissions of the currently authenticated
user (admin). Only resources and methods
permitted to be used by this user are
displayed.

The example responses provided by
this reference are live data taken
directly from this device with your
user's permissions. Be careful when
sharing this data with untrusted
parties.

Figure 8.13: meinbergOS-Web Interface: API Reference

Selecting the APl Reference button will open a reference guide that provides detailed information about the
RESTful API that external applications can use to interact securely and logically with the meinbergOS device
via HTTPS.

8.8 Maintenance - SNMP MIBs

This provides access to the Meinberg root and meinbergOS-specific MIB files (Management Information Base);
these are downloadable directly from the meinbergOS device and define the network objects usable by a suitable
SNMP management solution for the purpose of remotely monitoring the meinbergOS device.
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9 Your Opinion Matters to Us

This user manual is intended to assist you with the setup and use of software for use with your Meinberg
product. We hope that it provides you with all of the information that you require to properly and efficiently
use your Meinberg product to its fullest potential.

Be a part of the ongoing improvement of the information contained in this manual. Please contact our Technical
Support team if you have any suggestions for improvements or technical questions that are relevant to the manual.

Meinberg — Technical Support

Phone: +49 (0) 5281 — 9309- 888
Email: techsupport@meinberg.de
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10 Technical Appendix

10 Technical Appendix

10.1 Description of Time String Formats

10.1.1 Format of the Meinberg Standard Time String

The Meinberg Standard Time String is a sequence of 32 ASCII characters starting with the <STX> (start-of-
text) character and ending with the <ETX> (end-of-text) character. The format is as follows:

<STX>D:dd.mm.yy; T:w;U:hh.mm.ss;uvxy<ETX>

The letters printed in italics are replaced by ASClI-formatted numbers, whereas the other
characters are directly part of the time string. The groups of characters as defined below:

<STX> Start-of-Text, ASCIl code 02h sent with one-bit
accuracy at the change of each second

dd.mm.yy The date:

dd Day of Month (01-31)
mm Month (01-12)
yy Year of the (00-99)
Century
w The day of the week (1-7, 1 = Monday)
hh.mm.ss The time:
hh Hours (00-23)
mm Minutes (00-59)
ss Seconds (00-59, or 60 during leap second)

uv  Clock status characters (depending on clock type):
u: # GPS: Clock is in free-run mode (no exact synchronization)
PZF: Time frame not synchronized
DCF77: Clock has not synchronized since last reset
v (space, 20h)
GPS: Clock is synchronized (base accuracy is reached)
PZF: Time frame is synchronized
DCF77: Clock has synchronized since last reset
v: GPS: Receiver has not checked its position
PZF/DCF77: Clock currently running off XTAL
v (space, 20h)
GPS: Receiver has determined its position
PZF/DCF77: Clock is syncronized with transmitter

X time zone indicator:
‘U’ uTC Universal Time Coordinated, formerly GMT
v CET European Standard Time, daylight saving disabled
'S’ (CEST) European Summertime, daylight saving enabled
y Announcement of clock jump during last hour before jump enters effect:
i Announcement of start or end of Daylight Saving Time
A Announcement of leap second insertion
o (Space, 20h) nothing announced
<ETX> End-of-Text, ASCII| code 03h
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10.1.2 Format of the Meinberg GPS Time String

The Meinberg GPS Time String is a sequence of 36 ASCII characters starting with the <STX> (start-of-text)
character and ending with the <ETX> (end-of-text) character. Unlike the Meinberg Standard Time String, the
Meinberg GPS Time String does not carry any local time zone or UTC data; it simply carries the direct GPS
time without any conversion into UTC. The format is as follows:

<STX>D:dd.mm.yy; T:w;U:hh.mm.ss;uvGy; ULI<ETX>

The letters printed in italics are replaced by ASCll-formatted numbers, whereas the other characters are
directly part of the time string. The groups of characters as defined below:

<STX> Start-of-Text, ASCII code 02h
dd.mm.yy The date:

dd  Day of Month (01-31)

mm  Month (01-12)

yy  Year of the  (00-99)

Century

w the day of the week (1-7, 1 = Monday)
hh.mm.ss the current time:

hh  Hours (00-23)

mm  Minutes (00-59)
ss Seconds (00-59, or 60 while leap second)

uv Clock status characters:
u: "# Clock is in free-run mode (no exact synchronization)
" (Space, 20h)
Clock is synchronized (base accuracy is achieved)

v Receiver has not checked its position
n (Space, 20h)
Receiver has determined its position

G 'GPS time’ time zone indicator

y Announcement of clock jump during last hour before jump enters effect:
before discontinuity comes in effect:
‘A" Announcement of leap second insertion
o (Space, 20h) nothing announced

[ Number of leap seconds between UTC and GPS Time
(UTC = GPS time + number of leap seconds)

<ETX> End-of-Text, ASCIl code 03h
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10.1.3 Format of the Meinberg Capture String

The Meinberg Capture String is a sequence of 31 ASCII characters terminated by a <CR>/<LF> (Carriage
Return/Line Feed) combination. The format is as follows:

CHx_dd.mm.yy_hh:mm:ss.fffffff <CR><LF >

The letters printed in italics are replaced by ASCll-formatted numbers, whereas the other
characters are directly part of the time string. The groups of characters as defined below:

X 0 or 1 corresponding on the number of the capture input
Space, ASCII code 20h

dd.mm.yy Capture date:

dd Day of Month (01-31)
mm Month (01-12)
yy Year of the Century  (00-99)
hh:mm:ss fffffff Capture time:
hh Hours (00-23)
mm Minutes (00-59)
ss Seconds (00-59, or 60 while leap second)
fiiftif Fractions of Second, 7 Digits

<CR> Carriage Return, ASCII code 0Dh

<LF> Line Feed, ASCII code 0OAh
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10.1.4 Format of the SAT Time String

The SAT Time String is a sequence of 29 ASCII characters starting with the <STX> (start-of-text) character
and ending with the <ETX> (end-of-text) character. The format is as follows:

<STX>dd.mm.yy/w/hh:mm:ssxxxxuv<ETX>

The letters printed in italics are replaced by ASCll-formatted numbers, whereas the other
characters are directly part of the time string. The groups of characters are as defined below:

<STX> Start-of-Text, ASCII code 02h sent with one-bit
accuracy at the change of each second
dd.mm.yy The date:
dd Day of Month (01-31)
mm Month (01-12)
yy Year of the Century  (00-99)
w The day of the(véekt = Monday)
hh:mm:ss  The time:
hh Hours (00-23)
mm Minutes (00-59)
ss Seconds (00-59, or 60 during leap second)
XXXX Time zone indicator:
‘urtc Universal Time Coordinated, formerly GMT
‘CET European Standard Time, daylight saving disabled
‘CEST European Summertime, daylight saving enabled
u Clock status characters:
# Clock has not synchronized since last reset
v (Space, 20h) Clock has synchronized since last reset
v Announcement of clock jump during last hour before jump enters effect:
r Announcement of start or end of Daylight Saving Time
v (Space, 20h) nothing announced
<CR> Carriage Return, ASCII code 0Dh
<LF> Line Feed, ASCIl code OAh
<ETX> End-of-Text, ASCII code 03h
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10.1.5 Format of the Uni Erlangen String (NTP)
The Uni Erlangen String (NTP) of a GPS clock is a sequence of 66 ASCII characters starting with the <STX>

(start-of-text) character and ending with the <ETX> (end-of-text) character. The format is as follows:

<STX>dd.mm.yy; w; hh:mm:ss; voo:oo; acdfq i;bbb.bbbbn lll.lllle hhhhm<ETX>

The letters printed in italics are replaced by ASCll-formatted numbers, whereas the other
characters are directly part of the time string. The groups of characters are as defined below:

<STX>

dd.mm.yy

hh.mm.ss

00:00

ac

bbb.bbbb

Start-of-Text, ASCII code 02h sent with one-bit
accuracy at the change of each second

The date:

dd Day of Month  (01-31)

mm Month (01-12)

yy Year of Century (00-99)

Day of

the week (1-7, 1 = Monday)

The time:

hh Hours (00-23)

mm Minutes (00-59)

ss Seconds (00-59, or 60 during leap second)

-/+ sign of the offset of local timezone relative to UTC
Offset of local time zone relative to UTC in hours and minutes

Clock status characters:
a: # Clock has not synchronized since reset
o (Space, 20h) Clock has synchronized since reset

c GPS receiver has not checked its position
(Space, 20h) GPS receiver has determined its position

Time zone indicator:
‘'S’ CEST European Summertime, Daylight Saving Time enabled
o CET European Standard Time, Daylight Saving Time disabled

Announcement of clock jump during last hour before jump

enters effect:

r Announcement of start or end of Daylight Saving Time
(Space, 20h) nothing announced

Announcement of clock jump during last hour before jump
enters effect:

A Announcement of leap second insertion

v (Space, 20h) nothing announced

Leap second insertion

N Leap second is currently to be inserted (only active in 60th
second)

t (Space, 20h) No leap second to be inserted

Geographical latitude of receiver position in degrees

Leading characters padded by Space characters (20h)

Latitudinal hemisphere, with the following characters possible:
‘N’ North of Equator
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‘'S’ South of Equator

LLLLt Geographical longitude of receiver position in degrees
Leading characters padded by Space characters (20h)

e Longitudinal hemisphere, with the following characters possible:
‘E’ East of Greenwich Meridian

‘W West of Greenwich Meridian

hhhh Altitude above WGS84 ellipsoid in meters
Leading characters padded by Space characters (20h)

<ETX> End-of-Text, ASCII code 03h
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10.1.6 Format of the NMEA 0183 String (RMC)

The NMEA 0183 RMC String is a sequence of 65 ASCIl characters starting with the string ‘$GPRMC’ and
ending with the characters <CR> (Carriage Return) and <LF> (Line Feed). The format is as follows:

$GPRMC, hhmmss.f{A,bbbb.bb,n, L1, e,0.0,0.0,ddmmyy,0.0,a*hh<CR><LF>

The letters printed in italics are replaced by ASCll-formatted numbers, whereas the other
characters are directly part of the time string. The groups of characters are as defined below:

$ Start character, ASCIl code 24h
sent with one-bit accuracy at the change of each second
GP Talker ID, in this case "GP" for GPS
RMC Message type ID, in this case "RMC"
hhmmss.ss The time:
hh Hours (00-23)
mm Minutes (00-59)
ss Seconds (00-59, or 60 while leap second)
ff Fractions of Seconds (1/10; 1/100)
A Status (A = Time Data Valid, V = Time Data not Valid)
bbbb.bb Geographical latitude of receiver position in degrees

Leading characters padded by Space characters (20h)

n Latitudinal hemisphere, with the following characters possible:
‘N’ North of Equator
) South of Equator

LLLLut Geographical longitude of receiver position in degrees
Leading characters padded by Space characters (20h)

e Longitudinal hemisphere, with following characters possible:
‘E’ East of Greenwich Meridian
‘W West of Greenwich Meridian

0.0,0.0 Speed over the ground in knots and track angle in degrees.
With a Meinberg GPS clock, these values are always 0.0,
With GNS clocks, the values are calculated by the
receiver for mobile applications

ddmmyy The date:

dd Day of Month (01-31)
mm Month (01-12)
yy Year of
the Century (00-99)
a Magnetic Variation E/W
hh Checksum (XOR of all characters except ‘$" and *')

<CR> Carriage Return, ASCII code 0Dh

<LF> Line Feed, ASCII code 0OAh
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10.1.7 Format of the NMEA 0183 String (GGA)

The NMEA 0193 GGA String is a sequence of characters starting with the string ‘$GPGGA’ and ending with
the characters <CR> (Carriage Return) and <LF> (Line Feed). The format is as follows:

$GPGGA, hhmmss.f;bbbb.bbbbb,n, 1.1, e,A,vv,hhh.h,aaa.a,M,ggg.g,M,, 0 cs<CR><LF>

The letters printed in italics are replaced by ASCll-formatted numbers, whereas the other
characters are directly part of the time string. The groups of characters are as defined below:

$

GP
GGA

hhmmss.ss

Start character, ASCII code 24h
sent with one-bit accuracy at the change of each second

Talker ID, in this case "GP" for GPS

Message type ID, in this case "GGA"

The time:

hh Hours (00-23)

mm Minutes (00-59)

ss Seconds (00-59, or 60 while leap second)
ff Fractions of Seconds (1/10; 1/100)

bbbb.bbbbb Geographical latitude of receiver position in degrees

Leading characters padded by Space characters (20h)

n Latitudinal hemisphere, with the following characters possible:
‘N’ North of Equator
‘'S’ South of Equator
LLLLL.LLLL Geographical longitude of receiver position in degrees
Leading characters padded by Space characters (20h)
e Longitudinal hemisphere, with following characters possible:
‘E’ East of Greenwich Meridian
‘W West of Greenwich Meridian
A Position fixed (1 = yes, 0 = no)
w Number of satellites used (0-12)
hhh.h HDOP (Horizontal Dilution of Precision)
aaa.h Mean Sea Level Altitude (MSL Altitude = W(GS84 Altitude - Geoid Separation)
M Units, Meters (Fixed Value)
ggg.9 Geoid Separation (WGS84 Altitude - MSL Altitude)
M Units, Meters (Fixed Value)
cs Checksum (XOR of all characters except ‘$’ and ')
<CR> Carriage Return, ASCII code 0Dh
<LF> Line Feed, ASCIl code OAh
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10.1.8 Format of the NMEA 0183 String (ZDA)

The NMEA 0183 ZDA String is a sequence of 38 ASCII characters starting with the string ‘$GPZDA’ and
ending with the characters <CR> (Carriage Return) and <LF> (Line Feed). The format is:

$GPZDA,hhmmss.ss,dd,mm,yyyy,HH,lI*cs<CR><LF>
ZDA - Time and Date: UTC, day, month, year and local time zone.

The letters printed in italics are replaced by ASCll-formatted numbers, whereas the other
characters are directly part of the time string. The groups of characters are as defined below:

$ Start character, ASCIlI Code 24h
sending with one bit accuracy at change of second

hhmmss.ss UTC time:

hh Hours (00-23)

mm Minutes (00-59)

ss Seconds (00-59, or 60 during leap second)
HH,II The local time zone (offset to UTC):

HH Hours (00-£13)

Il Minutes (00-59)

dd,mm,yy  The date:
dd Day of Month  (01-31)

mm Month (01-12)
yyyy  Year (0000-9999)
cs Checksum (XOR of all characters except ‘$" and ')

<CR> Carriage Return, ASCII code 0Dh

<LF> Line Feed, ASCII code 0Ah
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10.1.9 Format of the ABB SPA Time String

The ABB SPA Time String is a sequence of 32 ASCII characters starting with the characters ">900WD" and
ending with the <CR> (Carriage Return) character. The format is as follows:

>900WD:yy-mm-tt_hh.mm;ss.fff.cc< CR>

The letters printed in italics are replaced by ASCll-formatted numbers, whereas the other
characters are directly part of the time string. The groups of characters are as defined below:

yy-mm-tt  The date:
yy Year of the Century  (00-99)
mm Month (01-12)
dd Day of Month (01-31)

Space (ASCII code 20h)

hh.mm;ss.fff The time:

hh Hours (00-23)
mm Minutes (00-59)
ss Seconds (00-59, or 60 during leap second)
i Milliseconds (000-999)
cc Checksum calculated as XOR sum of the preceding characters.

The resultant 8-bit value is reported as a hex value in the
form of two ASCII characters (2 ASCII characters 0.9 or A..F)

<CR> Carriage Return, ASCII Code 0Dh
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10.1.10 Format of the Computime Time String

The Computime Time String is a sequence of 24 ASCII characters starting with the T character and ending with
the <LF> (Line Feed, ASCII code OAh) character. The format is as follows:

T:yy:mm:dd:ww:hh:mm:ss<CR><LF>

The letters printed in italics are replaced by ASCll-formatted numbers, whereas the other
characters are directly part of the time string. The groups of characters are as defined below:

T Start character
sent with one-bit accuracy at the change of each second

yy:mm:dd  The date:

yy Year of Century (00-99)

mm Month (01-12)

dd Day of Month (01-31)

ww Day of Week (01-07, 01 = monday)

hh:mm:ss  The time:

hh Hours (00-23)

mm Minutes (00-59)

ss Seconds (00-59, or 60 during leap second)

<CR> Carriage Return, ASCII code 0Dh

<LF> Line Feed, ASCII code 0OAh
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10.1.11 Format of the RACAL Standard Time String

The RACAL Standard Time String is a sequence of 16 ASCII characters started by a X (58h) character and
ending with the <CR> (Carriage Return, ASCIl code ODh) character. The format is as follows:

<X><G><U>yymmddhhmmss<CR>

The letters printed in italics are replaced by ASCll-formatted numbers, whereas the other
characters are directly part of the time string. The groups of characters are as defined below:

<X> Control character Code 58h
Sent with one-bit accuracy at
the change of each second
<G> Control character Code 47h
<U> Control character Code 55h
yymmdd Current date:
yy Year of Century (00-99)
mm Month (01-12)
dd Day of Month (01-31)
hh:mm:ss Current time:
hh Hours (00-23)
mm Minutes (00-59)
ss Seconds (00-59, or 60 during leap second)
<CR> Carriage Return, ASCII Code ODh
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10.1.12 Format of the SYSPLEX-1 Time String

The SYSPLEX-1 time string is a sequence of 16 ASCII characters starting with the <SOH> (Start of Header)
ASCII control character and ending with the <LF> (Line Feed, ASCII code 0Ah) character.

Please note:
To ensure that the time string can be correctly output and displayed through any given terminal program, a

singular "C" (not include quotation marks) must be input.

The format is:

<SOH>ddd:hh:mm:ssq<CR><LF>

The letters printed in italics are replaced by ASCIl numbers whereas the other
characters are part of the time string. The groups of characters as defined below:

<SOH>  Start of Header, ASCIl code 01h
sent with one-bit accuracy at the change of each second

ddd Day of Year (001-366)
hh:mm:ss  Current time:
hh Hours (00-23)
mm Minutes (00-59)
ss Seconds (00-59, or 60 during leap second)
q Quality
Indicator (Space) Time Sync (GPS Lock)

(?) No Time Sync (GPS Fail)
<CR> Carriage Return (ASCII code 0Dh)

<LF> Line Feed (ASCII code OAh)
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10.1.13 Format of the ION Time String

The ION time string is a sequence of 16 ASCII characters starting with the <SOH> (Start of Header) ASCII
control character and ending with the <LF> (Line Feed, ASCIl code 0Ah) character. The format is as follows:

<SOH>ddd:hh:mm:ssq<CR><LF>

The letters printed in italics are replaced by ASCll-formatted numbers, whereas the other
characters are directly part of the time string. The groups of characters as defined below:

<SOH>  Start of Header (ASCII control character)
sent with one-bit accuracy at the change of each second

ddd Day of Year
hh:mm:ss  Current time:
hh Hours
mm Minutes
ss Seconds
q Quality
Indicator

(001-366)

(00-23)
(00-59)
(00-59, or 60 while leap second)

(space) Time Sync (GPS Lock)
(?) No Time Sync (GPS Fail)

<CR> Carriage Return (ASCII code 0Dh)

<LF> Line Feed (ASCII code OAh)
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10.1.14 Format of the ION Blanked Time String

The ION Blanked Time String is a sequence of 16 ASCII characters starting with the <SOH> (Start of Header)
ASCII control character and ending with the <LF> (Line Feed, ASCII code 0Ah) character. The format is as
follows:

<SOH>ddd:hh:mm:ssq<CR><LF>
Important: The blanking interval of is 2 minutes and 30 seconds long and is added every 5 minutes.

The letters printed in italics are replaced by ASClI-formatted numbers, whereas the other
characters are directly part of the time string. The groups of characters as defined below:

<SOH>  Start of Header (ASCII control character)
sent with one-bit accuracy at the change of each second

ddd Day of Year (001-366)
hh:mm:ss  Current Time:
hh Hours (00-23)
mm Minutes (00-59)
ss Seconds (00-59, or 60 while leap second)
q Quality
Indicator (space) Time Sync (GPS Lock)

(?) No Time Sync (GPS Fail)
<CR> Carriage Return (ASCII Code 0Dh)

<LF> Line Feed (ASCII Code 0Ah)
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10.1.15 Format of the IRIG-J Timecode

The IRIG-] timecode consists of a string of ASCII characters sent in 701" format:

1 Start Bit

7 Data Bits

1 Parity Bit (odd)
1 Stop Bit

The on-time marker of the string is the leading edge of the start bit. The timecode consists of 15 characters,
sent once per second at a baud rate of 300 or greater. The format is as follows:

<SOH>DDD:HH:MM:55<CR><LF>

The letters printed in italics are replaced by ASCll-formatted numbers, whereas the other
characters are directly part of the time string. The groups of characters are as defined below:

<SOH> "Start of Header" ASCII code (0x01h)

DDD Day of the year (ordinal date, 1 to 366)

HH, MM, SS  Time of the start bit, specified in in hours (HH), minutes (MM), seconds (SS)
<CR> "Carriage Return" ASCII code (0xODh)

<LF> ‘Line Feed" ASCII code (0xOAh)
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10.2 Description of Time Code Formats

Each IRIG format carries a designation comprising a letter followed by three numerical digits. The letter and
each of the digits represents a characteristic property of the corresponding IRIG code.

Depending on your Meinberg product, more or less time code formats are supported.

A002: 1000 pps, DCLS, pulse-width coded, no carrier
Time of year (BCD)

A003: 1000 pps, DCLS, pulse-width coded, no carrier
Time of year (BCD), time of day (SBS)

A132: 1000 pps, AM sine-wave signal, 10 kHz carrier frequency
Time of year (BCD)

A133: 1000 pps, AM sine-wave signal, 10 kHz carrier frequency
Time of year (BCD), time of day (SBS)

B002: 100 pps, DCLS, pulse-width coded, no carrier
Time of year (BCD)

B0O03: 100 pps, DCLS, pulse-width coded, no carrier
Time of year (BCD), time of day (SBS)

B006: 100 pps, DCLS, pulse-width coded, no carrier
Time of year (BCD), calendar year (BCD)

B007: 100 pps, DCLS, pulse-width coded, no carrier
Time of year (BCD), year, time of day (SBS)

B122: 100 pps, AM sine-wave signal, 1 kHz carrier frequency
Time of year (BCD)

B123: 100 pps, AM sine-wave signal, 1 kHz carrier frequency
Time of year (BCD), time of day (SBS)

B126: 100 pps, AM sine-wave signal, 1 kHz carrier frequency
Time of year (BCD), calendar year (BCD)

B127: 100 pps, AM sine-wave signal, 1 kHz carrier frequency
Time of year (BCD), calendar year (BCD), time of day (SBS)

E002: 10 pps, DCLS, pulse-width coded, no carrier
Time of year (BCD)

E112: 10 pps, AM sine wave signal, 100 Hz carrier frequency
Time of year (BCD)

G002: 10000 pps, DCLS, pulse-width coded, no carrier
Time of year (BCD)

G006: 10000 pps, DCLS, pulse-width coded, no carrier
Time of year (BCD), calendar year (BCD)

G142 10000 pps, AM sine-wave signal, 100 kHz carrier frequency
Time of year (BCD)

G146: 10000 pps, AM sine-wave signal, 100 kHz carrier frequency
Time of year (BCD), calendar year (BCD)
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Abbreviations:
BCD = Binary-Coded Decimal, SBS = Straight Binary Seconds

In addition to the original IRIG standards, there are also other specifications issued by other bodies that
define specific extensions.

AFNOR: Code according to NF S87-500, 100 pps, AM sine-wave signal,
1 kHz carrier frequency, BCD time of year, complete date,
SBS time of day, signal level specified by standard.

IEEE 1344: Code according to IEEE 1344-1995, 100 pps, AM sine wave signal,
1kHz carrier frequency, BCD time of year, SBS time of day,
IEEE 1344 extensions for date, time zone, Daylight Saving Time, and
leap seconds in Control Functions (CF) segment.
(See also table "Structure of CF segment in IEEE 1344 mode")

IEEE C37.118: Identical to IEEE 1344, but with UTC offset +/- sign bit reversed
NASA 36: 100 pps, AM sine wave signal, 1 kHz carrier frequency,

resolution: 10 ms (DCLS), 1 ms (modulated carrier)
BCD time of year: 30 bits - seconds, minutes, hours, and days
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10.3 Description of Programmable Pulse Signal Types

If your Meinberg system has programmable signal and pulse outputs, then depending on the system, more or
less of the listed signals will be available. These can be configured separately for each signal output.

Idle
Selecting "ldle" enables that specific output to be disabled.

Timer

In "Timer" mode, the output simulates a timer with a fixed daily schedule. It is possible to configure three switch-
on and three switch-off times for each day and each output. In order to set a timer, both the switch-on time
("ON") and the corresponding switch-off time ("OFF") must be set. If the switch-on is later than the switch-off
time, the switching scheduler will interpret this to mean that the switch-off time is on the next day, which will
keep the signal enabled through midnight.

Thus, if a program was set with a switch-on time of 23:45:00 and a switch-off time of 0:30:00, this would
cause the output (e.g, PP 1 Out) to be enabled on day n at 11:45 p.m., and then to be disabled on day n+1
at 12:30 a.m. If any of these three programs are to be left disabled, simply enter the same times into the ON
and OFF fields. The "Signal" selector specifies the active state for the timer periods. Selecting "Normal" will
put the output in a low state outside of switch-on periods and in a high state during switch-on periods ("active
high"). Conversely, selecting "Inverted" will place the output in a high state outside of switch-on periods and in
a low state during switch-on periods (‘active low").

Single Shot

"Single Shot" mode generates a single pulse of defined length once per day. The time of day when the pulse
is to be generated can be set via the "Time" value. The value "Length" allows the pulse length to be set in 10
msec increments and may be any value in the range of 10 ms to 10 sec.

Cyclic Pulse

"Cyclic Pulse" mode is used to generate cyclically repeating pulses. The time between two pulses is defined,
and this value must always be provided in hours, minutes, and seconds. It is important to note that the pulse
train is always synchronized with 0:00.00 local time, so that the first pulse on any given day will always be
output at midnight, and is repeated at the specified cycle interval henceforth. Thus, if a cycle duration of 2
seconds is specified, this will result in pulses being triggered at 0:00.00, 0:00.02, 0:00.04 and so on. While it
is possible to set any cycle time between 0 and 24 hours, these repetitions are usually only useful if the time
between pulses is always the same. For example, if a cycle time of 1:45.00 is set, this will output pulses at
intervals of 6300 seconds. However, between the last pulse of any given day and the pulse at midnight on the
following day, there will be an interval of just 4500 seconds.

Pulses Per Second, Per Min, Per Hour
These modes generate pulses of defined length once per second, once per minute, or once per hour. The con-
figuration options for all three modes are the same. The value "Pulse Length" specifies the length of the pulse
and can be between 10 msec and 10 sec.

DCF77 Marks

In "DCF77 Marks" mode the selected output simulates the time string transmitted by the German DCF77 time
code transmitter. The pulses output are the 100 ms and 200 ms pulses (logical 0/1) typical for the DCF77 code.
The absence of the 59-second mark is used to signal that the next minute will begin with the following second
mark.

The 'DCF Suspend After’/'Timeout’ field can be used to enter how many minutes the system should wait
while in free-run mode before DCF77 simulation is suspended. Entering O here will disable the timeout func-
tion, so that the DCF77 simulation will continue running perpetually until manually disabled.
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Sync Mode

There are three different modes available for outputting the synchronization state of the clock.

Position OK
The "Position OK" mode outputs a signal through the output whenever the GPS receiver is receiving enough
satellites to determine its position.

Time Sync
In "Time Sync' mode, a signal is passed through the output while the clock’s internal timebase is synchronized
to the GPS time.

All Sync
The "All Sync" mode requires both of the above states to be true—sufficient satellites for positioning and syn-
chronization of internal timebase to satellite system for a signal to be passed through the output.

DCLS Time Code
DC level shift time code. The time code output here is configured using the "IRIG Settings" tab in the LANTIME
OS Web Interface or the "Outputs Settings" section of Meinberg Device Manager.

10 MHz Frequency
This mode is used to output a fixed frequency of 10 MHz, using a PPS signal as an absolute phase reference
(L.e., the falling edge of the 10 MHz signal is synchronized with the rising edge of the PPS signal).

DCF77-like M59
A 500 ms pulse is sent at the 59-second mark.

The 'DCF Suspend After'/'Timeout’ field can be used to enter how many minutes the system should wait
while in free-run mode before DCF77 simulation is suspended. Entering 0 here will disable the timeout func-
tion, so that the DCF77 simulation will continue running perpetually until manually disabled.

Synth. Frequency
This mode is used to output a custom frequency, which is also defined using the "Synthesizer" tab in the LAN-
TIME OS Web Interface or the "Outputs Settings" section of Meinberg Device Manager.

PTTI 1PPS
This mode is used to pass a PPS signal of 20 microseconds length through the output.

1 MHz Frequency
This mode is used to output a fixed frequency of 1 MHz, using a PPS signal as an absolute phase reference
(i.e., the falling edge of the 10 MHz signal is synchronized with the rising edge of the PPS signal).

5 MHz Frequency
This mode is used to output a fixed frequency of 5 MHz, using a PPS signal as an absolute phase reference
(L.e., the falling edge of the 10 MHz signal is synchronized with the rising edge of the PPS signal).
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10.4 Supported PTPv2 Profiles

This is a list of the PTPv2 profiles supported by meinbergOS and the settings that meinbergOS applies to

ensure compliance with these profile specifications.
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Default Any L2/ 0-255 E2E 2-10 1 0 (1/s) 0-7 Y
E2E except L3 (1/2s) (1/s—
IEEE1588- Mixed 1/128s)
2008 Master
Default Multicast L2/ 0-255 P2P 2-10 1 0 (1/s) 0 (1/s) Y
P2P L3 (1/2s)
IEEE1588-
2008
Power Multicast L2 0-255 P2P 2-3 0 (1/s) 0 (1/s) 0 (1/s) Y
IEEE
(C37.238-
2011
Power Multicast L2 0-254 P2P 3 0 (1/s) 0 (1/s) 0 (1/s) Y
IEEE
C37.238-
2017
Utility IEC Multicast L2 0-255 P2P 3 0 (1/s) 0 (1/s) 0 (1/s) Y
61850-9-3
Telecom Unicast L3 4-23 E2E 2 n/a n/a n/a N
ITU-T Slave/
(G.8265.1 Master
Telecom Multicast L2 24-43 E2E 3-10 -3 -4 -4 Y
ITU-T Slave/ (8/s) (16/s) (16/s)
G.82751 Master
Telecom Unicast L3 44-63 E2E 2 n/a n/a n/a Y
ITU-T Slave/
G.8275.2 Master
DOCSIS Multicast L2 24-43 E2E 3-10 -3 -4 -4 Y
31 (8/s) (16/s) (16/s)
SMPTE Any L3 0-127 Any 2-10 -3to1 -7 to -1 -7 to -1 N
ST 2059-2 (8/s— (128/s— (128/s—
1/2s) 2/s) 2/s)
AES67 Multicast UDP/ | 0-255 Any 2-10 0 to 4 -4 to 1 0 (1/s) N
Media IPv4 (1/s— (16/s—
(L3) 1/16s) 1/2/s)
IEEE Multicast L2 0 P2P 2-10 -4 t0 4 -7 to 7 0 (1/s) Y
802.1AS (16s— (128/s—
1/16s) 1/128/s)
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10.5 SSM Quality Levels

When using SyncE, the following flags are used to denote or set the recognized SSM Quality Levels:

QL-STU/UKN:
QL-PRS:
QL-PRC:

QL-INV3:

QL-SSU-A/TNC:

QL-INV5:
QL-INVS:
QL-ST2:
QL-SSU-B:
QL-INVO:

QL-EEC2/ST3:

QL-EEC1/SEC:

Quality unknown

Primary Reference Source
Primary Reference Clock

Not used

Synchronization Supply Unit A or Transit Node Clock
Not used

Not used

Stratum 2 Clock
Synchronization Supply Unit B
Not used

Ethernet Equipment Clock 2

Ethernet Equipment Clock 1 / SDH Equipment Clock

QL-SMC: SONET Minimum Clock

QL-ST3E: Stratum 3E Clock

QL-PROV: Can be provided by network operator

QL-DNU/DUS: Do not use for synchronization
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