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2 Important Safety Information

2.1 Important Safety Information and Safety Precautions

The following safety information must be observed whenever the device is being installed or operated. Failure
to observe this safety information and other special warnings or operating instructions in the product manuals
constitutes improper usage and may violate safety standards and the manufacturer’s requirements.

©

ce

Depending on the configuration of your device or installed options, some information may
not specifically apply to your device.

The device satisfies the requirements of the following EU requlations: EMC Directive,
Low Voltage Directive, RoHS Directive and—where applicable—the Radio Equipment Directive.

If a procedure is marked with the following signal words, you may only proceed with it if you have understood
and fulfilled all requirements. Hazard notices and other relevant information are classified and indicated as
such in this manual according to the following system:

5

>

>

>

DANGER!

This signal word indicates a hazard with a high risk level . Such a notice refers to a procedure
or other action that will very likely result in serious injury or even death if not observed or

if improperly performed.

WARNING!

This signal indicates a hazard with a medium risk level . Such a notice refers to a procedure or
other action that may result in serious injury or even death if not observed or if improperly
performed.

CAUTION!
This signal word indicates a hazard with a low risk level . Such a notice refers to a procedure or
other action that may result in minor injury if not observed or if improperly performed.

ATTENTION!
This signal word refers to a procedure or other action that may result in product damage or the

loss of important data if not observed or if improperly performed.

Date: February 28, 2022 LANTIME Firmware 7.00



2 Important Safety Information

2.2 Used Symbols

The following symbols and pictograms are used in this manual. Pictograms are used in particular to indicate
potential hazards in all hazard cateqories.

Symbol | Beschreibung / Description

IEC 60417-5031

Gleichstrom / Direct current

IEC 60417-5032

Wechselstrom |/ Alternating current

IEC 60417-5017

Erdungsanschluss / Earth (ground) terminal

IEC 60417-5019

Schutzleiteranschluss / Protective earth (ground) terminal

ISO 7000-0434A

Vorsicht /| Caution

IEC 60417-6042

Vorsicht, Risiko eines elektrischen Schlages / Caution, risk of electric shock
IEC 60417-5041

Vorsicht, heiBe Oberflache / Caution, hot surface

IEC 60417-6056

Vorsicht, Gefahrlich sich bewegende Teile /| Caution, moving parts
IEC 60417-6172

Trennen Sie alle Netzstecker /| Disconnect all power connectors
IEC 60417-5134

Elektrostatisch gefahrdete Bauteile / Electrostatic Discharge Sensitive Devices
IEC 60417-6222

Information generell / General information

2012/19/EU
Dieses Produkt fallt unter die B2B Kategorie. Zur Entsorgung muss es an den

SR A G

Hersteller tibergeben werden.

This product is handled as a B2B-category product. To ensure that the product is

disposed of in a WEEE-compliant fashion, it must be returned to the manufacturer.

LANTIME Firmware 7.00 Date: February 28, 2022 3



2.3 Product Documentation

Detailed product documentation is provided on a USB flash drive delivered with the system. The manuals can
also be downloaded from the Meinberg website at https://www.meinbergglobal.com, where you can enter your
system name into the search box at the top of the page to find the relevant manual. Alternatively, contact
Meinberg Support for further assistance.

The "Docs & Support" tab on the Web Interface also provides user manuals for time server administrators.

This manual contains important safety instructions for the installation and operation of the
device. Please read this manual thoroughly before using the device.

This device may only be used for the purpose described in this manual. In particular, the
specified operating limits of the device must be heeded. The person setting up the device is
responsible for safety matters in relation to any larger system in which the device is
installed!

Failure to observe these instructions may have an adverse impact on device safety!

Please keep this manual in a safe place.

This manual is only intended to be used by qualified electricians, or by persons who have been appropriately
instructed by a qualified electrician and who are familiar with applicable national standards and with safety
rules & regulations. This device may only be installed, set up, and operated by qualified personnel.

4 Date: February 28, 2022 LANTIME Firmware 7.00



2 Important Safety Information

2.4 Safety during Installation

WARNING!

Pre-Operation Procedures and Preparation for Use

This mountable device has been designed and examined in accordance with the requirements
of the standard IEC 62368-1 "Audio/Video, Information and Communication Technology
Equipment - Part 1: Safety Requirements'".

When the mountable device is to be used as part of a larger unit (e.g., electrical enclosure),
there will be additional requirements in the IEC 62368-1 standard that must be observed and
complied with. General requirements regarding the safety of electrical equipment (such as IEC,
VDE, DIN, ANSI) and applicable national standards must be observed in particular.

The device has been developed for use in the industrial sector or in home environments and may
only be used in such environments. In environments at risk of high environmental conductivity
("high pollution degree" according to IEC 60664-1), additional measures such as installation

of the device in an air-conditioned electrical cabinet may be necessary.

Transport, Unpacking, Installation

If the unit has been brought into the usage area from a cold environment, condensation may
develop; in this case, wait until the unit has adjusted to the temperature and is completely dry
before setting it up.

When unpacking & setting up, and before operating the equipment, be sure to read the information
on installing the hardware and the specifications of the device. These include, for example,
dimensions, electrical characteristics, or necessary environmental conditions.

Fire safety standards must be upheld with the device in its installed state.

The device must not be damaged in any way when mounting it. In particular, holes must not be
drilled into the housing.

For safety reasons, the device with the highest mass should be installed at the lowest position in
the rack. Further devices should be installed from the bottom, working your way up.

The device must be protected against mechanical & physical stresses such as vibration or shock.

LANTIME Firmware 7.00 Date: February 28, 2022 5



Connecting Data Cables

Do not connect or disconnect data cables during a thunderstorm, as doing so presents a risk in
the event of a lightning strike.

The device cables must be connected or disconnected in the order specified in the user
documentation for the device. Cables should always be held by the connector body when
connecting or disconnecting them. Never pull a connector out by pulling on the cable. Doing so
may cause the plug to be detached from the cable or cause damage to the plug itself.

Cables must be installed so that they do not represent a health & safety hazard (e.g., tripping)
and are not at risk of damage (e.g., kinks).

Connecting the Power Supply

This equipment is operated at a hazardous voltage. Failure to observe the safety instructions in
this manual may result in serious injury, death or property damage.

Before the device is connected to the power supply, a grounding conductor must be connected to
the earth terminal of the device.

The power supply should be connected with a short, low-inductance cable.

Before operation, check that all cables and lines work properly and are undamaged. Ensure in
particular that the cables do not have kinks, that they are not wound too tightly around
corners, and that no objects are placed on the cables.

Ensure that all connections are secure—make sure that the lock screws of the power

supply plug are tightened when using a 3-pin MSTB or 5-pin MSTB connector (see diagram,
LANTIME M300 power supply).

5-Pin MSTB Connector 3-Pin MSTB Connector

-0 + @

A U, = 100-200V —
U,..= 90-250V —

Upy=90V- 265V~

Faulty shielding or cabling and improperly connected plugs are a health & safety risk (risk of
injury or death due to electrical shock) and may damage or even destroy your Meinberg device or
other equipment.

Ensure that all necessary safety precautions have been taken. Connect all cables to the device
only while the device is de-energized before turning on the power. Observe the safety instructions
on the device itself (see safety symbols).

The metal chassis of the device is grounded. When installing the device in an electrical enclosure,
it must be ensured that adequate clearance is provided, creepage distances to adjacent conductors
are maintained, and that there is no risk of short circuits.

In the event of a malfunction or if servicing is required (e.g., damage to the chassis or power cable,
ingress of fluids or foreign objects), the power supply may be cut off.

Please address any questions regarding your building's electrical, cable or antenna installations
to the person or department responsible for that installation within your building.

Date: February 28, 2022 LANTIME Firmware 7.00



2 Important Safety Information

AC Power Supply

DC Power Supply

The device is a Protection Class 1 device and
may only be connected to a grounded outlet
(TN system).

For safe operation, the installation must be
protected by a fuse of a rating not exceeding
16 A and equipped with a residual-current
circuit breaker in accordance with applicable
national standards.

The disconnection of the appliance from the
mains power supply must always be performed
from the mains socket and not from the
appliance itself.

Mains-powered appliances are equipped with
a safety-tested mains cable designed for use
in the country of operation and may only be
connected to a grounded shockproof socket,
otherwise electric shock may occur.

Make sure that the mains socket on the
appliance or the mains socket of the house
installation is readily accessible for the user
so that the mains cable can be pulled out of
the socket in an emergency.

In accordance with IEC 62368-1, it must be
possible to disconnect the appliance from the
supply voltage from a point other than the
appliance itself (e.g., from the primary circuit
breaker).

The power supply plug may only be fitted or
dismantled while the appliance is isolated
from the power supply (e.g., disconnected at
the primary circuit breaker).

Supply cables must be adequately secured
and have an adequate wire gauge size.

Connection Cable Wire Gauge:
1 mm? — 2.5 mm?
17 AWG - 13 AWG

The power supply of the device must have a
suitable disconnection mechanism such as a
switch. This disconnection mechanism must
be readily accessible in the vicinity of the
appliance and marked accordingly as a cut-
off mechanism for the appliance.

LANTIME Firmware 7.00
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2.5 Connection of Protective Earth Conductor/Grounding

ATTENTION!

©p

In order to ensure that the device can be operated safely and to meet the requirements of
IEC 62368-1, the device must be correctly connected to the protective earth conductor via
the protective earth connection terminal.

|||—

If an external earth terminal is provided on the housing, it must be connected to your
bonding busbar (grounding busbar). The parts required to attach the device to a
grounding busbar are not included with the shipped product.

Note:
Please use a grounding cable with a core cross-section of > 1.5 mm?
Always ensure that the connection is properly crimped!

Date: February 28, 2022 LANTIME Firmware 7.00



2 Important Safety Information

2.6 Safety during Operation

WARNING!

Avoiding Short-Circuits
Protect the device against all ingress of solid objects or liquids. Ingress presents a risk of
electric shock or short-circuiting!

Ventilation Slots

Ensure that the ventilation slots are clean and uncovered at all times. Blocked ventilation slots

may cause heat to be trapped in the system, resulting in overheating. This may cause your device to
malfunction or fail.

Appropriate Usage

The device is only deemed to be appropriately used and EMC limits (electriomagnetic compatibility)
are only deemed to be observed if the chassis cover is properly fitted (thus ensuring that the device
is properly cooled, fire-safe, and shielded against electrical, magnetic and electromagnetic fields).

Switching the Device Off in the Event of a Malfunction or when Repairs are Required

It is not sufficient to simply switch off the device itself in order to disconnect the power supply.

If the device is malfunctioning, or if repairs become necessary, the device must be isolated from all
power supplies immediately.

To do so, follow the procedure below:

- Switch off the device from the unit itself.

- Pull out all power supply plugs.

- Inform the person or department responsible for your electrical installation.

- If your device is connected to an Uninterruptible Power Supply (UPS), it will remain
operational even after pulling the UPS power cable from the mains socket. In this case, you
will need to shut down your UPS in accordance with the user documentation of your UPS
system.

LANTIME Firmware 7.00 Date: February 28, 2022 9



2.7 Safety during Maintenance

/i\

WARNING!

The device must never be opened. Repairs to the device may only be performed by the
manufacturer or by authorized personnel. Improper repairs may expose the user to
considerable safety risks (electric shock, fire hazard).

Opening the device or individual device components in an unauthorized fashion may
also expose the user to considerable risks and invalidate your warranty.

Meinberg Funkuhren accepts no liability for consequences arising from such
unauthorized actions.

Danger from moving parts—do not touch moving parts.

Parts of the device may become very hot during operation. Do not touch these surfaces!
If necessary, switch off the device before installing or removing any equipment, and
allow it to cool down.

10
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2 Important Safety Information

2.8 Handling of Batteries

The lithium battery on the receiver modules has a life of at least ten years. Should it be necessary to replace
it, please note the following:

Improper handling of the battery can lead to an explosion or to a leakage of flammable liquids or gases.

e Never short-circuit the battery.

e Never attempt to recharge the battery.

e Never throw the battery into a fire.

e The battery must only be exposed to the barometric pressure range specified by the battery manufacturer.

e The battery must only ever be replaced with one of the same type or a comparable type recommended by
the manufacturer. The battery must only be replaced by the manufacturer or an authorized technician.

e Never dispose of the battery in a mechanical crusher or shredder, or in an open fire or furnace.

e Please consult your local waste disposal regulations for information on how to dispose of hazardous waste.

The battery is used to power components such as the RAM and the reserve real-time backup clock for the
reference clock.

If the battery voltage drops below 3 V DC, Meinberg recommends having the battery replaced. If the battery
voltage drops below the specified minimum, the following behavior may be observed in the reference clock:

e The reference clock may have the wrong date or wrong date upon power-up
e The reference clock repeatedly starts in Cold Boot mode

e Some of the configurations saved for the reference clock may be lost

LANTIME Firmware 7.00 Date: February 28, 2022 "



2.9 Cleaning and Care

ATTENTION!

Never clean the device using liquids! Water ingress is a significant safety risk for
the user (e.g., electric shock).

Liquids can cause irreparable damage to the electronics of the device! The ingress of
liquids into the device chassis may cause short circuits in the electronic circuitry.

Only clean with a soft, dry cloth. Never use solvents or cleaners.

2.10 Prevention of ESD Damage

/A

Aiad

ATTENTION!
An ESDS device (electrostatic discharge-sensitive device) is any device at risk of damage or
malfunction due to electrostatic discharges (ESD) and thus requires special measures to prevent

such damage or malfunction. Systems and modules with ESDS devices usually bear the following
symbol:

Symbol Indicating Devices with ESDS Components
The following measures will help to protect ESDS components from damage and malfunction.

When preparing to dismantle or install devices:
Ground your body (for example, by touching a grounded object) before touching sensitive devices.

Ensure that you wear a grounding strap on your wrist when handling such devices. These straps must
in turn be attached to an uncoated, non-conductive metal part of the system.

Use only tools and devices that are free of static electricity.

When transporting devices:

Devices must only be touched or held by the edges. Never touch any pins or conductors on the device.

When dismantling or installing devices:

Avoid coming into contact with persons who are not grounded. Such contact may compromise your
connection with the earth conductor and thus also compromise the device's protection from any
static charges you may be carrying.

When storing devices:

Always store devices in ESD-proof ("antistatic') bags. These bags must not be damaged in any way.
ESD-proof bags that are crumpled or have holes cannot provide effective protection against
electrostatic discharges.

ESD-proof bags must have a sufficient electrical resistance and must not be made of conductive
metals if the device has a lithium battery fitted on it.

12
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2 Important Safety Information

2.11 Return of Electrical and Electronic Equipment

15

ATTENTION!

WEEE Directive on Waste Electrical and Electronic Equipment 2012/19/EU
(WEEE Waste Electrical and Electronic Equipment)

Waste Separation
Product Category: According to the device types listed in Annex | of the WEEE Directive,
this product is classified as "IT and Telecommunications Equipment".

This product satisfies the labeling requirements of the WEEE Directive. The product symbol on
the left indicates that this electronic product must not be disposed of in domestic waste.

Return and Collection Systems
When disposing of your old equipment, please use the national return or collection systems
available to you. Alternatively, you may contact Meinberg, who will provide further assistance.

The return of electronic waste may not be accepted if the device is soiled or contaminated in
such a way that it potentially presents a risk to human health or safety.

Return of Used Batteries
The EU Battery Directive prohibits the disposal of batteries marked with the WEEE trashcan
symbol above in household waste.

LANTIME Firmware 7.00 Date: February 28, 2022 13



3 Before you start

3.1 Text and Syntax Conventions

This chapter briefly describes the text and syntax conventions used in this manual.

Web Interface: example "Menu Network"
Submenu "Network — Network Interfaces"
Items in Submenu "Network — Network Interfaces — [Pv4"

The menu navigation is logically separated by an right arrow ()—.

Directory names / Paths Example: Lantime configuration file
The directory names and paths are displayed in italics.

Code and CLI Commands

- cmd/www-upload.htm

#Program code and CLI commands are displayed in a grey box with monospace
font.

User passwords:
The following characters are currently allowed for user passwords and shared secret:

Allowed character set for both:

validchars[] = abcdefghijkimnopgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXYZ
0123456789
= #°@/+]

14 Date: February 28, 2022 LANTIME Firmware 7.00



3 Before you start

3.2 Required Tools

LANTIME IMS SERIES

—

LANTIME LANTIME LANTIME LANTIME LANTIME LANTIME LANTIME
M1000 M1000S M2000S M3000 M3000S M4000 M500

Mounting TORX T20 TORX T20 TORX T20 TORX T20 TORX T20 TORX T20 X
Rackears

Mounting Phillips

DIN rail X X X X X X PH1 x 80
Replacing TORX T8 TORX T8 TORX T8 TORX T8 TORX T8 TORX T8 TORX T8

IMS modules
EAN TORX T8
| . TORX T8 TORX T8 TORX T8 TORX T8 X Flat head X
nstallation N
Screwdriver
LANTIME SERIES
LANTIME LANTIME LANTIME LANTIME LANTIME LANTIME S
M100 M200 M300 M400 M600 M900 Y

Mounting

Rockears X TORX T20 TORX T20 X TORX T20 TORX T20 X
Mounting Phillips Phillips

DIN rail PH1 x 80 X X PH1 x 80 X X X

Replacing

Modules X X X X X TORX T8 TORX T10

- Figure: Required tools from left to right -

INBUS 2,5mm, Phillips PH1 x 80,
Flat head Screwdriver,

TORX T20, TORX T8

LANTIME Firmware 7.00
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3.3 Abbreviation List

AFNOR Association Francaise de range (PTP)
Normalisation time codes P Internet Protocol
AC Alternating Current IP 20 Protection Class 20
ASCII American Standard Code for IRIG Inter-range instrumentation group
Information Interchange time codes
BMC Best Master Clock LCD Liquid Crystal Display
BNC Bayonet Neil Councilman connector LDAP(S) Lightweight Directory Access Protocol
Bps Bytes per second LED Light-Emitting Diode
bps Bits per second LINUX Unix-like multi-user computer
CAT5 Standard Network Cable operating system
CET Central European Time LIV Line Interface Unit- an module for
CLl Command Line Interface generation E1/T1 Signals, both
DB9 Connector do type D-subminiature MBit/s (framed) and Clock (unframed)
DC Direct Current LNE Local Network Extention,
DCF77 Is a longwave time signal. DCF77 additional Ethernet Ports
stands for D=Deutschland (Germany), MAC Media Access Control
C=long wave signal, F=Frankfurt, MD5 Message-Digest cryptographic
77=frequency: 77.5 kHz. hash function
DCFMARK  Single pulse with a programmable MESZ Middle European Summer Time
date and time MEZ Middle European Time
DHCP Dynamic Host Configuration Protocol MIB Management Information Base
DNS Domain Name Server MRS Multi Reference Source
DSCP Differentiated Services Code Points MSF Time signal transmitter in
DST Daylight Saving Time Anthorn, UK
E1 European digital transmission signal NIST National Institute of
at 2.048 MHz used in telecommunication Standards and Technology
networks. NMEA Communication standard from
E2E End-to-end National Marine Electronics
ETH Ethernet Association
FTP File Transfer Protocol NTP Network Time Protocol
FW Firmware NTPD NTP Deamon
GE / GbE Gigabit Ethernet osv Original Shipped Version
GLONASS  GLObal NAvigation Satellite System (Firmware)
from Russian Aerospace Defense ouTt Output
Forces P2P Peer-to-Peer
GND Ground (Connector) PLC Programmable Logic Controller
GNSS Global Navigation Satellite System PLL Phase Locked Loop
(GPS, GLONASS, Galileo, Beidou) PPM Pulse per Minute
GOAL GPS Optical Antenna Link PRP Parallel Redundancy Protocol
GPS Global Positioning System (USA) PPS Pulse per Second
GSM Global System for Mobile PPH Pulse per Hour
Communications PTB Physical - Technical Institute
HMI Human-Machine Interface Braunschweig / Germany
HP Horizontal Pitch - is a unit measure PTP Precision Time Protocol
the horizontal width of rack mounted RAM Random Access Memory
electronic equipment RF Frequency of radio waves,
HPS High Performance Synchronization from 3kHz to 300GHz
PTP/NTP/SyncE GBit module RG58 Standard coaxial cable used to
HSR High-availability Seamless Redundancy connect an antenna and a receiver
HTTP Hypertext Transfer Protocol RJ45 Ethernet Connector with 8 conductors
HTTPS Hypertext Transfer Protocol Secure RMC Remote Monitoring Control
IEC International Electrotechnical RoHS Restriction of Hazardous Substances
Commission RPS Redundant Power Supply
IED Intelligent Electronic Devices RS232/485  Serial port levels
IEEE Institute of Electric and RSC Redundant Switch Control unit
Electronic Engineers RX Receiving Data
IEEE 1588  Protocol for high-precision SBC Single Board Computer
synchronization in nanosecond SDuU Signal Distribution Unit
16 Date: February 28, 2022 LANTIME Firmware 7.00



3 Before you start

SHA-1
SMB
SNMP
SNTP
SMTP
SPS
SSH
SSuU

SSM

ST
Stratum
SYSLOG
TACACS

TCG
TCR

Secure Hash Algorithm 1
Subminiature coaxial connector
Simple Network Management Protocol
Simple Network Time Protocol
Simple Mail Transfer Protocol
Standard Positioning System
Secure SHell network protocol
Synchronization Supply Unit,
specific clock used in
telecommunication networks

Sync Status Messages,

clock quality parameters in
telecommunication networks.
Bayonet-lock connector

Value defines the NTP hierarchy
Standard for computer data logging
Terminal Access Controller

Access Control System

Time Code Generator

Time Code Receiver for IRIG A/B,

T

TCP
TTL
X

uDP
UMTS

UNIX
uTC

VLAN
WWVB

AFNOR or IEEE1344 codes

North American telecommunication
signal at 1.544 MHz frequency
Transmission Control Protocol
Transistor-to-Transistor Logic
Data Transmission

Unit - is a unit measure the vertical
height of rack mounted electronic
equipment.

User Datagram Protocol

Universal Mobile
Telecommunications System
Multitasking, multi-user computer
operating system

Universal Time Coordinate

Virtual Local Area Network

Time signal radio station

Fort Collins, Colorado (USA)
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4 Introduction

A LANTIME is a multi-purpose time and frequency synchronization solution with a flexible approach to support
a large number of synchronization requirements in different applications and network environments. The system
combines a powerful CPU with dedicated hardware like reference clocks or I/O modules, creating a powerful
network appliance that supports almost all commonly used time and frequency synchronization protocols and
signals.

The basic installation of a LANTIME Server is a very easy and straightforward process. After installing
the hardware, the network address, the netmask and the default gateway have to be configured to be able to
access the web GUI. If everything is set up correctl,y as soon as the device is reachable over the network, it
can start serving time via NTP and/or PTP.

In addition to the time sync protocols NTP and PTP, the LANTIME system supports a number of additional net-
work protocols primarily used for remote management of the system: HTTP(S), FTP, SSH and Telnet. Remote
configuration, status checks and other maintenance procedures like firmware updates or configuration backups
can be controlled from any WEB browser. For security reasons, every protocol can be enabled or disabled for
each configured IP address, allowing to reduce potential attack vectors and effectively control access to the
device.

Status changes, alarms or other important events are logged in local log files and additionally can be forwarded
to external SYSLOG servers. A number of notification protocols are supported to integrate the LANTIME system
into already existing IT monitoring solutions. For example, SNMP traps or automatically generated e-mails
are two potential options for notifying IT administrators about important events.

Installing multiple LANTIME devices in one network is a way to create redundancy for important network
time synchronization services.
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4 Introduction

4.1 Network Configuration Concept

The LANTIME system supports a wide range of different network environments due to its flexible and powerful
network configuration concept. A separation between physical and logical ('virtual') interface configurations
covers almost all possible requirements for datacenters, telecommunication backhaul networks and industrial
network environments.

Each LANTIME server has at least one physical ethernet interface which is provided by the CPU module
(lan0). Additional network interfaces can be provided by network expansion cards (LNE or TSU cards) or on
backplanes (depending on model). These additional physical interfaces can be used to provide synchronization
services to multiple physical network segments, to separate management and synchronization networks or to
combine multiple ethernet interfaces to form redundant connections ("bonding"). The 7th generation of LANTIME
firmware (LTOS7) can manage up to 99 physical network interfaces as a theoretical maxmium.

Configuration of IPv4 and IPv6 addresses is done based on logical interface configurations. Each logical
interface is assigned to one physical ethernet port and can be configured to use one IEEE 802.1q VLAN ID. The
current firmware version supports up to 99 logical interfaces per server and all of those could be theoretically
assigned to a single physical port.

The network ports of TSU modules (for PTP and Hardware-NTP) are not providing this logical interface
functionality and are limited, at least in the current firmware version, to one IPv4/IPv6 address and one VLAN
ID per physical interface. Redundancy and connectivity to multiple network segments and VLANSs can be
achieved by adding multiple TSU cards in a system.

For each logical interface the available network services for synchronization (NTP, TIME, .) and manage-
ment (HTTP, HTTPS, SSH, SNMP, TELNET, ..) can be enabled/disabled individually. This allows to only
provide synchronization on one |IP address and remote access the unit for management tasks over a different IP
address.

4.2 Additional Features

e external NTP timeserver

e free configuration of NTP: thereby MD5 authentication and access control via address & mask restriction
e extended menu guidance for configuration and monitoring via Telnet, SSH or serial terminal interface

e optional up to 3 RJ45/10/100 MBit Ethernet interfaces

e extended HTTP statistic support with long-term graphic and access statistic to NTP

e alarm messages can be displayed on external large display VP100/20/NET

e USB memory stick slot for extended functionality: software update, transfer of secure certificates, log files
and configurations, keypad locking

4.3 User Interface

e Terminal connection via serial interface, status LED

e Web browser interface with graphical statistic of the one-day cycle offsets

e Telnet or Secure Shell Login for password protected operation of the Linux operating system
e FTP access for updating the operating system and downloading log files

e Simple Network Management Protocol for automatically SNMP-Traps in case of alarm

e SYSLOG messages can be passed to different computers

e Configurable e-mail notification

e Simulation of a synchronous radio clock in order to operate without antenna
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4.4 Input and Output Options

e Additional Ethernet RJ45 connectors available (eight in 3U housing, four in 1U housing and eight addi-
tional connectors in HS - XL railmount housing)

Frequency and pulse outputs via BNC connectors (e.g. 10 MHz, 2.048 MHz, PPS)
Higher free running accuracy with optional oscillators (OCXO)
IRIG-B outputs

e ANZ14NET or VP100/20/NET as display connected via network

Additional Ethernet RJ45 connectors available:

System Type CPU-CO5F1 CPU-C15G2 (Q7)

LANTIME M4000 up to 25 (+24) Network Ports up to 26 (+24) Network Ports
LANTIME M3000 up to 25 (+24) Network Ports up to 26 (+24) Network Ports
LANTIME M1000 up to 17 (+16) Network Ports up to 18 (+16) Network Ports
LANTIME M500 up to 9 (+8) Network Ports up to 10 (+8) Network Ports
LANTIME M900 up to 9 (+8) Network Ports

LANTIME M600 up to 5 (+1) Network Ports

LANTIME M400 up to 5 (+4) Network Ports

LANTIME M300 up to 6 (+4) Network Ports

20
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4 Introduction

4.5 The Network Time Protocol (NTP)

The NTP protocol has been invented in the 1980’s by Dave L. Mills at the University of Delaware. The ambi-
tion was to achieve the highest possible time synchronization accuracy for computers across the network. The
protocol and related algorithms have been specified in several RFCs.

The public domain software package called NTP is the reference implementation of this protocol. Since the
original implementation NTP has been enhanced and is now widely used around the world. The protocol
supports an accuracy of time down to nanoseconds. However, the real accuracy which can be achieved also
depends on the operating system and the network performance.

The current NTP v4 protocol version has being standardized by the IETF, and the basic format of the net-
work packets is compatible with earlier NTP versions, so current NTP implementations can be used together
with older versions, unless specific NTP v4 features are being used. In addition to NTP there’s also a simplified
version called SNTP (Simple Network Time Protocol) which uses the same TCP/IP UDP packet structure like
NTP but due to the simpler algorithms, it usually provides only reduced accuracy and is thus mostly used for
simple clients. The NTP package contains a background program (daemon or service) which synchronizes the
computer’s system time to one or more external reference time sources which can be either other devices on the
network, or a hardware reference time source connected to the computer.

Additionally, the NTP distribution contains programs which can be used to control or monitor the time syn-
chronization status, and a complete set of documentation in HTML format.

Learn more about the Network Time Protocol in our white paper "Computer Time Synchronization Concepts"
chapter 6: https://www.meinbergglobal.com/english/info/#whitepaper

4.5.1 Computer Platforms Supported by NTP

NTP’s native operating system is UNIX. Today, however, NTP runs under many UNIX-like systems, and NTP
v4 has also been ported to Windows. It can be used under Windows NT, Windows 2000, and newer Windows
versions up to Windows Vista, Windows 7 / Windows 8 and Windows Server 2008 / 2012.

The standard NTP distribution can not be run under Windows 3.x and Windows 9x/ME because there are
some kernel features missing which are required for precision time keeping. For Windows 9x/ME and other
platforms which are not supported directly by the NTP package there are some NTP or SNTP programs
available on the internet. An overview of available programs can be found on the NTP support home page:
http://support.ntp.org/bin/view/Main/ExternalTimeRelatedLinks
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4.6 Option: Precision Time Protocol (PTP) / IEEE 1588

Precision Time Protocol (PTP or IEEE 1588) is a time synchronization protocol that offers sub-microsecond
accuracy over a standard Ethernet connection. This accuracy can be achieved by adding a hardware times-
tamping unit to the network ports that are used for PTP time synchronization. The timestamping unit captures
the exact time when a PTP synchronization packet is sent or received. These timestamps are then taken into
account to compensate for transfer delays introduced by the Ethernet network.

In PTP networks there is only one recognized active source of time, referred to as the Grandmaster Clock.
If two or more Grandmaster Clocks exist in a single network, an algorithm defined in the PTP standard is
used to determine which one is the ,best” source of time. This ,Best Master Clock” algorithm must be imple-
mented on every PTP/IEEE1588 compliant system to insure that all clients (,Slave Clocks”) will select the same
Grandmaster. The remaining deselected Grandmaster Clocks will ,step back” and enter a passive mode, mean-
ing that they do not send synchronization packets as long as that is being done by the designated Grandmaster.

The existing network infrastructure components play a big role in a PTP network and directly influence the
level of accuracy that can be achieved by the clients. Asymmetric network connections degrade the accuracy,
therefore classic layer 2 and 3 Ethernet switches with their “store and forward” technology are not suitable for
PTP networks and should be avoided. With activating the HQ-Filter (see chapter HQ-Filter) the Jitter can be
eliminated. Simple Ethernet hubs with fixed pass-through times are not a problem. In large networks, special
switches with built-in PTP functionality help to maintain high accuracy even over several subnets and longer
distances. These components act as "Boundary Clocks" (BC) or "Transparent Clocks" (TC). They compensate their
internal packet processing times by using timestamping units on each port. When acting as a Boundary Clock,
they synchronize to the Grandmaster clock, and in turn act as a Master to the other subnets they are connected
to. When acting as a Transparent Clock, then the "residence time" of the Masters’ Sync-Packet is measured and
added to the packet as a correction value. Internally the PTP timescale TAIl (see chapter Timescale in Global
Parameters).
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4 Introduction

4.6.1 General Information

The internal PTP card acts as a network interface card (10/100MBit) with an integrated hardware time stamp
unit to obtain time stamps in PTP compatible networks. In conjunction with a single board computer running
the PTP protocol stack and a reference time source (PTP master only) the module is capable of building a PTP
Master or Slave system:

. Network Interface Card use Single Board Computer
10/100MBit > < >
LAN PTP Time Stamp Unit PTP Protocol Stack
10MHz PPS

1

1

1

1

I

1 .
\ Reference Time Source
| GPS Receiver
]

I

1

1

1

I

PTP Master System only

The Time Stamp Unit, integrated in an FPGA (Field Programmable Gate Array, a programmable logic device),
checks the data traffic on the Mll-interface between the PHY receiver (physical connection to the network) and
the Ethernet controller (MAC) on the PTP module. If a valid PTP packet is detected, the time stamp unit takes
a time stamp of that packet which is read by a single board computer (SBC) running the PTP software. The
configuration and status traffic between the PTP board and main SBC is done over a USB connection.
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4.6.2 Functionality in Master Systems

Time Stamp Unit PTP Master

" 10M/activity
) RJ45 with | ¢——— MAC UsB 1.1
10/100MBit | magnetics  [100M/activity| pHyceiver | Milinterface <uss | ushub | | to computer
LAN 4 and LEDs Rx/Tx < »| controller |« > —>
< > module
-~ T 'y
usB
10 Mhz from GPS > ontrol microcontroller |_control, FPGA
_ FPGA T with integrated configuration
PPS from GPS 4 M; progr. memory |<-d2ta_ memory

After power up, the module accepts the absolute time information (PTP seconds) of a reference time source (e.g.
GPS reference clock) only once, and the PTP nanoseconds are set to zero. If the oscillator frequency of the
reference time source has reached its nominal value, the nanoseconds are reset again. This procedure leads to
a maximum deviation of 20 nsec of the pulse per second (1PPS) of the PTP Master compared to the 1PPS of
the GPS reference clock. The reference clock of the PTP board’s time stamp unit (50 MHz) is derived from the
GPS disciplined oscillator of the reference time source using a PLL (Phase Locked Loop) of the FPGA. The
achieves a direct coupling of the time stamp unit to the GPS system.
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4 Introduction

4.6.3 Functionality in Slave Systems

Time Stamp Unit PTP Slave

n 10M/activity
) RJ45 with ] MAC usB 1.1
10/100l\|/—IAB;\'f < | magnetics [LQ0M/activityl pHyceiver | Milinterface controller |«4sB»| USBhub | | o tocomputer
and LEDs Rx/Tx T module
T UsB
status LEDs | status
| clock +
10 MHz < control microcontroller
pps ¢ FPGA < with integrated
I —2d/data | orogr memory
Y
driver PWM time code
programmable o clock | data | control
outputs +«—71—| circuits control
v l
. control FPGA
filter and

. It : :
m.odulated < driver circuit oscillator :Vo %° | pac configuration

time code memory

After decoding valid time information from a PTP Master, the system sets its own PTP seconds and nanoseconds
accordingly. The PTP offset calculated by the PTP driver software of the single board computer is used to
adjust the master oscillator of the TSU-USB. This allows the PTP Slave to generate very high accuracy output
signals (10 MHz/1PPS/IRIG).
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4.6.4 PTPv2 IEEE 1588-2008 Configuration Guide

Setting up all devices in a PTP synchronization infrastructure is one of the most important parts in a network
time synchronization project. The settings of the involved Grandmaster clocks as the source of time and the
end devices (“Slaves”) have to match in order to allow them to synchronize and avoid problems later, when
the PTP infrastructure is deployed to production environments. In addition to that, the use of PTP aware
network infrastructure components, namely network switches, introduces another set of parameters that have to
be harmonized with the masters and slaves in a PTP setup.

It is therefore very important to start with making decisions how the to-be-installed PTP synchronization
solution should operate, e.g. should the communication between the devices be based on multicast or unicast
network traffic or how often should the masters send SYNC messages to the slaves.

This chapter lists the most important options and their implications on a synchronization environment in general.
A detailed explanation of the configuration settings within the LANTIME configuration interfaces can be found
later within this documentation.

4.6.4.1 General Options

The following general mode options have to be decided before deploying the infrastructure:

Layer 2 (Ethernet) or Layer 3 (UDP/IPv4) connections
Multicast or Unicast

Two-Step or One-Step Operation

End-to-End or Peer-to-Peer Delay Mechanism

)
)
)
)

W N =

The above options need to be defined for the whole setup, if devices do not stick to the same settings, they
will not be able to establish a working synchronization link.

4.6.4.2 Network Layer 2 or Layer 3

PTP/IEEE 1588-2008 offers a number of so-called mappings on different network communication layers. For
Meinberg products you can choose between running PTP over IEEE 802.3 Ethernet connections (network Layer
2) or UDP/IPv4 connections (Layer 3).

Layer 3 is the recommended mode, because it works in most environments. For Layer 2 mode the network
needs to be able to provide Ethernet connections between master and slave devices, which is often not the case
when your network is divided into different network segments and you have no layer 2 routing capabilities in
your network infrastructure.

The only benefit of using Layer 2 mode would be a reduced traffic load, because the transmitted network
frames do not need to include the IP and UDP header, saving 28 bytes per PTP packet/frame. Due to the fact
that PTP is a low traffic protocol (when compared to other protocols), the reduced bandwidth consumption only
plays a role when low-bandwidth network links (e.g. 2Mbit/s) have to be used or in pay-per-traffic scenarios,
for example over leased-line connections.
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4 Introduction

4.6.4.3 Multicast or Unicast

The initial version of PTP (IEEE 1588-2002 also known as PTPv1) was a multicast-only protocol. Multicast
mode has the great advantage that the master clock needs to send only one SYNC packet to a Multicast address
and it is received by all slave devices that listen to that multicast address.

In version 2 of the protocol (IEEE 1588-2008) the unicast mode was introduced in addition to the multicast
mode. In unicast mode, the master has to send one packet each to every slave device, requiring much more CPU
performance on the master and producing orders of magnitudes more traffic.

On the other hand, some switches might block multicast traffic, so that in certain environments, Unicast mode
has to be used.

4.6.4.4 Two-Step or One-Step

The PTP protocol requires the master to periodically send SYNC messages to the slave devices. The hardware
time stamping approach of PTP requires that the master records the exact time when such a SYNC packet
is going on the network wire and needs to communicate this time stamp to the slaves. This can be achieved
by either sending this time stamp in a separate packet (a so-called FOLLOW-UP message) or by directly
manipulating the outgoing SYNC message, writing the hardware time stamp directly into the packet just before
it leaves the network port.
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4.6.4.5 End-To-End (E2E) or Peer-To-Peer (P2P) Delay Measurements

In addition to receiving the SYNC/FOLLOWUP messages a PTP slave device needs to be able to measure the
network delay, i.e. the time it took the SYNC message to traverse the network path between the master and
the slave. This delay is required to correct the received time information accordingly and it is measured by
the slave in a configured interval (more about the message intervals later). A delay measurement is performed
by sending a so-called DELAY_REQUEST to the master which timestamps it and returns the timestamp in a
DELAY_RESPONSE message.

IEEE 1588-2008 offers two different mechanisms for performing the delay measurements. A slave can either
measure the delay all the way to the master, this is called End-To-End (or E2ZE in short) or to its direct network
neighbors (which would in almost all cases be a switch — or two in a redundant setup), using the Peer-To-Peer
delay measurement mechanism (P2P). The delay measurements of all links between the master and the slave
are then added and accumulated while a SYNC packet is traversing the network.

The advantage of this method is that it can dramatically reduce the degradation of accuracy after topology
changes. For example: in a redundant network ring topology the network delay will be affected when the ring
breaks open and network traffic needs to be redirected and flows into the other direction. A PTP slave in a
sync infrastructure using E2E would in this case apply the wrong delay correction calculations until it performs
the next delay measurement (and finds out that the network path delay has changed). The same scenario in a
P2P setup would see much less time error, because the delay of all changed network links were already available.

The drawback: the P2P approach requires that all involved PTP devices and all switches support this mecha-
nism. A switch/hub without P2P support would in the best case simply pass the so-called PDELAY messages
through and as a result degrade the accuracy of the delay measurements. In the worst case it would block/drop
the PDELAY messages completely, which effectively would result in no delay measurements at all.

So, E2E is the only available choice if you are running PTP traffic through non-PTP-aware switches. It is a
reasonable choice if you are not using redundant network topologies or can accept that the delay measurements
are wrong for a certain amount of time.
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4 Introduction

4.6.4.6 Message Rate Settings

The decision between the different general mode options is mainly dictated on the network environment in which
the PTP infrastructure is installed. In addition to the mode selection, a number of intervals for certain types of
PTP network messages needs to be defined. In most cases, the default values as defined in the standard are a
safe bet, but there are applications and scenarios where a custom message rate is required.

A possible example is a situation where the PTP infrastructure is integrated within an environment with high
network load. In this case, the PTP packets can be affected by the effect of packet delay variation (PDV). An
increase of the PTP message rate(s) can avoid synchronization problems due to packet queuing within non-PTP
compliant switches which might cause false measurements. At higher rates, these false measurements can be
detected and corrected faster as compared to lower rates at the cost of increased traffic.

The message rates for the following message types can be changed:

1)  ANNOUNCE messages
2) SYNC/FOLLOWUP messages
3) (P)DELAY_REQUEST messages

4.6.4.7 ANNOUNCE Messages

These PTP messages are used to inform the PTP network participants about existing and available master
clock devices. They include a number of values that indicate the potential synchronization accuracy.

The procedure used to decide which of the available devices (that could become masters) is selected is called the
“best master clock algorithm” (BMCA). The values that are used in this BMCA are read from the ANNOUNCE
messages that potential masters send out periodically.

The rate at which these messages are sent out are directly affecting the time that is required by a slave
device to select a master and to switch to a different master in case the selected one fails.

Multiple devices can simultaneously transmit ANNOUNCE messages during periods in which no master has
been selected (yet). This happens for example when a PTP network is powered up, i.e. all devices are starting
to work at the same time. In this case all devices that consider themselves (based on their configuration and
status) being capable of providing synchronization to all the other PTP devices will start to send out AN-
NOUNCE messages. They will receive the other candidates’ ANNOUNCE messages as well and perform the
BMCA. If they determine that another candidate is more suitable to become the master clock, they stop sending
ANNOUNCE messages and either become slave devices or go into "PASSIVE" mode, waiting for the selected
master to stop sending ANNOUNCE messages. This is determined to be the case when no ANNOUNCE
message is received within 3 ANNOUNCE message intervals.

As an example, if the ANNOUNCE interval has been configured to be 2 seconds (one message every 2 sec-
onds, the default value), the master is considered to have failed when no message has been received for 6 seconds.

In order to choose a master (a backup master clock or the primary one during initialization) the devices require
to receive at least two consecutive ANNOUNCE messages. Continuing our example, it would take the 6 seconds
to determine that the current master has failed and another 4 seconds to select the new one. That means an
ANNOUNCE interval of 2 seconds translates into at least 10 seconds of “switching time” and 4 seconds of
“initial master clock selection time”. So, choosing a shorter ANNOUNCE message interval will allow a faster
switching to a backup master clock, but it can lead to false positives when the chosen interval is too short for
the network environment.

LANTIME Firmware 7.00 Date: February 28, 2022 29



4.6.4.8 SYNC/FOLLOWUP Messages

The selected master clock sends out SYNC (and, in Two-Step environments, the corresponding FOLLOWUP)
messages in a configured interval. This interval (default value is one SYNC/FOLLOWUP packet every second)
determines how often the slave devices receive synchronization data that allows them to adjust their internal
clocks in order to follow the master clock time. Between receiving two SYNC messages, a slave clock runs free
with the stability determined by its own internal time base, for example a crystal oscillator. One important
factor for deciding on the SYNC interval is the stability of this oscillator. A very good oscillator requires a lower
SYNC message rate than a cheaper, low-accuracy model. On the other hand you directly affect the required
network bandwidth by changing the SYNC interval.

For Meinberg slave devices, the default one-SYNC-every-second setting is more than enough to achieve the
highest possible synchronization accuracy.

4.6.4.9 (P)DELAY_REQUEST Messages

As explained in the General Mode Options chapter (see the “End-To-End or Peer-to-Peer” section), the delay
measurements are an important factor for achieving the required accuracy. Especially in E2ZE mode, the network
path delay measurements play a crucial part in the synchronization process. Per default, the slaves will perform
delay measurements every 8 seconds, resulting in sending and receiving one packet. This can be increased in
case the network path delay variation in the network is relatively large (i.e. the time it takes for the SYNC
message to reach the slave varies a lot) or the slave devices have to tightly follow the master and adjust their
time base (oscillator) very often due to its instability.

Meinberg slave devices will limit the effect of an outdated path delay measurement by using filters and opti-
mized PLL algorithms. This avoids that a clock “jumps around” and basically monitors the time difference to the
master clock carefully for a certain amount of time before adjusting its own clock. With a low cost time base this
is not possible, because the instability (i.e. temperature-dependent drift and overall short term stability/aging
effects) and therefore these slaves would require to perform as many delay measurements and receive as many
SYNC/FOLLOWUP messages as possible.

For P2P mode the delay request interval is not as critical, simply because the delay variation on a single-hop link
(L.e. from your slave device to its switch) is very stable and does not change dramatically in typical environments.

Current firmware versions of Meinberg Grandmaster clocks (V5.32a and older) do not offer changing the Delay
message rate in Multicast mode, it is fixed to one delay request every 8 seconds. Since this is actually a value
that is transmitted in the DELAY_RESPONSE message as a maximum value, the slave devices are not allowed
to perform delay measurements more often.
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4 Introduction

4.6.4.10 HQ Filter

If you use non PTP aware switches in a network where PTP should be used then the timing accuracy of the
offset depends on the characteristic of the switches. Non PTP switches will cause time jitters (due to non
deterministic delays in each path direction) in PTP measurement. In this section, the term "jitter" is used to
describe the maximum deviation of the measured offsets around a certain mean value. This time jitter of stan-
dard non-PTP compliant switches can be in the range of 100 ns up to 10000 ns. When using routers this jitter
can be even higher. To reduce this time jitter the HQ filter can be activated to achieve a better PTP slave
synchronization quality. With Layer2 switches the accuracy can be achieved in the range of submicro seconds.
Also Jitter caused by high network load and faulty measurements will be eliminated

Functionality

After activating the HQ-Filter some PTP measurements will be done first without controlling the timing of
the PTP slave. This phase will be indicated by an extra hint "init" in the current status of the PTP slave.
During this phase the maximum jitter of the PTP offset, the path delay and the current drift of the internal
oscillator will be calculated by statistical methods. The only filter parameter which can be set by the user is
the estimated accuracy which will set the maximum expected range of the incoming time jitter. All input values
that are out of this range will be dropped. The maximum jitter of the input will be updated continuously during
normal operation. By default estimated accuracy will be set to 1s to determine the maximum jitter automatically.

PDSC

PDSC means "Path Delay Step Compensation”. The PDSC feature tries to eliminate jumps of the PTP path
delay, so that there will be no effect on the timing accuracy. Such a jump of the PTP path delay (which
should be usually constant) will be caused by changing the topology of the PTP network which could happen
in SDH networks for example. The change of the PTP path delay is only detected, if the step is larger than
the measured time jitter. This feature is an extension of the HQ-Filter and therefore the HQ-Filter has to be
activated.
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5 Unboxing

After unpacking the LANTIME time server, please check the contents for completeness - regarding to the in-
cluded packing list.

-
’ M200 - optional ]

(|

®
-]

M300/M600

E TEBERG @

NI

A LANTIME Package Contents

1 Assembly brackets for 19 Inch rack mounting (optional for LANTIME M200)
2. Protection spacer (M200 / M300 / M600)
3. Screws for brackets (M200 / M300 / M600)
4 3-pin DFK connector or 5-pin DFK connector
(additional connector in case of AC/DC or DC power supply)

5. USB stick with software and documentation
6. Power cord (only in case of AC power supply)
7. Option: power cable with 5-pin connector

Only with delivered Antenna

8. Antenna

9. Optional: cable for surge voltage protector
10. Antenna cable

11. Optional: surge voltage protector with bracket
12. Brackets for pole or wall mounting

13. Pole for antenna mounting (GPS Antenna)
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B Mounting Kit for GPS Antenna
(wall or pole mounting)

C Mounting Kit for Long Wave Antenna
(wall mounting)

Note: Please read the safety instructions and the manual carefully to familiarize yourself
with the safe and proper handling of electronic devices. The product documentation
can be found on the USB Flash Memory.
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6 LANTIME Installation

Connecting the LANTIME
Entering the IP Address

Connecting the Antenna

Configuration via the Web Interface

Connecting the LANTIME

Figure: LANTIME Connection diagram * TCG = Time Code Generator, LW = Long Wave Receiver, GNSS
= Global Navigation Satellite System

Make sure that the power switch (if available) is in the "0" position (off), and plug the power cord into the
power socket of your LANTIME. Then connect the device to your computer network using a suitable network
cable. After switching on power, the following message is displayed:

MEINBERG LANTIME
is booting
please wait ...

After running a number of power-on self tests, the time server is in operation mode and the main screen appears.
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Entering the IP Address
Initial installation requires setting up an IP address, netmask and (in most network environments) a default

gateway. To get an overview of the current configuration, press F2. Press F2 again to enter the Network
SETUP screen:

MRS: Sync to GNSS Ref. Time ->Interfaces <-
NTP: Offs. Ous OK Time Service OK Global Cfg.
Tue, 16.05.2017 E— ->Network <- E— Services
UTC 13:24:20 System Add Interf.
OK¢
Use Up and Down ->IPv4 Parameter -> LAN Address
to select Port OK IPv6 Parameter OK LAN Netmask
1an0:0 #1lo£f5 — Link Mode —_— Gateway
->172.28.11.2

ok |

Set LAN Address
IPv4 1lan0:0
DHCP: enabled
->172.28.11.26

Navigate to "Interfaces" using the arrow keys and press OK to change to the configuration menu of the connected
network interface. You can select the network port with the "Down" and "Up" arrow keys ({ | 1).

Entering the IP Address manually (not using DHCP)
Deactivate DHCP and set up a valid IP address, netmask and (if required) a default gateway. This can be done
by selecting a field with the arrow keys. Then press OK to switch to edit mode.

The cursor can be moved using the < | — arrow keys, the value underneath the cursor can be modified
with | | 1. Confirm your changed values with OK and F2.

Connecting the Antenna
Connect the antenna cable with the antenna socket of your LANTIME. In case of a short-circuit, the following
message appears in the display:

ANTENNA
SHORT-CIRCUIT

DISCONNECT POWER
[ B |

In such a case, switch off the device and check the antenna cable. Instructions for installing the antenna are
included in the corresponding chapter ,Mounting the Antenna“ of the manual which is available in the ,Manual”
folder of the USB flash drive.
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Configuration via the Web Interface
The system configuration can now be changed via the network using a WEB browser or a Telnet / SSH client.

Connect to the web interface by entering the IP address of the LANTIME into the address field
of your web browser:

1. Accessing the Web Interface
Type in the IP of your LANTIME into the address fieldhttp://xxx.xxX.XXX.XxXX

2. LOGIN
user: root
password: timeserver
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7 Security User Guide / Security Advisories

This Chapter describes the configuration of a LANTIME series operating system (LTOS) in terms of security
features. It is divided in the following sections: general overview, securing the management, securing the time
services and additional information about event log delivery. Finally, some advisories for the update process of
a LANTIME are given.

The general knowledge about public key infrastructures, RSA, symmetric keys and the protocols SSL, SSH,
NTP and SNMP is assumed.

Client

=

A
¥
www/lan/man -~

5 &

N
& & |

ﬁ\ I
o000 LANTIME server
GPS/PPS .. —
A B
7
.
’
/
’
’
<& 2 Q
S & R X
NS

Legend:
. \
considered secure \
N N
» N
can be configured to be secure “
unsecure ]
»
L

Time control network

Figure 7.1: LANTIME Services
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7.1 General Informations

Before starting with the configuration, take a look at Figure 7.1 to identify the possible services that can be
configured to be secure.

In general, a secure management of the LANTIME is possible with SSH, HTTPS and SNMP. If the con-
figuration via SNMP is desired, the usage of version 3 is the only way to get a secure connection to manage
the system. It is a good practice to deactivate all services that are not in use, to minimize the attack surface. So
if possible, only enable one of the services (SNMP has not the full configuration support, but you can activate
the other services over SNMP)!

The delivery of secured time information is only available for NTP. Please note, that the NTP protocol only
supports integrity and authenticity but no confidentiality. PTP does not currently support IT security functions.
These are only planned for the next protocol standard. For this reason, you must still use NTP to ensure secure
time synchronization.

Another important advisory is to use the newest browsers and service clients to support the selection of the

best security algorithms for server and client communication. A timely installation of updates can also close
known vulnerabilities and minimize the risk of a successful attack.

Client

ntp clent

HTML

symmetric key / autokey

LANTIME series

Firmware LTOS

Firewall

Time services

Management

ntp Server
scp
sftp

USB with proprietary binar USB with proprietary binary protocol
protocol / ssh if not disabled not further secured

Other cards with USB Cards without USB

TSU fifmware / firewall driver software electrical connected only

scp
sftp

Figure 7.2: The secure protocols in detail
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The current firmware version LTOS V7 of Meinberg's TSU boards no longer offers the ability to establish an
SSH connection via network. Access is only allowed via the CPU module of the LANTIME. It is still possible
to completely disable the SSH service of a TSU card as shown in Figure 7.3.

“ PTP V2 Configuration

Interface 01 (Slot: MRI1) Network Global SyncE Misc Qutputs
¥ Monitor Interface
Net Link Mode
Auteneg v
Hostname Domainname
PTPv2
Nameserver 1 Nameserver 2
0.0.00 0.0.0.0
Enable DHCP-Client
No |4
TCP/IP Address Netmask Default Gateway
172271977 25525500 0.0.00
IPv6 Mode 1Pv6 Address
Static v bad:babe:a%3/64
IPv6 Multicast Scope
FFO1 - Interface-Local Scope v

Enable VLAN Option

VLAN-Tag (0-4094) Priority
0 Q v
DSCP PTP Classification
CUSTOM 00 (HEX: 00) v
Multicast TTL
5 v

Figure 7.3: Disable SSH on TSU

Services  Confidentiality Integ.  Avail.  Auth.  Account.

https X X 0 X (x)
ssh X X 0 X (x)
ntp - X 0 X (x)

Table: Security targets

The table shows the security goals of the protocols in short. The accountability is given through a detailed
syslog of the actions performed by every user or process. However, the log files can be changed later by root
or super users. For this reason, the system cannot quarantee the non-repudiation.

The most, possible availability of the services is realized through current updates and IP banning. For more
protection, implement web application firewalls and traditional firewalls in the network, that are able to identify
and prevent DOS/DDOS attacks.

With all changes to the configuration keep in mind, that they are lost after a reboot or could be discarded
by other admins or super users , if they are not saved in the startup configuration.
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7.2 Securing Management

The most secure way to configure a LANTIME is to connect the client directly to the LANTIME, until only
secure channels are established. This guide uses the web interface over ssl as example.

After connecting a reference clock and the following start procedure of a LANTIME, an IP address can be
configured via the front panel (see chapter "LTOS Management and Monitoring — Via Web GUI"). Now it is
possible to connect to the web interface using the configured ip address. Use the initial credentials to login.

User: root
Password: timeserver

After you connected successfully, the first thing to do is to check, if it exists a new firmware version (see
section ?? for update instructions). After the update is performed, generate or inject a ssl certificate. This
example uses a new one. Figure 7.4 shows the button to start the generation.

% HTTPS Certificate

[ Show SSL Certificate ] [ Download SSL Certicate

Optional Passphrase

~
[+
Datei auswahlen | Keine ausgewahlt | Upload SSL Ceriificate | [ Paste SSL Certificate ]
| Generate Cerfificate Request ‘ I Show Certificate Request ] I Downlead Certificate Request ]

Figure 7.4: Generate SSL certificate step 1

On the next step you have to enter the information needed for the certificate (see also chapter "LTOS Man-
agement and Monitoring — Via Web Gui — Security'). Figure 7.5 shows the form. As key length, use 2048 or
higher. Shorter durations of the period of validity are better than longer. In this example we select three years
as a good trade of short duration and an acceptable management cost.

Generate SSL Certificate

Country Name (2 letter code) State or Province
DE Some State

Locality Name

Some City

Organization Name Organizational Unit
Meinberg Support

Subject Alternative Name Email Address
LT-HARVEY-29-105.local info@meinberg.de

Period of validity

3 Years -
Key Length
2048 =

Please note: depending on the selected key length this could take several minutes.
Use the appropriate show button to prove that your certificate /CSR was created successfully

Figure 7.5: Generate SSL certificate step 2
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Show SSL Certificate:

Certificate information:

Certificate:
Data:
Version: 3 (8x2)
Serial Humber:
95:d0:4c:00:56:48:7d: 91
Signature Algorithm: sha25ELithRSAEncryption
Issuer: CN=LT-HARVEY-29-105.local, O='Meinberg', OU=Sales, C=DE, L=Some City, ST=Some State/emailAddress=info@meinberg.de
Validity
Not Before: May B8 14:53:80 2019 GMT
Not After : May 7 14:53:0@ 2022 GMT
Subject: CN=LT-HARVEY-29-1@5.local, O='Meinberg', OU=Sales, C=DE, L=5cme City, ST=Some State/emailAddress=info@meinberg.de
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Figure 7.6: |Show generated SSL certificate

You can view the generated certificate with the "Show SSL Certificate" button. Use it to compare it with the
certificate provided by the browser on your next https connection to the LANTIME. Both should be identical!
The import process is illustrated in Figure 7.7. The numbers in the figure describe the sequence of actions to
perform. Number four represents the comparison with the previously downloaded certificate of the LANTIME.
If both certificates are identical, you can go ahead with step five to confirm the confidence of the LANTIME
certificate. Modern browser configurations will show you that the connection is not safe when you use a self
signed certificate. Because of this behaviour, we recommend the implementation of a public key infrastructure
to avoid the warning. Also make sure that you use a Subject Alternative Name (SAN), as modern browsers
also check for this. For this purpose, you can generate a certificate request, download it, sign it and upload the
signed certificate again via the web front end on Figure 7.4.

Allgemein Details
n. Derartiges zu tun.
Dieses Zertifikat konnte nicht verifiziert werden, da der Aussteller unbekannt ist.

Ausgestellt far Zertifikat herunterladen
Allgemeiner Name (CN) | myLantime1

Organisation () testorga

Organisationseinheit (OU)| software 3
Seriennummer 00:CE:80:38:BB:B2:A3: 56:06

Ausgestellt von 4

Allgemeiner Name (CN) | myLantimel 0 als diese Website auszugeben

Organisation (0) testorga

Organisationseinheit (OU)| software

teligen Autoritst unter Verwendung einer sicheren Signatur herausgegeben wurde.
Giiltigkeitsdauer
& Beginntmit Montag, 9. Juli 2018
Gultig bis Donnerstag, &, Juli 2021
Fingerabdracke

TTriTioRiIrilaizaieE | Sicherheits-Ausnahmeregel bestatigen || 5 Abbrechen

SHA-256-Fingerabdruck

SHA1-Fingerabdruck

Nebsites zu helfen

| e |-

SchlieBen

Dem Zertifikat wird nicht vertraut, weil es vom Aussteller selbst signiert wurde.
Das Zertifikat ist nur giltig fur .

Fehlercode: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

| Ausnahme hinzufiigen... 2

Figure 7.7: Import process of the new SSL certificate in the browser
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If the connection over https is possible, you can deactivate all other unused services like on Figure 7.8. Ad-
ditionally, in this example only one network interface provides the https web interface. Thus, scenarios like a
dedicated configuration network are possible, too.

“ Network Services
Service NTP HTTP HTTPS  TELNET SSH SNMP FTP TIME DAYTIME WEBSHELL
Interface 01 - lan0:0: Ci i +
Interface 02 - prp0:1: < 7 B
- + - + - - + + + +
Sl O 0 O 0 O o O 0

Figure 7.8: Deactivating services

For the next step, one other super user than root is needed. Go to section 7.3 to create one. After creation of
the new super user, log in with its credentials and disable the root login under "Security — Login/Access —
Disable Root Login". Deactivate the front panel, USB port and local console under "Security — Front Panel"
if desired. In addition, you can set the remote access control to white listed IP addresses that are allowed
to connect to the web interface (Hint: The Remote Access Control does not take effect for SSH connections).
Figure 7.9 shows the menus.

% Front Panel

¥ Lock Front Panel

¥ Disable USB Port [¥| Disable local console
Automatically save and apply # Automatically activate firmware
configuration which was uploaded via which was installed via USB interface

UsB interface

Figure 7.9: Deactivation of root and front panel

The timeout for web sessions is configured on the "Security" tab under "Login / Access" which is displayed in
Figure 7.10. Shorter durations minimize the security risk.

% Login/Access

Disable Root Login

[ Remote Access Control

Shell Timeout Web Timeout
5 Minutes A | | 5 Minutes v

Disable auto refresh on main page

Figure 7.10: Set timeout of web interface

From now on, the LANTIME is well configured to be managed secure. Keep in mind to check if the IP configu-
ration and remote access control work in the productive network environment.
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Optionally, you can configure SNMP to manage the LANTIME. The security options can be found under "Se-
curity — SNMP". Figure 7.11 shows the menu. To establish a secure connection via SNMP you have to use
version 3 and the authPriv mode. The additional parameters of version 3 are the user name (security name), the
access rights, the authentication and privacy protocol/algorithms. Use SHA and AES as algorithms. As usual,
longer passwords are preferred. Start the SNMP service on "Network — Network Services" tab afterwards.

“ SNMP

General Information

SNMP Contact SNMP Location
software dev | 123456789
Please edit these values on the system page.

Activated Protocol Versions

V3 only v

V1 & V2C Parameter

Read Community ‘Write Community
q ~ 3 A
public - | private I
V3 Parameter
Security Name Security Level Rights
| root | authPriv v | | Readonly Access v
Clear-Text Engine-1D
| TESTLANTIME123 |
Authentication Protocol Authentication Passphrase Re-Enter Passphrase
SHA v e o S sracns o
Privacy Protocol Privacy Passphrase Re-Enter Passphrase
n n
AES v ereennanes o sSusanaens o

Figure 7.11: SNMP options

LANTIME Firmware 7.00 Date: February 28, 2022 43



MEINBERG )

7.3 User Management/Administration

This section describes the administration of user and authentication management. Therefore, it is divided in
LANTIME origin and external user authentication. The LANTIME OS supports the two external authentication
servers, Radius and TACACS+. You can also see 'LTOS Management and Monitoring — Via Web GUI —
System — External Authentification" for further information.

7.3.1 LANTIME User Management

The LANTIME delivers a build in user configuration. The options are located under "System — User Manage-
ment".

There are three different user groups: Super-User, Admin-User and Info-User. Super-Users are allowed to
do everything, bash access included. Admin-Users are allowed to do everything that is on the web interface,
but no operations that would grant super user rights. Info-Users are just allowed to see all non security relevant
informations in the web interface.

The table below illustrates the user-rights of each access level in detail.

Super User Admin User Info User
Full access to the Command Line v
Change device configuration through
the WebUI v v
Editing of the additional configuration files,
which are available through the WebUI* v
Perform a Firmware Update v
Create a diagnostic file v
Create a new super user account v
Review all webinterface
configuration values v v v

*Additional Network Configuration, Additional NTP Configuration, User defined notifications

To create a User, use the form that is shown on Figure 7.12. Super-Users can create all user types. The
Admin-User can create other Admin-Users and Info-Users. Enter a name, a password and the group of the user,
then press the button Create User. If successful, the new user is displayed in the User List, right under the
create user form. Choose the user names and passwords in a way that they are not predictable.

4 Create User
User Name Group Membership
Mot Predictable Super-User v
Password Confirm Password
n | n
o | o

Figure 7.12: Create new Super User
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“ User List

User Name Group Membership Option

root Super-User Delet

admin2 Admin-User [ Delete User ]
info2 Info-User [ Delete User ]
info3 Info-User [ Delete User ]

Figure 7.13: User List

For passwords, there are some additional options that are depicted in Figure 7.14. Choose a long password
length and a periodical change interval. In addition, you can use the "Allow secure passwords only" checkbox
to force a password that contains many different character sets.

% Password Options

Minimum Password Length

20 v

Allow secure passwords only

Interval

¥ Users must change password \ Yearly v
periodically .

# Disable password autocompletion in
browser

Figure 7.14: Password Options

7.3.2 External User Authentication: Radius and TACACS+

In Addition to the users managed by LANTIME itself, a Radius or TACACS connection can be used to authen-
ticate users. This configuration is also located in the User Administration under Add External Authentication
Server. Look at Figure 7.15 for the input options. You have to enable External Authentication first. Afterwards,
choose radius or TACACS+ from the drop down menu and insert the hostname, the previously exchanged key
and the correct port. From now on, you are able to login with the external authentication mechanism. At first
the system checks the external server for the user. If no user exists with that credentials, the system checks the
local users. It is described in "LTOS Management and Monitoring — Via Web GUI — External Authentication
Options" how to configure the external authentication server.
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4 External Authentication Options

Timeout {(ms)

¥ Enable External Authentication 1000

 Add External Authentication Server

Authentication Method Authentication Server
Radius . radiusserver
Shared Secret Port
............................... a8 1812
‘Add Authentication Server

Figure 7.15: Webinterface Menu "System — User Management — External Authentification"

7.4 Securing Time Service NTP

The time service NTP provides an authenticated and integrity secured packet transmission. Currently, NTP
autokey is considered to be not as secure as the symmetric key procedure. Therefore, this guide will use
the symmetric key configuration. The chapter "LTOS Management and Monitoring — Via Web GUI — NTP
Symmetric Keys" describes all configuration options in detail.

To configure a connection, the system needs a key. Either use newly generated or add existing keys in the key
file over the button Edit NTP Keys under "NTP — NTP Symmetric Keys". If you automatically generate the
keys by the system, MD5 and SHA1 keys will exist in the key file. However, for the highest security currently
available, AES128-CMAC keys have to be used. These cannot be generated automatically yet.

How to create AES128-CMAC keys will be explained in chapter "Configuration — Web Interface — NTP
— NTP Symmetric Keys'".

Figure 7.16 shows example keys. The key IDs have to be added to the trusted keys on "General Settings'
menu point of NTP tab (see Figure 7.17). On "NTP Restrictions" menu you can deactivate mode 6 and 7 packet
support. Optionally, activate access restriction here to grant access only to known IP addresses. The symmetric
keys are used for every connection type, i.e. server to client, external NTP server, broadcasting, multicasting
and manycasting.

Edit NTP Keys:

# M5
1 MD5 08%|k<=6|e@,EHAn}vih
2 MD5 s*~3r;x;0M¥imihFMidL
3 MDS \vUxmec(>gh(Hax)TS"

# SHAL

4 SHAL 12@ede493e528F911d346Fb5d5af12683bdaesll
5 SHAL flbe43269f3d4dd9a7f@38ceelef2d1463427955
6 SHAL bd4ch98aBlce30377996c00F4203bbal3calfoca
7 SHA1 8b1184547c8917b2F9bcd50%9def32F3F3c432d65

# AES123-CMAC

8 AES123CMAC @2eb9263712dda36@d131d9558205655840965700
9 AES123CMAC 99920091066445b@fba48Bfbce2edd55ef71b760
18 AES128CMAC @6cd14b@ldf29616b79708Fdb3cdadb928c118d2

Figure 7.16: Symmetric NTP Keys

46 Date: February 28, 2022 LANTIME Firmware 7.00



7 Security User Guide | Security Advisories

" General Settings

Stratum Level When Unsynchronized

12 v | Disable Stratum Change

NTP Trusttime MRS

4 Days v

Local Trusted Keys
12345678910

| Enable Autokey

Figure 7.17: Trusted key IDs

The insertion points for the right key IDs are marked on Figure 7.18, 7.19 and 7.20. The configuration file of a
client is shown in Figure 7.21. It contains the path to the key file, the trusted key IDs and the server IP which
uses the key with ID 1 in this example.

% External NTP Server
Server Address 1 Symmetric Key
172.28.14.2 1
[ use Autokey Use iburst
Minpoll Maxpoll
Auto Auto
Server Address 2 Symmetric Key
[[] use Autokey Use iburst
Minpoll Maxpoll
Auto Auto
Server Address 7 Symmetric Key
[ use Autokey Use iburst
Minpoll Maxpoll
Auto Auto

Figure 7.18: External server configuration
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“ Broadcast Settings

Broadcast Address 1 Broadcast Interval

172.28.14.2 Auto B

Symmetric Key
| 1

Broadcast Address 2

[ use Autokey

Broadcast Interval

Auto B

[ use Autokey

Symmetric Key

Figure 7.19: Broadcast configuration

% NTP Multicast & Manycast

[T] Enable Multicast

Multicast Address Broadcast Interval

TTL

127 B

Symmetric Key

| 1 | £ use Autokey

[ Enable Manycast

Manycast Address Symmetric Key

[ use Autokey

172.28.14.2 Auto B

Figure 7.20: Multi and many cast configuration

7.5 Event Log Delivery

The LANTIME offers many transport channels for event log information and a fine grained notification selection
for each of these channels. Currently no event transport channel can be secured with the exception of SNMPV3.
It is a good practice to collect event log informations on a central server to correlate and check them for anoma-
lies. Be aware of potential security related information leakage due to the lack of encryption for services other

than SNMPV3.

The chapter "LTOS Management and Monitoring — Via Web GUI — Notification" describes the configura-
tion options for the transport channels. If you use SNMP v3 with selected authPriv security level, SNMP traps
are also sent securely. Configure the SNMP authPriv setting as described in "Security — SNMP" in chapter

7.2.
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# restrict <|P OF REMOTE HOST>

# Use drift fil=
diftfile "'C:\Program Filez [xB6)\M T Phetchntp. drift”

eyz "C:\Program Files [#8E6]NMN TP etchntp key"
Tustedkey 5

# pour lozal systemn clock, could be uzed az a backup

# [thiz iz only uzeful if you need to distribute time no matter how good or bad it iz)
Hserver 127.127.1.0

# but it should operate at a high stratum level to let the clients know and force them to
# uze any other imesource they may have.

Hfudge 127127 1.0 stratum 12

# Uze specific NTP servers
sarver x® ® 1iburst minpall B maxpoll 7

# End of generated mtp. conf - Please edit thiz to suite your needs

Figure 7.21: NTP client configuration

7.6 Update and Backup LANTIME Firmware

Download the latest LTOS on https://www.meinbergglobal.com/english/sw/firmware.htm. The downloaded LTOS
file has to be uploaded via the LANTIME web interface under "System — Firmware/Software Update" like on
Figure 7.22. The LTOS V7 firmware is equipped with a digital signature, which is checked during the "Preflight
Checks" test directly after upload. If this test detects a faulty signature, a warning is displayed. If this happens,
download the new firmware from the Meinberg web site again and repeat the process. In case of repeated
warnings please contact the Meinberg support.

In the next step, you have to confirm the update and activate the new firmware like in Figure 7.23. The
update was successful if Figure 7.24 is displayed.

% Firmware/Software Update

Insert download URL

or select a file

firmware-7.00.068-testing-x86.rel Start Update [ Show Logfile

Figure 7.22: Upload firmware

The configuration settings of the LANTIME will be preserved during a firmware update, except the config-
uration files of the web server and the SSH service. These files will be overwritten during an update to be
able to deliver current cryptographic methods with an update. If, contrary to our recommendation, the automatic
update is not desired, a separate customer-specific configuration file can be stored for these services.

SSH configuration:
The configuration file /etc/ssh/ssh.cfg defines which configuration file the SSH service should use. In factory
configuration the file contains the following entry:
[SSHD]
CONFIGFILE=/etc/standard/sshd_config

If the file /etc/standard/sshd_config is defined as an SSH configuration file, this file is updated during a
firmware update. If the file /etc/ssh/sshd_config is entered, an own configuration can be created in this file,
which is not replaced during an update.
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& Perform update?

- lAutomatically activate new firmware and reboot device after a successful update.

Running Preflight Checks

Checking base release compatibility ...

INFO: Current version is 7.00.007

OK: Installation file /www/htdocs/upload/update found.

INFO: MDS Checksum is 0722f3e42aaa5c630324e7789d2040le /www/htdocs/upload/update

INFO: SHA256 Checksum is 956aleb817751£026c6£b1165c02£03£59b0953back354c556895b1TbBcel5718
INFO: Uploaded file size is 38M

Checking required modules...

OF: Required modules in place.

Rccessing update file ...

Checking digital signature of file ...

Could not verify digital signature of update file: Error: invalid file format/type.
This file does not seem to have been digitally signed, please double check that it is a valid update file and

INFQ: Version information in update file: 7.00.8

OK: Installation file is readable.

This firmware image requires a minimum RAM size of 256MB.
Please make sure you are installing it on a suitable device, otherwise it will abort during the
installation process.

INFO: This is a release file, image version is 7.00.8
OK: Update file is suitable for this system [x86].
INFO: Required flash space is 54 MB

INFO: Free flash space is 202 MB

This is a valid install package. Check OK

Figure 7.23: Update process of the firmware

Web server configuration:
The configuration file /etc/webUl/webUl_custom.cfg defines which configuration file the web server should use.
In the factory configuration the file contains the following entry:
[CUSTOM CONFIGURATION]
CUSTOM_CONFIG_PATH=
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° Update installed successfully. x

Installation Process finished.

INFC: New image name: fw_7.00.008

Copying files ... [boot][image:38312 kb]Check OK
INFO: Executing post—install script:

INFC: OK. Done.

INFO: Activating fw_T.O0.00B .

INFO: Rebooting in 20s ...

Figure 7.24: Successful firmware update

If no file is defined as web server configuration file, the factory configuration file, which is updated during a
firmware update, is used. If an arbitrary file is entered under /mnt/flash/data/, an own configuration can be
created in this file, which is not replaced during an update. Files that are stored under /mnt/flash/data/ are
not part of a configuration, but they are stored reboot-secure (persistent).

% Services and Functions

Reboot Device

Reset Factory Defaults

Download SNMP MIB | Send Test Motifications

Resend Current Error Conditions Save NTP Drift File

Reset Error Relay

[ ]
[ ]
[ Manual Configuration ]
[ )

Activate Physical Identification Rescan Refclocks

NIC Manager

[
[
[
[
[
[

Figure 7.25: Reset factory defaults

To restore automatic configuration updates to the SSH service and the Web server, you can restore the factory
paths in these two files.

Restoring the factory defaults via the web interface, as shown in 7.25, resets all custom configuration settings
in the current startup configuration except the network settings. In detail, this means that your certificates,
credentials, SNMP, NTP and SSH keys, among others, will be lost. Configurations previously saved under a
different name are retained even in the event of a factory reset. If desired, these configurations must also be
deleted via the web interface.

After the reset via the web interface, all certificates are exchanged to the factory defaults. The SSH key
is randomly regenerated at startup after reset.

A backup of the LANTIME firmware, if downloaded or saved on flash of the LANTIME, is in clear text form. For
this reason make sure, that no unauthorized person has access to it. The same takes effect for a diagnostic file.
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8 Antenna and Receiver Information

There are 2 types of radio signals commonly used for timing applications: satellite signals from Global Nav-
igation Satellite Systems (GNSS), and long wave signals from specific time code transmitters operated by
some countries.

Most GNSS signals can be received world-wide, while long wave signals can only be received up to a certain
distance around the transmitting station. Also, GNSS receivers can usually track the signals from several
satellites at the same time, so the signal propagation delay can be determined and compensated automatically,
while long wave receivers usually receive only the signal from a single station. Last but not least the available
bandwidths and signal propagation characteristics are another reason why GNSS reception usually yields a
higher degree of time accuracy than long wave reception.

8.1 Reference Time Sources

8.1.1 Meinberg GPS Receiver

The satellite radio clock was developed with the aim of providing users with a highly accurate time and fre-
quency reference. High accuracy and the possibility of worldwide use, 24 hours a day, are the main features
of this system, which receives its time information from the satellites of the Global Positioning System. The
Global Positioning System (GPS) is a satellite-based system for radio-positioning, navigation, and time-transfer.

This system has been installed by the United States Department of Defense (Defense Department) and provides
two levels of accuracy: the Standard Positioning Services (SPS) and the Precise Positioning Services (PPS).

The structure of the sent data of the PLC has been released and the reception has been made available
for general use, while the time and navigation data of the even more accurate PPS are transmitted encrypted
and therefore only accessible to certain users (mostly military). The principle of location and time determination
with the aid of a GPS receiver is based on the most possible accurate measurement of the signal propagation
time from the individual satellites to the receiver.

The GPS satellites orbit the earth on six orbital tracks in 20,000 km of altitude once in about 12 hours.
This ensures that at any time at least four satellites are in sight at any point on the earth. Four satellites must
be received at the same time so that the receiver can determine its spatial position (x, y, z) and the deviation
of its clock from the GPS system time.

Control stations on earth measure the orbits of the satellites and record the deviations of the atomic clocks
carried on board from the GPS system time. The determined data are sent to the satellites and sent to earth as
navigation data by the satellites. The highly precise track data of the satellites, called ephemerides, are needed
so that the receiver can calculate the exact position of the satellites in space at any time. A set of track data
with reduced accuracy is called almanac. With the aid of the almanacs, the receiver calculates at approximately
known position and time, which of the satellites are visible from its location. Each of the satellites transmits its
own ephemerides as well as the almanacs of all existing satellites. The GPS clock operates with the "Standard
Positioning Service". The data stream of the satellites are decoded and evaluated by the microprocessor of
the system, like that the GPS system time is reproduced with a deviation of less than 100 nsec. Different
running times of the signals from the satellites to the receiver are automatically compensated by determining
the receiver position. By tracking the main oscillator, a frequency accuracy of 1e-12 is achieved, depending on
the oscillator type. At the same time, the age-related drift is compensated. The current correction value of the
oscillator is stored in a non-volatile memory of the system.
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8.1.2 Meinberg GNSS Receiver (GPS, GLONASS, Galileo, BeiDou)

High accuracy and the possibility of the world wide operation around the clock are the main features of the
system, which receive his time information from the satellites of the American GPS (Global Positioning System),
the European Galileo, the Russian GLONASS (Global Navigation Satellite System) and the Chinese BeiDou.

The Global Positioning System (GPS) is a GNSS operated by the US department of defense. Its purpose
is to provide position, velocity and time for civilian and defense users on a global basis. The system currently
consists of 32 medium earth orbit satellites and several ground control stations.

GLONASS is a GNSS operated by Russian Federation department of defense. Its purpose is to provide
position, velocity and time for civilian and defense users on a global basis. The system consists of 24 medium
earth orbit satellites and ground control stations. The GLONASS satellites circle the earth once on three
orbital lanes in height of 19100km in about 12 hours.

Galileo is a GNSS operated by the European Union. Its purpose is to provide position, velocity and time
for civilian users on a global basis. The system is currently not fully operational. It is eventually expected to
consist of 30 medium earth orbit satellites. At the time of writing (early 2016), the Galileo system was still
under development with only a few fully operational SVs. Therefore, the precise performance and reliability of
u-blox receivers when receiving Galileo signals is effectively impossible to guarantee.

BeiDou is a GNSS operated by China. Its purpose is to initially provide position, velocity and time for
users in Asia. In a later stage when the system is fully deployed it will have worldwide coverage. The full
system will consist of five geostationary, five inclined geosynchronous and 27 medium earth orbit satellites, as
well as control, upload and monitoring stations.

Characteristics

The GNS module is a combined GPS / Galileo /| GLONASS / BeiDou receiver and operates with the "Standard
Positioning Service" (GPS) or "Standard Precision" (Galileo, GLONASS, BeiDou). The data stream from the
satellites is decoded by the microprocessor of the system. By analyzing the data, the GNSS system time can
be reproduced very precisely. Different running times of the signals from the satellites to the receiver are auto-
matically compensated by determining the receiver position. By tracking the main oscillator (Oven Controlled
Xtal Oscillator, OCXO) a high frequency accuracy is achieved. At the same time, the aging-induced drift of the
quartz is compensated. The current correction value for the oscillator is stored in a non-volatile memory of the
system. This receiver is suitable not only for stationary operation but also for mobile use.

The Meinberg GLN receiver is the predecessor of the GNS clock and receives GPS, Glonass and BeiDou.
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8.1.3 PZF - DCF77 Long Wave Receiver

The German long wave transmitter DCF77 started continuous operation in 1970. The introduction of time codes
in 1973 build the basic for developing modern radio remote clocks. The DCF77 frequency and signal is derived
from the atomic clocks of the Physikalisch-Technische Bundesanstalt (PTB) in Braunschweig, Germany, the
national institute for science and technology and the highest technical authority of the Federal Republic of
Germany for the field of metrology and physical safety engineering.

The carrier frequency of 77.5 kHz is amplitude modulated with time marks each second. The BCD-coding
of the time telegram is done by shifting the amplitude to 25% for a period of 0.1s for a logical ‘0" and for 0.2s
for a logical '1". The receiver reconstructs the time frame by demodulating this DCF-signal. Because the AM
signal is normally superimposed by interfering signals, filtering of the received signal is required. The resulting
bandwidth-limiting causes a skew of the demodulated time marks which is in the range of 10 ms. Variations of
the trigger level of the demodulator make the accuracy of the time marks worse by additional +/-3 ms. Because
this precision is not sufficient for lots of applications, the PTB (Physical and Technical Institute of Germany)
began to spread time information by using the correlation technique.

The DCF-transmitter is modulated with a pseudo-random phase noise in addition to the AM. The pseudo-
random sequence (PZF) contains 512 bits which are transmitted by phase modulation between the AM-time
marks. The bit sequence is built of the same number of logical ‘0" and logical "1’ to get a symmetrical PZF to
keep the average phase of the carrier constant. The length of one bit is 120 DCF-clocks, corresponding to 1.55
ms. The carrier of 77.5 kHz is modulated with a phase deviation of +/-10 per bit. The bit sequence is transmitted
each second, it starts 200ms after the beginning of an AM second mark and ends shortly before the next one.
Compared to an AM DCF77-receiver, the input filter of a correlation receiver can be dimensioned wideband
width. The incoming signal is correlated with a reconstructed receiver-PZF. This correlation analysis allows the
generation of time marks which have a skew of only some microseconds. In addition, the interference immunity
is increased by this method because interference signals are suppressed by averaging the incoming signal. By
sending the original or the complemented bit sequence, the BCD-coded time information is transmitted.

The absolute accuracy of the generated time frame depends on the quality of the receiver and the distance
to the transmitter, but also on the conditions of transmission. Therefore, the absolute precision of the time frame
is better in summer and at day than in winter and at night. The reason for this phenomenon is a difference in
the portion of the sky wave which superimposes the ground wave. To check the accuracy of the time frame, the
comparison of two systems with compensated propagation delay is meaningful.

M Start of Minute (0.15s)
R RF Transmission via Secondary Antenna
Al Announcement of a Change in Daylight Saving Time
71,72 Time Zone |dentification
71,72=0,1: Daylight Saving Time Disabled
71,72=1,0: Daylight Saving Time Enabled
A2 Announcement of a Leap Second
S Start of Time Code Information

P1,P2,P3 Even Parity Bits

The PZF radio clock is a precision receiver system for the time signal transmitter DCF77. It is available as a
module for use in systems such as Meinberg IMS, LANTIME M300 models and as a computer plug-in card. The
microprocessor of the system performs the correlation of a reproduced pseudo-random bit sequence with the PZF
of the transmitter side and simultaneously decodes the AM time and date information of the DCF telegram. By
evaluating the pseudo-random phase noise, a time raster can be generated which is up to a factor of a thousand
more accurate than the ones of conventional AM radio clocks. In this way, an exact adjustment of the main
oscillator of the radio-controlled clock is also possible, this allows it to be also used as a normal frequency
generator, in addition to being used as a pure time receiver. If the PZF signal is temporarily unavailable for
some reason, i.e. because a source of interference is in the vicinity, the radio clock will automatically switch
to the AM signal - provided this is still receivable. The correlation receiver has a battery-buffered hardware
clock, which takes over the time and date in the event of failure of the supply voltage.

54 Date: February 28, 2022 LANTIME Firmware 7.00



8 Antenna and Receiver Information

8.1.4 MSF Receiver

The transmission of the MSF signal from Anthorn serves to distribute the British standard of the time and fre-
quency signals. These standards are set by the National Physical Laboratory (NPL). The MSF signal provides
sufficient field strength for use in the UK and can also be received in large parts of North and Western Europe.
A simple on-off modulation of the carrier frequency (60kHz) is used to transmit BCD encoded time and date
information. Each UTC second is marked with "off', preceded by at least 500 ms of carrier. This second marker
is transmitted with an accuracy of +-1 ms. The time code format is displayed via a minute frame, which is used
to transfer the data to the next minute. The bits "A" and "B" are used to send the information (see graphic code
format below).

The first second of the minute begins with a period of 500 ms with the carrier "off', to serve as a minute marker.
The other 59 (or, exceptionally, 60 or 58) seconds of the minute always begin with at least 100 ms "off’ and end
with at least 700 ms of carrier "on". Seconds 01-16 carry information for the current minute about the difference
(DUT1) between astronomical time and atomic time, and the remaining seconds convey the time and date code.
The time and date code information is always given in terms of UK clock time and date, which is UTC in winter
and UTC+1h when Summer Time is in effect, and it relates to the minute following that in which it is transmitted.

The MSF radio clock is a radio clock receiver system for the time signal transmitter MSF. It is available
as a module for use in systems such as Meinberg IMS and LANTIME M300 models. The microprocessor of
the system decodes the time and date information of the incoming AM signal. In this way, an exact adjustment
of the main oscillator of the radio-controlled clock is also possible. The MSF receiver is equipped with a
battery-buffered hardware clock, which takes over the time and date in the event of failure of the supply voltage.

Code Format

<—carrier on
Second 00 possible 100 bits/s information
<« carrier off
25 ms 330 ms 500 ms
Seconds bit A bit B - two bits, numbered xxA and xxB for second xx
01 - 60* * second 60 is a leap second in UTC
0 ms 100 ms 200ms 300 ms

DUT Code
The DUT1 is signaled to the nearest 100ms in the range of +/-800ms. A positive figure means that GMT is at
a higher count than UTC. Bits 01B to 16B are used to signal the DUT code in the following way.
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Time and Date Code
Time and date information is transmitted and coded in the following way:

Binary-Coded-Decimal Year (00-99)
order| 80 40 20 10 8 4 2 1
bit 17A| 18A| 19A| 20A | 21A| 22A | 23A | 24A
BCD month (01-12) BCD day-of-month (01-31) BCD day-of-week (0-6)
order| 10 8 4 2 1 20 10 8 4 2 1 4 2 1
bit 25A | 26A | 27A | 28A| 29A | 30A | 31A | 32A | 33A | 34A | 35A | 36A | 37TA | 38A
BCD hour (00-23) BCD minute (00-59)
order, 20 | 10 8 4 2 1 40 20 | 10 8 4 2 1
Bit |39A | 40A | 41A | 42A | 43A | 44A | 45A | 46A | 4TA | 48A | 49A | 50A | 51A

Other Codes

Minute Identifier
Bits 53A to 58A are all set permanently at ‘1" and are always preceded by bit 52A at ‘0’ and followed by bit
59A at '0". This sequence '01111110" never appears elsewhere in bit xxA, so it uniquely identifies the following
second 00 minute marker. In minutes lengthened or shortened by a positive or negative leap second all these
numbers are correspondingly increased or decreased by one (i.e. during these 61- or 59-second minutes the
position of the time and date code is shifted by one second relative to the start of minute).

Parity Bits
The parity bits are providing and odd number of 1's.

Bit 54B taken with bits 17A to 24A
Bit 55B taken with bits 25A to 35A
Bit 56B taken with bits 36A to 38A
Bit 57B taken with bits 39A to 51A

Summer Time
When UK civil time is subject to an one-hour positive offset during part of the year, this period is indicated by
setting bit 58B to '1". Bit 53B is set to 1" during the 61 consecutive minutes immediately before a change, the
last being minute 59, when bit 58B changes.

Unused Bits
The unused bits are currently set to ‘0, but may be used in the future.
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8.1.5 WWVB Receiver

NIST radio station WWVB is located near Fort Collins, Colorado, on the same site as station WWV. The WWVB
broadcast is used by millions of people throughout North America to synchronize consumer electronic timing
products such as wall clocks, clock radios, and wristwatches. In addition, WWVB is used for high level applica-
tions including network time synchronization and frequency calibration. The WWVB transmission is maintained
by the National Institute of Standards and Technology (NIST).

WWHVB continuously broadcasts a time and frequency signal at 60 kHz. The carrier frequency provides a
stable frequency reference traceable to the national standard. There are no voice announcements on the sta-
tion, but a time code is synchronized with the 60 kHz carrier and broadcast continuously at the rate of 1 bit
per second using pulse width modulation. The carrier power level is modulated to encode the time data. The
carrier power is reduced by 17 dB at the start of each second, so that the leading edge of every negative going
pulse is on time. Full power is restored 0.2 s later for a binary #0#, 0.5 s later for a binary #1%, or 0.8 s later
to convey a position marker. The binary coded decimal (BCD) format is used, which combines binary digits to
represent decimal numbers. The time code contains the year, day of year, hour, minute, second, and flags that
indicate the status of Daylight Savings Time, leap year, and leap seconds. WWVB identifies itself by advancing
its carrier phase 45 degrees at 10 minutes after the hour and returning to normal phase at 15 minutes after the
hour. If you plot WWVB phase, this results in a phase step of approximately 2.08 microseconds.
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8.1.6 TCR Receiver

The Board Meinberg TCR (Time Code Receiver) was designed for the decoding of unmodulated and modulated
IRIG- and AFNOR-Timecodes. Modulated codes transport the time information by modulating a sinusoidal
carrier signals amplitude whereas unmodulated signals employ a pulse width modulated DC signal.

The receivers automatic gain control allows the reception of signals within a range from abt. 600mVpp up
to 8Vpp. The potential free input can be jumper selectable terminated in either 50 Ohm, 600 Ohm or 5 kOhm.
Modulated codes are applied to the board via an on board SMB connector.

Abstract of Time Code

The transmission of coded timing signals began to take on widespread importance in the early 1950’s. Espe-
cially the US missile and space programs were the forces behind the development of these time codes, which
were used for the correlation of data. The definition of time code formats was completely arbitrary and left to
the individual ideas of each design engineer. Hundreds of different time codes were formed, some of which were
standardized by the "Inter Range Instrumentation Group" (IRIG) in the early 60’s.

Except these "IRIG Time Codes", other formats like NASA36, XR3 or 2137 are still in use. The TCR receiver
generates the IRIG-B, AFNOR NFS 87-500 code as well as IEEE1344 code which is an IRIG code, extended
by information for time zone, leap second and date.
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8.2 GNSS Signal Reception

The satellites of most Global Navigation Satellite Systems (GNSS) like GPS, GLONASS, and Galileo are
not stationary but circle round the globe in periods of several hours. Only few GNSS systems like the Chinese
Beidou system work with stationary satellites. Such systems can only be received in certain regions of the Earth.

GNSS receivers need to track at least four satellites to determine their own position in space (x, y, z) as
well as their time offset from the GNSS system time (t). Only if the receiver can determine its own position
accurately the propagation delay of the satellite signals can also be compensated accurately, which is require-
ment to yield an accurate time. If the receiver position can only be determined less accurately then the accuracy
of the derived time is also degraded.

GNSS satellite signals can only be received directly if no building is in the line-of-sight from the antenna
to the satellite. The signals can eventually be reflected at buildings, etc., and the reflected signals can then be
received. However, in this case the true signal propagation path is longer than expected, which causes a small
error in the computed position, which in turn yields less accurate time.

Since most of the satellites are not stationary, the antenna has to be installed in a location with as much
clear view of the sky as possible (e.g. on a rooftop) to allow for continuous, reliable reception and operation.
Best reception is achieved when the antenna has a free view of 8° angular elevation above the horizon. If
this is not possible then the antenna should be installed with the best free view to the sky in direction of the
equator. Since the satellite orbits are located between latitudes 55° North and 55° South, this allows for the
best possible reception.

Meinberg provides their own GPS receivers which operate with an antenna/converter unit and thus allow
for very long antenna cables, but some devices also include GNSS receivers which support other satellite sys-
tems like GLONASS, or Galileo in addition to GPS. These receivers usually require a different type of antenna
equipment which is described in chapter (4.1.2).
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8.2.1 Meinberg GPS Antenna/Converter

8.2.1.1 Introduction

The Meinberg GPS antenna/converter unit combines a standard GPS patch antenna with a frequency converter
which translates the original 1.5 GHz signal received from the GPS satellites to an intermediate frequency, so
a standard coaxial cable type like RG58 can be used for antenna cable lengths up to 300 meters (1000 ft). If
a low-loss cable type like RG213 is used then even 700 meters (2300 ft) between receiver and antenna are
possible without requirement for an additional amplifier.

Surge protectors are optionally available and should be used in the antenna line to protect the receiver from
high voltages spikes e.g. due to lightning strikes close to the antenna. The antenna/converter unit is remotely
powered by the connected GPS receiver via the antenna cable, so no external power supply is required near
the location of the antenna if a coaxial cable is used.

If more than a single GPS receiver are to be operated then a GPS antenna splitter can be used to distribute
the GPS signal from a single antenna. The GPS antenna splitter provides 4 outputs and can be cascaded to
supply even more than 4 receivers with the GPS signal.

Alternatively there is also a GPS Optical Antenna Link (GOAL) available which uses a fiber optic connection
between the antenna and the receiver which allows for a length up to 2000 meters (6500 ft), and provides a
high level of insulation and surge protection due to the optical transmission. Since the fiber optic connection is
unable to provide the antenna with DC current, an extra power supply is required in this case at the location
of the antenna.

Due to the specific requirements for remote powering and frequency conversion the Meinberg GPS equipment
is not necessarily compatible with GPS equipment from 3rd party manufacturers.
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8.2.1.2 Mounting and Installation of the GPS Antenna

Proper installation of the GPS antenna/converter unit is illustrated in the figure below:

free view to the sky!

GPS Antenna

N-Norm female
N-Norm male

- N-Norm male
N-Norm female

as short as possible

¥ N-Norm female Meinberg GPS
N-Norm male N-Norm male —e female 1-'—&

Ground lead to PE rail
(Protective Earth)

Cableca. 1,5mm @

fastened at the surge protector

orBNCmale —eo female [y uy

Figure: GPS Antenna mounted on a pole with a free view of the sky. The optional surge protector keeps high
voltage strikes through the antenna cable away from the receiver.

Mounting material (plastic pole and holders, clamps for wall or pole mounting) is shipped with all Mein-
berg GPS antennae for easy installation. A standard RG58 antenna cable of 20 meters length is included by
default. If a different cable length is required then this can be ordered accordingly.

Surge protectors should be installed indoors, directly where the antenna cable comes in. The optionally
delivered protection kit is not for outdoor usage. The ground lead should be kept as short as possible and has
to be connected to building’s ground rod.

Up to four GPS receivers can be fed by a single antenna/down-converter unit by using an antenna splitter
which can optionally be cascaded. The total length of an antenna cable from the antenna to each receiver must
not exceed the specified maximum length according to the cable type. The position of the splitter in the antenna
line does not matter.
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Note:

If the antenna cable is assembled locally instead of using a cable shipped with the GPS receiver it has to be
made sure that the connectors have been soldered and assembled properly, and that there is no short-circuit
in the cable or in one of the connectors. Otherwise GPS reception may be degraded, or the GPS receiver can
even be damaged. Mount the antenna at a distance of at least 50 cm from other antennas.

WARNING!

Do not mount the antenna without an effective fall arrester!

Danger of death from falling!
- Ensure that you work safely when installing antennas!
- Never work without an effective fall arrester!

WARNING!

Do not work on the antenna system during thunderstorms!

Danger of death from electric shock!

- Do not carry out any work on the antenna system or the antenna cable
if there is a risk of lightning strike.

- Do not carry out any work on the antenna system if it is not possible to maintain
the prescribed safe distance to exposed lines and electrical substations.
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8.2.2 General GNSS Antennae

Some Meinberg devices use alternate GNSS receivers which support other satellite systems like GLONASS,
Galileo or BeiDou, in addition to GPS. These receivers can’t be operated directly with the standard Meinberg
antenna/converter unit described in chapter "Meinberg GPS Receiver', so they require a different kind of antenna.

There are two different antenna versions available, one of which is more suited for stationary installation,
while the other one should be preferred for mobile applications.

8.2.2.1 GNSS Antenna for Fixed-Location Installation

The Multi-GNSS Antenna is an active GNSS L1 antenna capable of receiving signals from the GPS, GLONASS,
Galileo and BeiDou satellite systems. It is very well-suited to fixed-location installations. It is powered by a
5V DC power supply from the receiver and offers integrated surge protection.

The antenna cable can be up to 70 meters in length if using a suitable low-loss coaxial cable such as Belden
H155.

Installation of the GNSS/L1 Antenna

Multi GNSS Antenna

free view to the sky!

40 d8
CAUTION

— Type-N female
L Type-N male

as short as possible

MEINBERG GNSS

Connection to earth rail Type SMA male —© female “:' W
(Protective Earth)

cable diameterca. 1,5 mm @

Image: Diagram Showing the Installation of the Multi-GNSS Antenna
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WARNING!

Do not mount the antenna without an effective fall arrester!

Danger of death from falling!
- Ensure that you work safely when installing antennas!
- Never work without an effective fall arrester!

WARNING!

Do not work on the antenna system during thunderstorms!

Danger of death from electric shock!

- Do not carry out any work on the antenna system or the antenna cable
if there is a risk of lightning strike.

- Do not carry out any work on the antenna system if it is not possible to maintain
the prescribed safe distance to exposed lines and electrical substations.
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